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Abstract

- Image Encryption is a wide area of research.
Encryption basically deals with converting data or
information from its original form to some other form that
hides the information in it. The protection of image data from
unauthorized access is important. Encryption is employed to
increase the data security. The Encrypted Image is secure
from any kind cryptanalysis.

In the proposed work, the image to be encrypted is
decomposed into 8X8 blocks, these blocks are transformed
from the spatial domain to frequency domain by the DCT ,
Then, only selected DCT coefficients i.e the DCT coefficients
correlated to the higher frequencies of the image block are
encrypted. For encryption the DCT coefficients are xored
with pseudorandom bit, Pseudorandom bit is generated by
Non-Linear Shift back Register. The bits generated by Non-
Linear Shift back Register cannot be predicted so
cryptanalysis becomes difficult. To enhance the security
further the unencrypted DCT coefficients are shuffled, since
some information may also be stored in DCT coefficient
correlating to lower frequency, While encrypting selected
DCT coefficients alone will provide complete perceptual
encryption, it would be possible for an attacker to gain
information about the image from the other coefficients,
especially in images that have a lot of edges.
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1. Introduction

Nowadays internet is used for faster transmission of large
volume of important and valuable data, since internet has
many points of attack, it is vulnerable to many kinds of
attack, so this information need to be protected from
unauthorized access, To protect data from unauthorized
access there are many Data Protection techniques like
NULL’ing Out, Masking Data, Watermarking, Encryption
etc are implemented[1-2].
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Data Encryption is one of the widely used techniques for
data protection. In Data Encryption, data is converted from
its original to other form so that information cannot be
accessed from the data without decrypting the data i.e the
reverse process of encryption. The original data is usually
referred as plain data and the converted form is called
cipher data. Encryption can be defined as the art of
converting data into coded form which can be decode by
intended receiver only who poses knowledge about the
decryption of the ciphered data. Encryption can be applied
to text, image, video for data protection. In the proposed
work Encryption is employed to enhance image security.
For encryption process the image is converted from spatial
domain to frequency domain by using Discrete Cosine
Transform (DCT). The DCT represents an image as a sum
of sinusoids of varying magnitudes and frequencies[3-7].
The objective of proposed system includes protection of
information and property from theft, corruption while
allowing the information to remain accessible and
productive to its intended users. This includes the
collective processes and mechanisms by which sensitive
and valuable information and services are protected from
publication, tampering or collapse by unauthorized
activities or untrustworthy individuals and unplanned
events respectively. The work is implemented with
simplicity and security in mind.

2. Methodology

The methodology used in this work produce a simple and
secure solution for image encryption and decryption. This
technique is easy to implement and understand.

The following steps give a brief idea about the
methodology involved in the entire work.
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2.1 ALGORITHM FOR ENCRYPTION

1) Input image to be encrypted

2) Divide the image into 8x8 blocks.

3) Perform DCT on all this blocks and save the
results in another array.

4) Encrypt the selected coefficient by XORing with
a random bit generated by random bit generator.

5) Reconstruct the image.

2.2 ALGORITHM FOR DECRYPTION

1) Input encrypted image.

2) Encrypt the selected coefficient by XORing with
a random bit generated by random bit generator.

3) Divide the image into 8x8 blocks.

4) Perform IDCT on all this blocks and save the
results in another array

5) Decrypted Image is obtained.

Fig: 1.1b)Encrypted Image

3. RESULTS

The proposed system is implemented successfully and the following
results are obtained

Experiment No : 1
bt

2] ORIGINAL IMAGE == =]

Fig:3.1.1¢) Decrypted Image

Fig:3.1.1 a) Original Image
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Experiment No: 2
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Fig:3.2.1 a) Original Image Fig:3.2.2b) Encrypted Image
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4. Conclusions

In this work a technique for faster image encryption is
proposed. Here we are adopting partial image encryption
to decrease the time required for encryption and
decryption, Instead of encrypting the whole image only the
selected portion of the image are encrypted, this makes the
encryption faster and reduces the time complexity.
Compression is not included in this method since
compression requirement for each image is not unique. To
add additional security to the image in the cryptosystem,
after encrypting the selected higher coefficients, all the
coefficients can be scrambled. The idea behind scrambling
all the coefficients is to withstand any type of attack.
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