
Software as a Service (SaaS) Testing Challenges- An In-
depth Analysis 

 Prakash.V   Ravikumar Ramadoss Gopalakrishnan.S 

Assistant Professor Department of Computer Applications, SASTRA University, Tamilnadu, India 

Technology Architect, Infosys, Bangalore, Karnataka, India 

Associate Dean Department of Computer Applications, SASTRA University, Tamilnadu, India 

 
ABSTRACT 

Organizations in this modern era are interested in deploying and making use of readymade business applications. The 
reasons are in a plenty - short time to market, lack of capital budget which is required to develop new software and for 
on-premise deployment and of course the rapid emergence of the Cloud. In fact cloud has attractive “Software as a 
Service” jargon which drives the idea of making use of readymade and on-demand business solutions. Since there is an 
increasing demand in SaaS usage there is more in for SaaS Testing. This paper focuses on the challenges for testers in 
Saas and also analyses the ways in which SaaS testing differs from testing conventional applications 
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1. INTRODUCTION 

Delivering Business applications as a service is one of 
the backbones of the success of Cloud Computing. 
SaaS is basically a software delivery model where the 
software vendor hosts the software and its associated 
data on the cloud through a cloud service provider 
which can be made to be used by enterprises and they 
are billed based on the usage. 
 

2. WHY INCREASING DEMAND FOR SaaS? 
Worldwide software-as-a-service (SaaS) revenue is 
expected to reach USD 22.1 billion by 2015 as more 
companies invest in cloud technology, research firm 
Gartner said[9] 
This increasing demand for SaaS based applications for 
business is characterized primarily by the following 
factors [1]  

• Improved availability 
• Better reliability 
• Need for Quick deployment 
• Reduced internal system dependencies 
• Multi-tenancy 

• Pay-per-usage 
• Higher system accessibility 
• Resource scaling based on needs 
• Flexible pricing 

There has also been lot of debate going on to quote 
whether the transition from a CapEx model to an OpEx 
model should be a real benefit for enterprises. Some 
argue it is and some argue it is not [2]. Any how the 
focus of this paper is not a CapEx vs. OpEx let us stop 
discussing on that our view is you need to buy servers, 
networking equipment software licenses and other 
necessary IT infrastructure up-front Which are all 
termed as the Capital Expenditure, while with cloud 
computing (whether it's IaaS, SaaS or PaaS), you pay as 
you go, based on usage which is termed as the 
Operational Expense. So there might be a shift towards 
Operational expenses but this is further under debate. 
Billing and Logistics modules are deployed on Cloud 
Infrastructure and Database on Cloud Storage [7][8] 

Various Web Services are deployed on the Cloud 
Infrastructure and it will be invoked and Consumed 
from the Corporate/Enterprise Infrastructure and routed 
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to the Clients who are requesting the Services. In Fig I. 
the Billing and logistics users invoking the required 
service components deployed/hosted on to the cloud 
infrastructure. This model facilitates the enterprise 
customers to leverage all the benefits the SAAS model 
adopts. 
 

 

Fig I. SaaS Billing and Logistics 

3 WHY SaaS TESTING TAKES THE CENTRE 
STAGE: 

Testing SaaS applications has got its own set of new 
challenges which forms the centre stage of this paper 
Based on our interaction with testers from different 
parts of the world we have identified some testing 
challenges. The first and foremost challenge is to test 
SaaS upgrades followed by many like impact on 
multiple subscriber organizations, data integrity and 
privacy needs, testing of live upgrades and primarily 
testing for the much expected high quality and ease of 
deployment. These requirements take SaaS through 
multiple validation cycles before continuing with that. 
The intention of this paper itself is to review the 
challenges faced by software organizations during SaaS 
validation.Ramco’s OnDemand ERP2.0 is one of the 
greatest examples of a very successful SaaS based 
application. Organizations can successfully make use of 
this for integrating the various department activities and 
customization is also possible based on the needs of the 

customers [3].The figure shows the SaaS overall 
architecture

 

Fig II. SaaS Architecture 

Different geographical based client requests are routed 
to the required service components deployed on cloud 
data centers. The Service mediation layer is the ESB 
gateways, which does the aggregation, routing and 
transformation of the requests got from the clients. 
Based on the service providers WSDL (Web service 
definition language) the different protocols 
(SOAP,HTTP,REST) will be used to invoke and 
consume the respective services. On demand replication 
and scalability will be honored by the data centers 
based on the SAAS model characteristics.  

4. MAJOR DIFFERENTIAL ATTRIBUTES: 

There are some attributes which differentiates SaaS 
applications from that of the conventional applications.  

Key Attribute Conventional 
Applications 

SaaS Applications 

Time to Market Need to built 
applications and 
to host it in 
client’s data 
centre 

Readily available 
business solutions 

Shelf ware 
Risk 

Yes there is risk 
in managing 
multiple 
versions of the 
applications 

Reduced risk. 
Applications can 
focus more on 
innovation 
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Total 
Ownership cost 

High costs 
because of 
maintenance and 
upgrades 

Low costs. 

ROI Low to moderate Moderate to high 

 

Table 1. Conventional VS SaaS applications 

5 WHAT IS SAAS TESTING? 

SaaS testing comprises of validating SaaS applications 
with respect to business workflows, multi-tenancy, 
integrity, reliability, ease of deployment, scalability, 
availability, accuracy, deployability, ease of use, 
testability, portability live updating.  

All these applications are tested with cloud based 
resources and among the testing criteria mentioned 
above the focus will be on three key components they 
are performance, compatibility and security.  

6 COMPONENTS OF SaaS TESTING: 

The core components are: 

• Application 

• Infra structure 

• Network 

6.1 APPLICATIONS: 

A very high degree of accuracy is needed here as 
organizations adapt these applications as it is and 
completely hand over their operations on it. It is 
assumed that the subscribing organizations have 
perceived them as a complete end-to-end product which 
provides solutions to their ever increasing business 
demands. Sql Injection which is another major threat to 
the security. It targets poorly designed web forms and 
manipulate some queries which sometimes even change 
the database content [4]. So SaaS testing targets on 
testing Sql injection, testing cookies, multi-tenant 
isolation and access privilege validations for application 
data. Testing should also be carried out for standards 
imposed by government. This comprises functional and 

security testing. Another important aspect of testing 
SaaS application is testing the performance.  

This can be done with some realistic usage scenarios. 
The scenarios can be simulated with some large user 
base volumes and loads from different geographic 
locations. In order to identify any network related 
performance issues it is always better to test these 
applications on isolated networks. 

6.2 INFRASTRUCTURE: 

Large volume of tests should be conducted on 
infrastructure with production like configurations for a 
huge impact on the end-user experience. Testers are 
advised to perform live update tests and recovery tests 
for reliability issues to the end use. The focus is 
primarily on testing backups secure connections and 
storage policies. 

6.3 NETWORK: 

As the data from a SaaS application is travelling to a 
client application through a client network test for a 
network bandwidth should be carried out and also the 
security of the data along with the various encryption 
and decryption techniques to be tested for the smooth 
flow of  sensitive data over the network. 

7 SaaS TESTING CHALLENGES: 

7.1 SaaS UPGRADES: 

Software are meant to be updated that too software 
which runs business needs frequent updates as the way 
of doing business changing every day as new 
technologies are just streaming in. For example the way 
in which we are doing our banking was not the same as 
we were doing ten years before. The same software 
cannot be retained for a longer period due to the 
changing needs of business. The same is true for our 
SaaS applications. Providers make fast and frequent 
updates and that will be communicated to all 
subscribers. They are all expected to read the new 
release notes, access the changes and analyze the 
impact of the changes to their business data and to their 
business processes within a period of about two weeks. 
Every change should be carefully tested to have not an 
impact over the correctly working features. An 
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extensive amount of regression testing is needed at this 
place and testers can make use of some automation 
testing tools like JAZZ which is the latest IBM offering 
[5] or conventional tools like the QTP. Validating all the 
SaaS application changes within a very short span of 
time will be a huge bottleneck [6] 

7.2 DOMAIN AND BUSINESS KNOWLEDGE: 

SaaS applications always contain configurable and non-
configurable components. It requires a great deal of 
business and domain knowledge to identify these and 
also the impact of the change done on these 
components. 

7.3 INTERFACE TESTING: 

This is a continuation of the SaaS upgrade issue. 
Sometimes SaaS upgrades demand changes in their 
respective interfaces also. Subscribers need to know is 
it possible for them to work with the new upgraded 
interfaces because there might have been some amount 
of integration of their internal applications with the 
SaaS solutions. 

7.4 DATA SECURITY: 

The nature of SaaS applications are muliti-tenant. So 
SaaS testing must ensure that one subscriber should not 
be accessed by another subscriber this will create 
confidence in data security among the subscribers. 
These tests need to be performed by simulating a huge 
customer load. Even though there are some tools to do 
it is a huge challenge. 

7.5 INTEGRATING ENTERPRISE APPLICATIONS: 

The biggest challenge faced by testers is the integration 
of the existing enterprise application with SaaS 
applications, which is the current industry practice. 
There must be a smooth data transition between the 
SaaS applications and the enterprise applications. This 
demands a great deal of integration validation. A 
thorough validation of data privacy is needed to ensure 
a complete guarantee for SaaS subscribers about data 
privacy and security. 

7.6 DATA MIGRATION BETWEEN SAAS 
APPLICATIONS: 

Subscribers always have the freedom to move from one 
SaaS application to another. in that scenario data 
migrations between the past and present posts a major 
challenge to testers. One cannot expect to have the 
same database schema available in both the SaaS 
applications. So a tester here must have a basic 
understanding of the various data types, their 
relationships in two different databases and they must 
also know how to map SaaS applications across two 
different SaaS providers. These are all the places where 
organizations need testers who are not just testers and 
people with a good database and programming 
knowledge too. 

8. CONCLUSION: 

SaaS applications definitely help non-software 
organizations to concentrate their core business areas. It 
eliminates the effort required to develop, maintain and 
support software which is not their cup of tea. SaaS 
makes them to use their resources in a much productive 
form in their core business areas. On the other hand the 
expectations SaaS are so high and it has been projected 
as software which is readily used. This gives clients 
who are subscribing to SaaS, a complete product which 
is ready for consumption. It is the job of testers to make 
it true in majority of cases so this definitely throws 
upon some new challenges among testers. A 
comprehensive testing is necessary so that subscribers 
can make use of all the benefits offered by SaaS. 
Organizations must also need to realize the demand for 
End-to-End testing on these types of applications. And 
most importantly organizations who opt for SaaS must 
realize that they need a testing team which contains not 
only testers a team of but domain and business experts 
for carrying out tests with the right strategy. 
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