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Abstract

Biometrics-based  authentication schemes have usability
advantages over traditional password-based authentication
schemes. However, biometrics raises several privacy concerns, it
has disadvantages comparing to traditional password in which it
is not secured and non revocable. In this paper, we propose a fast
method for securing revocable iris template using parallel-bit
stream watermarking to overcome these problems. Experimental
results prove that the proposed method has low computation time
and is available to protect iris template and enhance the security
of the iris recognition system.
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1. Introduction

Securing information and ensuring the privacy of personal
identities is a growing concern in recognition systems.
Traditional authentication schemes primarily based on
some secret knowledge possessed by the user for verifying
his identity. While these techniques are very popular, they
have several limitations. These knowledge-based
approaches can not differentiate between an authorized
user and a person having access to the passwords.
Biometrics-based authentication schemes using fingerprint,
iris, face recognition, etc., overcome these limitations
while offering usability advantages and are therefore
rapidly extending traditional authentication schemes.
However, despite its obvious advantages, the use of
biometrics raises several security and privacy concerns as
outlined below:

1. Biometrics is authentic but not secret: Unlike
passwords that are known only to the user where
face, voice, and iris biometrics can be captured
without the user’s explicit knowledge and artificial
fingerprints can be used.
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2. Biometrics cannot be revoked or canceled: Since
they are unique and cannot be reissued, updated,
or destroyed if compromised rather than the
passwords.

3. If a biometric is lost once, it is compromised
forever: Since If a biometric is compromised in
one application; essentially all applications where
the particular biometric is used are also
compromised, while with traditional
authentication schemes, the user can maintain
different passwords to prevent this.

In order to increase the security of the biometric data,
encryption and data hiding technologies are possible to
achieve it. Encryption focuses on methods to make
encrypted information meaningless to unauthorized parties
[1], and data hiding is different in its goal hiding critical
information in unsuspected carrier data. Namely, data
hiding is based on concealing the information itself. Data
hiding techniques reduce the chance of biometric data
intercepted by attackers, hence reducing the chance of
illegal uses.

Evolving from encryption and data hiding techniques,
digital watermarking techniques can be used to embed
proprietary information in host data to protect the
intellectual property rights of the data.

In [2], the authors compared four watermarking techniques
( Least Significant Bit (LSB) substitution, Modified
Correlation based algorithm (MCBA), Modified 2D
Discrete Cosine Transform (M2DCT), and Discrete
Wavelet Transform (DWT)) used to embed an iris
template into a face cover. The results show that the DWT
based watermarking technique performs best on most of
the attacks followed by M2DCT and then MCBA. LSB
substitution is relatively easy in embedding the iris
template but is extremely sensitive to frequency attacks.

In [3], an iris template is hidden in a face image by FFT
(Fast Fourier Transform) based watermarking technique
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where the frequency amplitudes of iris features is added to
those of face image.

In [4], the authors combine the DWT and LSB substitution
to achieve robustness against both geometric and
frequency watermarking attacks.

Cancelable biometrics [5] refers to the scheme storing a
transformed biometric template instead of the actual one.
These transformations depend on parameters that can be
changed if the database is compromised and a new set of
templates need to be issued.

Different ways to provide revocability was suggested in [6,
7, 8]. In [6], an iris template shuffling algorithm is
proposed, in which a shuffling key is generated using a
password. Iris template is divided into blocks where
number of blocks is equal to number of bits in the shuffling
key. Then if a bit in the shuffling key is 1, corresponding
iris template block is moved to the beginning, and
otherwise it is moved to the end.

In [7], two different methods are proposed on both the
unwrapped (normalized) iris image and the iris template.
The first method uses only the information from the iris
itself, while the second method uses external random
information for transformation. In the first method, rows in
unwrapped iris image are shifted circularly in the horizontal
direction using random offsets (first part of the transform
key), and then two randomly selected rows (second part of
the key) are combined together using an operator like
addition or multiplication. For the iris template, the row
shifting is similar as unwrapped iris image, but the
combination operation is changed to XOR or XNOR. In the
second method, the unwrapped iris image or the iris
template is mixed by an artificial (key) pattern. The
artificial pattern can be pure random noise, a random
pattern with iris-like texture, or a synthetic iris pattern. For
unwrapped iris image, the two images (unwrapped iris
image and artificial pattern) are combined pixel-wise using
addition or multiplication. For the iris template, the
combination with the key pattern is similar but by using
XOR.

In [8], a user specific key is used to determine a reference

bit in the iris template. All rows in the template are then

connected end to end to form a roll.

2. Bit Stream-Based Iris Template Hiding

In [8] authors proposed a new data hiding method based
on bit stream to embed an iris template into a face image.
The details of this method are as follows:

As in “Fig. 17, an iris template | (k, I) is a binary matrix
where an element of the matrix means a bit. For
revocability any bit is discretionally chosen as the
reference bit (for example, the bit blocked a small
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rectangle in “Fig. 17’) and its value is denoted as S(i) where
S(i) €{0,1} and i denotes the bit's location in the matrix
that recorded in the secret key. Then the bits in all rows
are connected end to end to form a roll.

Fig. 1 An iris feature template.
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A face gray image F(m, n) (which is the intersection of
gray levels from 0 to 255) is a matrix comprising M rows
and N columns as the host image, in which every pixel in
the host image is represented by 8-bit called byte element.
As in “Fig. 27, the pixel blocked a white rectangle is
discretionally chosen as the original (reference) byte and its
value is denoted as P(j), and j denotes the pixel's location in
the image is recorded in the secret key. The value of P(j) is
represented by a byte as the rectangle frame pointed by the
arrow in the right part of the “Fig. 2”. In the rectangle
frame, all 8 bits of a byte are shown from the low bit to the
high bit ranking from the number 0 to 7 under the
rectangle, respectively. The pixels are connected end to
end, too.

PO

Fig. 2 The host image.

In the encoding stage, beginning from the original bit and
original byte, each bit of the iris template data (embedded
data or watermark data) is serially embedded in a pixel of
the face image (host image) until all bits are embedded
into the host image clockwise (or anticlockwise). The
encoding process is as Eq. (1).
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Where the superscript in the bracket in P ©(j) and P "(j)
means the location in the byte, and the subscript WM
means watermarked.

According to Eq. (1), when S(i) is embedded into P(j), the
value of P )(j) is replaced by Py (j) and all other bits
in P(j) and Pyy (j) are the same.

The decoding stage (extracting the iris template data from
the face image) starts with finding the beginning location
(j) of the data hiding Pwy (j), and also the beginning
location (i) of the iris template by the secret key used
during the encoding stage. The decoding process is as Eq.

Q).
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Where the reverse of Pyy () is denoted as Pyy ().
Finally, every bit S(i) is orderly filled the corresponding
location of the iris template | (K, I).

The bit-stream technique has the following aspects:

e The encoding and decoding calculations are just
bit's comparison or reversion so the high
calculation efficiency is reasonable.

e The decoding error rate is zero.

e  The proposed method is not lossless to the host
image because the change in the gray value of the
pixels in the host image just happens to the lowest
bit of each pixel.

® Hiding a target biometric data (iris template) into
another biometric data (face image) can deceives
attackers more effectively in identity verification,
biometric data storage and transmission.

e The hiding process is applied on the transformed iris
template not the original iris template.
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3. The Proposed Method

However the bit stream technique has many aspects, the
computation time of the encoding and decoding depends
on the bit length of the iris template data. This problem is
solved by our proposed method.

In the encoding stage, starting from the original byte and
with number of pixels equal to the number of the bits in
iris template, we transform each pixel P(j) into 8 bits

P O, PG, ..., POGj).

Eq. (1) shows that Pyy ©(j) can be obtained by an XOR
operation between S(i) and P (j). So we apply parallel
XOR operations between each bit S(i) in the iris template |
(k, 1) and each bit P (j) in the vector P " that contains all
P Y(j)(starting from the original bit and original byte),
respectively. The result of XOR operation is Pyy ), as in

Eq. (3).
Pum®=XOR (1, P ) (3)

So we are embedding all the bits in the iris template into
the face image in one encoding run instead of embedding
bit by bit.

In the decoding stage, starting from the original byte and
with number of pixels equal to the number of the bits in
iris template, we transform each pixel Py (j) into bits
Pum 26, P VG, ..., P ).

Eq. (2) shows that S(i) can be obtained by an XOR
operation between Pyy (i) and Pyy (j). So we apply
parallel XOR operations between each bit Pyy ©(j) in the
vector Py © that contains all Py, (O)(j) and each bit

Pum (j) in the vector Pyy ' that contains all Pyy ()
(starting from the original bit and original byte),
respectively. The result of XOR operation is | (k, I) as in

Eq. (4).
I (k 1) =XOR (Pum “, Pum ") 4

So we are extracting all the bits in the iris template from
the face image in one decoding run instead of extracting
bit by bit.

4. Experimental Results

4.1 The Databases

In our experimentation, we used two biometric databases.
The first database is the BiolD Face database [9] which
consists of 1,521 face images (8- bit gray level) with a
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resolution of 384x286 pixels. Each image has the frontal
view of a face for 23 subjects. The second database is the
CASIA database [10] for the iris images which consists of
756 iris images (8- bit gray level) with a resolution of
320x280 pixels.

4.2 Extracting Iris Features

From 100 iris images, the iris templates are calculated
according to the method presented in [11].

4.3 The Effect of the Proposed Method on the
Performance of the Iris Recognition

The iris template is matched before embedding in the face
image using Hamming distance [11]. And also is matched
after decoding from the face image. The results are
compared. The comparison ensures that the proposed
method does not affect on the performance of iris
recognition.

4.4 The Effect of the Proposed Method on the Face
Image

“Fig. 3(a)” is the original face image and “Fig. 3(b)” is the
hidden image. By the visual observation, there is no
difference between the two images.

(a) Original face image

(b) Image hidden data

Fig. 3 Comparison of data hiding before and after.

4.5 Comparison between the Proposed Method and
Bit Stream Method [8]

All the algorithms were implemented in MATLAB 7.0.
The ‘Time’ column of Table 1 contains the average
watermarking time using the method in [8] and our
proposed method. These time values were obtained by
averaging 100 watermarking processes on 100 distinct
images.

Table 1: Comparison between the proposed method and bit-stream
method
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Method Time (s)
The proposed method 3
Bit steam method 57

5. Conclusions

In recent years, with the increased use of biometrics for
user authentication, an increase in the demand for the
security of the biometric databases has occurred. Public
concerns about safety of their biometric templates if the
database is compromised as well as fears of cross-
referencing among databases had to be addressed to
ensure public acceptance of the use of biometric systems
in large scale applications. In this paper, we present a
scheme for securing revocable iris templates using
parallel-bit stream based data hiding method.
Experimental results show that the proposed method has
low computation time and can availably be used to protect
iris feature template data and enhance the self-security of
the iris recognition system.
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