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Abstract 
A real-time application Voice over Internet Protocol (VoIP) is 

the technology that enables data packets transmission over 

internet protocol (IP). Security is of concern whenever open 

networks are to be used. In general, the real-time applications 

suffer from packet latency and loss due to the nature of IP 

network. Cryptographic systems may be used to achieve the 

security goals, but their impact on the Quality of Services (QoS) 

should be minimized. Most of the known encryption algorithms 

are computationally expensive resulting in a significant amount 

of time added to packet delay. A real-time application Voice 

over IP (VoIP) is usually used by public users resulting in a key 

exchange problem and a trusted intermediate authority normally 

takes this responsibility. In this paper, the security goals were 

enhanced via a proposed cryptographic system to maintain the 

security on VoIP. The proposed solution consists of a simple, 

but strong encryption/decryption algorithm as well as an 

embedded method to exchange the keys between the users. 

Keywords: VoIP, QoS, DIEHARD Test Suite, NIST Test Suite. 

1. Introduction 

Real-time application Voice over Internet Protocol (VoIP) 

refers to the technology that transfers voice data over 

Internet Protocol (IP) networks. It conveys real-time 

audio information such as human voice, in a manner that 

emulates traditional telephone service [1]. The VoIP 

technology relies on the fundamental internet architecture 

principle which allows any computer with an IP address 

to send any kind of data to any other computer with an IP 

address. In general, the VoIP technology only requires an 

Internet connection and a program on the endpoint 

computer capable of encoding and transmitting speech [2, 

3]. 

Among the advantages of the VoIP technology over the 

traditional Public Switch Telephone Network (PSTN) are 

lower cost, integration with other media services, 

portability, and bandwidth utilization. For instance, the 

network and service providers consider the VoIP 

technology as a mean of reducing the cost of offering 

existing voice-based services and new multimedia 

services. In addition, the VoIP infrastructure is viewed as 

an economical base in building new revenue-generating 

services. Most importantly, the deployment of VoIP 

technology is becoming widespread and forming part of a 

shared competitive landscape [4].   

Despite of all the benefits, the VoIP technology is facing 

some challenges such as latency, packet loss, and 

security. Therefore, appropriate strategies or techniques 

are needed to carefully manage these challenges to ensure 

the quality service of VoIP technology [2]. An example of 

VoIP security challenge is the threat of intruders and 

hackers over the networks. The obstructions or attacks by 

these culprits have become a great concern since there are 

various sniffing tools that can be used to compromise a 

VoIP conversation. In handling a security problem, 

cryptography plays a major role in helping to maintain 

data secrecy [3]. 

Cryptography is the science of using mathematics to 

encrypt and decrypt data.  It provides a way to store 

sensitive information or transmit it across insecure 

networks (i.e. the Internet) so that it cannot be read by 

anyone except the intended recipient [5]. This technique 

is widely used to protect data that traverses over open 

networks. However, there is a drawback in this technique 

where most of the encryption algorithms are built to 

handle text data. These algorithms will consume a 

significant amount of time because it involves extensive 

computation. Therefore, these algorithms are not suitable 

for VoIP since the technology has already suffered 

latency [6].  

2. VoIP Security 

The VoIP security performance is measured mainly 

according to the following factors: the security level, 

encryption delay, message delay, and processing power. 

The complexity of the security algorithm seems to have 

an impact on these measurement factors. For any real-

time applications without compromising the accuracy, the 

delay can cause significant voice degradation and 

interfere with call establishment. Since the delay is not 

suitable for real-time VoIP applications, it should be 

minimized [3, 7].  

The current data encryption and decryption techniques 

that are used with VoIP usually cause unnecessary delay 

[8, 9]. Even though there are various data encryption and 

decryption techniques being applied to the VoIP, the 

delay overload problem still exists during the encryption 

and decryption processes [6, 10]. Therefore, this paper 
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proposes a new encryption and decryption technique that 

will reduce the overhead delay to a voice packet in the 

VoIP applications. In addition, the new encryption and 

decryption technique will secure the VoIP packets that 

would avoid a significant overhead delay.  

3. Proposed Technique 

Available data within a network environment are 

generally regarded as valuable asset. In such case, it is 

believed that such data should be handled in a secured 

manner in terms of storage and transmission to avoid 

undue access by unauthorized person. The most 

applicable security concept in this regard is called 

cryptography as mentioned in the introduction which 

emphasizes the significance of creating and managing 

keys.  

3.1    Encryption Algorithm 

The cryptographic process usually involves encryption 

algorithms. These algorithms execute many iterations of 

substitutions and transformations on original data (known 

as plaintext), in order to complicate the process of 

identifying the data by a hacker or intruder [11].  

The proposed encryption algorithm consists of the 

following processes as shown in Figure 1. 

 

        Figure 1: Encryption process architecture 

 

A. Public Image: The image should be available at 

sender and receiver side. Since the image is not 

secret, it can be announced to the public. 

B. Public Image Binary Table: Convert image to binary 

image table. 

C. Public Image HEX Table: Convert public image 

binary table to HEX image table. 

D. RC6: Confusion and diffusion operations set as an act 

of establishing possible complex relationship 

between the public image HEX Table and the private 

image HEX table in an attempt to frustrate the 

attackers. These operations done according to the 

secret value between sender and receiver. 
 

E. Private Image HEX Table: is generated after performing 

RC6 algorithm. 

F. Key Position: The key positions are generated from 

the values in the private image HEX table. 

G. LFSR: Linear Feedback Shift Register- based 

pseudo-random number generator used to generate a 

random keys with a variable bits size. 

H. Plain-Text: The data to be sent (source data). 

I. Encryption Process: XOR process for the encryption 

of the voice data. 

J. Insertion Process: Insert the key inside the Cipher-

data according to the key position table. 

3.2    Decryption Algorithm 

Decryption is a process of reversing all that has happened 

in the encryption process. It involves converting the 

encrypted data back to its original form for the receiver’s 

understanding. The same process is performed at the 

beginning of the encryption and decryption process 

(connection established) as described in the encryption 

part at the sender side to generate the same private table at 

the receiver side. As shown in Figure 2, the proposed 

decryption algorithm consists of the following processes: 
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Figure 2: Decryption process architecture 

 

1. Extraction process: Extract the key from the Cipher-

data and inserted key according to the key position 

table since the key position table is made available 

at both the sender and receiver side. 

2. Decryption process: involves a XOR operation 

between the encrypted data and the extracted key, 

and the end result of such operation is the plain text 

data (original text). 

For smooth decryption process to be achieved, the 

accuracy of the decryption key cannot be negotiated. In 

short, the accuracy of this algorithm is a function of the 

key extraction process as to whether the extracted key is 

correct or not. 

4. Security Analysis 

This study aims to propose a new algorithm to improve 

VoIP performance by minimizing a significant amount of 

delay time to maintain the security on VoIP. The 

performance and security analysis of the proposed 

algorithm were conducted in two phases: key positions 

phase and cipher data with the inserted key phase. 

4.1 Key positions phase 

As mentioned earlier in section 3, a public table should be 

available at the sender and the receiver side. Since the 

public table is not secret, it can be announced to the 

public. After performing a regular confusion and diffusion 

operations using RC6 algorithm, a private table was 

generated, and the key positions were generated from the 

values in the private table. 

The strength of the key positions depends on the relation 

between the public table and the private table. When there 

is no relation between the public and the private tables, 

the key positions are stronger. However, when a relation 

exists, this can help attackers to trace between the public 

and the private tables to re-generate the key positions. To 

examine the relation between the public table and the 

private table, correlation analysis was performed. 

4.1.1    Correlation analysis 

To analyze the correlations between the public and the 

private tables, the following equation is used to calculate 

the correlation coefficients in horizontal, vertical and 

diagonal directions [12, 13]. 

 

 

Where, 

 

 

E (x) is the estimation of the mathematical expectation of 

x, D (x) is the estimation of variance x and cov (x, y) is the 

estimation of covariance between x and y.  

The strength of the relationship between the public and 

private tables is determined by a correlation coefficient, 

which ranges from -1 to +1. The closer the coefficient is 

to +1/-1, the stronger is the relationship. This means that 

the tables are related and are the same. In other words, if 

the correlation coefficient is equal to zero, then the public 

and the private tables are totally different. If the 

correlation coefficient is perfect correlation then the 

public table and the private table are same [14,15]. 

 

In correlation analysis, we randomly choose different 

values in the public table and private table. The 

correlation coefficients of the public and the private tables 

in vertical, horizontal, and diagonal directions were 

calculated and listed in Table1, and the corresponding 

distribution is shown in Figures 3-4. 
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Table1: Correlation coefficients in public and private 

tables 

Direction Public Table  Private Table 

Horizontal 1.0000   0.0424 

Vertical 1.0000 - 0.074 

Diagonal 1.0000 - 0.0663 

It is clear from Table1 that the correlation coefficients for 

the three dimensions in the private table are close to zero, 

while the coefficients for the three dimensions in the 

public table are 1.00. This indicates that the public and 

private tables are not correlated, as suggested by Tao 

Sang et al. [12].  

 

 

Figure 3: Correlation analysis of public table (Horizontal) 

 

Figure 4: Correlation analysis of private table 

(Horizontal) 

It is clear from the Figures 3-4, that the RC6 algorithm 

has covered all the public table characters and shown 

good performance.  

4.2 Cipher-data with the inserted key phase 

In terms of security analysis, we examined the strength of 

the cipher-data with the inserted key against cryptanalysis 

attacks and performed a different set of statistical tests 

known as DIEHARD, NIST test suite values and ENT test 

suite [16]. These tests are mainly designed to measure the 

randomness of a given sequence. These three tests were 

performed on file of 16MB cipher-data which is needed 

for these tests. 

4.2.1 DIEHARD Test Suite 

Diehard test suite is a group of statistical tests for 

measuring the quality of a set of random numbers [17-20], 

developed by Marsaglia and published in 1995 [16]. 

These tests consist of 18 core tests that produces a set of 

215 p-value which should be uniform on [0,1). 

DEHARD test is important because it seems to be the 

most powerful and difficult test suite to pass [21, 22]. The 

results presented in Table2 show that Cipher-date with the 

inserted key has successfully passed the Diehard tests 

suite. The p-value of each test shows that our proposed 

algorithm (Cipher-Data and inserted key) has passed all 

the tests within the success range of 0.01 < p-value < 

0.99, which means that the sequence is random with 

confidence level of 99% [21, 23- 25]. 

 

Table2: p-value and conclusion for diehard tests on 

cipher-data with the inserted key 
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4.2.2 NIST Tests Suite 

The NIST test suite is a statistical package consisting of 

15 tests that are developed to test the randomness of 

(arbitrarily long) binary sequences produced by either 

hardware or software based cryptographic random or 

pseudorandom number generators [23].  These tests focus 

on a variety of different types of non-randomness that 

could exist in a sequence. The results of the tests are 

called p-value, which means that their values are real, 

between 0 and 1 [26]. 

The results presented in Table3 show that Cipher-date 

with the inserted key has successfully passed the NIST 

tests suite. The p-value of each test shows that the 

proposed algorithm (Cipher-Data and inserted key) has 

passed the tests within the success range of 0.01 < p-value 

< 0.99, which means that the sequence is random with a 

confidence level of 99% [26]. 

 

Table3: p-value and conclusion for NIST tests on cipher-

data with the key inserted 

 

4.2.3 Information entropy 

Information entropy is a mathematical theory of data 

communication and storage founded in 1949 by Claude E. 

Shannon [28]. To calculate the entropy H(s) of a source, 

we have: 

 

Where, P(Si) represents the probability of Si.  In general, 

the entropy value of the source is smaller than the ideal 

value. When these messages are encrypted, their entropy 

should ideally be 8 [27]. If the output of such a cipher-

data with the inserted key with entropy value is less than 

8, then there exists a predictability which threatens its 

security.  

In this paper, we have calculated the information entropy 

according to the ENT test. ENT test is a collective term 

for three tests which are Entropy, Chi-square, and serial 

correlation coefficient (SCC) as shown in Table4. The 

result shows the entropy value H (s) for the  proposed 

algorithm is 7.999988. The obtained value is very close to 

the theoretical value 8. This means that information 

leakage in the encryption process is negligible, and so the 

encryption system is secure upon the entropy attack. 

Table4: ENT test suite 

Test Name Max Grade Result 

Entropy Close to 8.0 7.999988 

Chi-square Close to 127.5 127.5080 

SCC Close to 0.0 0.000103 

5. Conclusion 

In this paper, new cryptographic encryption and 

decryption techniques are proposed to enhance/add the 

security of real-time application VoIP call. Based on the 

results, it can be concluded that the proposed technique is 

secure because it has satisfied the ENT, DIEHARD, and 

NIST tests. Thus, we expect that the proposed technique 

will be efficiently used in real-time application VoIP calls 

or considered as a good alternative to other technique 

because of the high level of security. 
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