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Abstract

Mobile Agents are soft wares migrating from one node to another
to fulfill the task of its owner. Mobility introduces two major
challenges in front of mobile agent namely reliability and
security. As the agent moves from one node to another the goal
to complete its task safely is difficult to achieve. Mobile agents
are no longer a theoretical concept, much architecture for their
realizations have been proposed. However, it has to be confirmed
that any failures (machine or agent) do not lead to blocking of
agent together with the security issues. This paper proposes a
model which deals with both the problems; Fault Tolerance and
Security, further it also adds atomicity to mobile agents
execution i.e. either all the goals are achieved or none is achieved.
This paper proposes a Hierarchal model which uses the concepts
of object oriented technology, grouping, atomicity and
authentication to deal with the blocking problem and security
issues.

Keywords: Mobile Agent, Blocking, Atomicity, Object Oriented,
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1. Introduction

Mobile agents are software that acts autonomously on
behalf of a user and migrate through a network of
heterogeneous machines [1].The advantage for using
mobile agent technology is that interaction cost for the
agent-owner is remarkably reduced since after leaving its
owner the agent migrates from one host to the next
autonomously [9]. Still, even today, only few real
applications rely on mobile agent technology might be due
to the lack of transaction support for mobile agents [6].
When a mobile agent migrates from one host to another
variety of faults may occur, it may be a system crash,
corruption of agent, failure of platform, link failure etc but
the objective should be that execution is not blocked[7].
To evade from blocking problem replication was
introduced which provided another challenge of exactly
once problem which was tackled in [15]. The paper
provides a solution for blocking problem by grouping

mobile agent platform which provide same type of services.

Security remains the major hurdle in the field of mobile
agent, as the agent has to be executed on hosts other than
its owner chances of the host being malicious is very
prominent. A lot of research issues in the security of
mobile agent are discussed in [4, 5]. The model proposed a
hierarchal structure with authorization process involved at
every step to make the system secure together with a
trusted hardware approach for final execution. Atomicity
of an agent means that if the owner wants more than one
task to be done, and all the tasks are interrelated than the
transactions should be committed if and only if all the tasks
have been successfully carried out. For example an agent
whose task is to buy an airline ticket, book a hotel room,
and rent a car at the flight destination. The agent owner,
i.e., the person or application that has created the agent,
naturally wants all three operations to succeed or none at
all. Clearly, the rental car at the destination is of no use if
no flight to the destination is available. On the other hand,

the airline ticket may be useless if no rental car is available.

The mobile agent's operations thus need to execute
atomically. The proposed model incorporates atomicity by
final commitment to be done separately by trust server
when it receives results from all the groups

2. Background

Security of mobile agents involves two main issues,
protecting agent against platform and protecting platform
from agent. A lot of research has been done to make the
mobile agent system secure. Techniques like Software-
based Fault Isolation, Safe Code Interpretation, Signed
Code, State Appraisal, Path Histories, and Proof Carrying
Code has been used to protect the platform [18]. Similarly,
various security mechanisms for protecting agent
themselves are Partial Result Encapsulation, Mutual
Itinerary Recording, Itinerary Recording with Replication
and Voting, Execution Tracing, Environmental Key
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Generation, Computing with Encrypted Functions, and
Obfuscated Code [16, 17] .This proposed model ensures
security by several measures like mutual authentication
between agent and host, authentication at each level,
trusted hardware and the concept of path history [2]. The
IEEE83 defines fault tolerance as “The ability of a system
or component to continue normal operation despite the
presence of hardware or software faults.” There are several
fault tolerance approaches [7] like Spatial Replication,
Primary Backup Protocols, Active Clients Primary Backup
Model these approaches result in violation of exactly once
property. Some other approaches which preserve exactly
once property are Agent execution model, Enhanced Agent
execution model, Voting Protocol, Rear Guards etc. The
proposed model makes the system fault tolerant (non
blocking) by making groups of similar mobile agent
platform. The concept of Hierarchal model has been
discussed in [10, 12, and 14]. Blocking occurs [7], if the
failure of a single component prevents the agent from
continuing its execution. In contrast, the non-blocking
property ensures that the mobile agent execution can make
progress any time. A non-blocking transactional mobile
agent execution has the important advantage, that it can
make progress despite failures. In a blocking agent
execution, progress is only possible when the failed
component has recovered. The proposed model
incorporates non blocking property by grouping of mobile
agent platforms and ensures atomicity by doing the final
commitment at the trust server. As far as we have surveyed
this is the first model which incorporates security, fault
tolerance and also atomicity for transactional mobile agent.

3. Model

Security of mobile agents involve

The proposed model has four main components:

e Trust server

e Local Network Server

e Mobile Agent System (Group)

e Mobile Agent (Object)

2.1 Trust server

Trust server is the topmost layer of the model. It is
responsible for mobile agent authentication and
commitment. It receives the agent from the group incharge

to be migrated to some other group. On receiving the agent
it first decrypts the header, which contains the agent id,
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source id, destination id, path history (if any). The
decryption is done by the private key of the server itself. It
then checks for any threat in the decrypted header by
comparing the information with its knowledge base if the
agent is not safe it is put in the prison. After proper
authentication, trust server prepares the agent to migrate
further. First of all it saves the computed result (if any) in
its knowledge base, and then it encrypts the agent with the
public key of local network server and sends it to local
server.

Trust Server

A 4

Local Network Server

Mobile Agent System

Mobile Agent

Fig. 1 Hierarchal Model

Further to it, it is also responsible to achieve atomicity,
when it has received all the result; it commits all the
computed transaction in a safe place protected by the
trusted hardware.

2.2 Local Network Server

It receives the agent from the trust server and transfers it to
the respective group incharge. On receiving the agent it
decrypts the agent, compares the information with its
security base and if all is found to be authentic then
migrate the agent to the respective group incharge whose
id is given in the header. Before sending the agent, it
encrypts the agent with the public key of the respective
group incharge.

2.3 Group Incharge

The group incharge on receiving the agent decrypts the
agent with its private key. Check for the authenticity of the
agent and also do the mutual authentication. The group is
made of more than one mobile agent platform doing the
same type of service. The incharge depending on the load
on its members transfer the agent to one of its member for
execution. On finishing the task agent returns back o group
incharge which encrypt it with public key of trust server
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and send it to trust server for further execution. It is
designed as System Net.

2.4 Mobile Agent

Mobile agent itself is defined as on object of the Mobile
agent platform, which is defined as Object Net of the
System Net. The agent is defined as an object having an
interface to communicate with outside world, knowledge
base, header, path history.

4. Grouping

Blocking is one of the major problems in mobile agent.
Many solutions have been presented before to avoid
blocking of agents [15]. This paper has done grouping of
mobile agent platforms to avoid blocking. A mobile agent
submitted at one host within the group can be executed by
any host of the group. Grouping can be done based on
different criteria like

e Services offered

e Capability of hosts

Trust Server

\ 4

Local Network Server

v

G1
G2

L[

G3

Fig. 2 Detailed Model Showing Groups
e Robustness of the hosts
e Authority to access shared data
e Communication route available between hosts.

This paper has grouped hosts on the basis of the services
offered. One of the hosts is decided as incharge of the

group. The incharge decide to whom the agent should be
sent next within the group. If a particular host fails, agent
continues its execution to some other host within the group
as decided by the incharge. The problem of replication is
avoided as agent is executed on only one host at a time.
There may be a case in which incharge itself fails, in that
case some other host is nominated as incharge by all other
hosts in the group.

5. Hierarchical and Object Oriented
Approach

In order to make the model secure and reliable, hierarchal
and object oriented approach is used in designing of the
model. There are four basic levels in the model, on the top
trust sever, below it local server, then mobile agent
platform in the form of groups and finally mobile agent
which is defined as an object of the mobile agent platform.
The hierarchical approach reduces network traffic as well
as communication delay. Security is achieved as
encryption-decryption is done at each level. Migration of
agent from one level to another requires encryption of the
agent by the public key of the receiver, which can be
decrypted only by the receiver by its private key. Defining
agent as an object adds to the security of the agent, it is
modified only at the authenticated mobile agent platform.
Object oriented approach also supports mobility of the
agent.

6. Algorithm
The model has mainly four algorithms one for each level.
6.1 Trust Server Algorithm:

Step 1: Receive the agent
Step 2: Decrypt the agent

Step 3: Authenticate the agent if authenticated go to step
4 else put the agent in prison and exit.

Step 4: Collect the partial results in its knowledge base.

Step 5: If all the results have been collected go to step 6
else go to step 7.

Step 6: Commit the transactions in the assigned safe host.

Step 7: Encrypt the agent with public key of local server.
Step 7: Transfer the agent to local server.
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6.2 Local Server Algorithm:
Step 1: Receive the agent
Step 2: Decrypt the agent with private key of local server.

Step 3: Authenticate the agent if authenticated go to step
4 else put the agent in prison and exit.

Step 4: Encrypt the agent with public key of group
incharge.

Step 5: Transfer the agent to group incharge.
6.3 Group Incharge Algorithm:

Step 1: Receive the agent
Step 2: Decrypt the agent with its private key.

Step 3: Authenticate the agent if authenticated go to step
4 else put the agent in prison and exit.

Step 4: Search for member host with minimum load
Step 5: Send agent to host for execution

Step 6: If the selected host fails, search for another host
and send agent to next selected host.

Step 7: Receive the agent back after it completes its
execution.

Step 8: Update the path history, source id, and destination
id.

Step 9: Encrypt the agent with public key of trust server.
Step 10: Send the agent to global network.
6.4 Owner Algoritm (Agent):

Step 1: Create the agent

Step 2: Crate header having the source id, destination id,
agent id.

Step 3: Encrypt the agent with the public key of Trust
Server.

Step 4: Transfer it to trust server.
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7. Workflow of Model

The proposed model goes through a sequence of steps to
achieve its goal. The model works as described in the
above algorithms. The work flow is shown in Figure 3,
with numbers showing the sequence of flow of agent.

Q)

Trusted
Place

Trust Server

\ 4

¢ OO

Local Network Server

Fig. 3 Workflow of the model

8. Conclusion

The proposed model gives a unique way to implement a
secured mobile agent model which tackles the problems of
fault also. The simulation of the model is to be done, which
is also under process by us using CPN tools [3].
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