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Abstract

With the development of electronic commerce, a lot of
companies have established online trading platforms of their own
such as e-tickets, online booking, online shopping, etc. Virtual
Keyboard is used for authentication on such web based platform.
However Virtual Keyboard still suffers from numerous other
fallacies that an attacker can take advantage of. These include
click based screenshot capturing and over the shoulder spoofing.
To overcome these drawbacks, we have designed a virtual
keyboard that is generated dynamically each time the user access
the web site. Also after each click event of the user the
arrangement of the keys of the virtual keyboard are shuffled. The
position of the keys is hidden so that a user standing behind may
not be able to see the pressed key. Our proposed approach makes
the usage of virtual keyboard even more secure for users and
makes it tougher for malware programs to capture authentication
details.

Keywords: Virtual Keyboard, Keylogging, Online Banking,
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1. Introduction

Today, the Internet has melted into our daily lives with
more and more services being moved online. Besides
reading news, searching for information and other risk free
activities online, we are also accustomed to other risk
related work such as paying using credit cards, online
banking, etc. We enjoy the convenience but at the same
time we are putting ourselves at risk. More and more
Trojan Horses have developed which have been the huge
trouble to security of e-commerce and makes businesses
and customer suffer huge economic losses.

Virtual Keyboard is a mechanism used by many banks to
solve the problem of their bank account and password
being stolen by these Trojans. However the Virtual
Keyboard is not foolproof and has its own fallacies. Hence,
a new Anti-Screenshot Virtual Keyboard is proposed in the
paper, which can protect bank accounts and passwords
from stealing due to the screen capture of Trojan Horses.

2. Password Stealing Schemes

In this section various methods in which passwords are
been stolen have been discussed. These methods are
Shoulder Surfing, Phishing, Attacks using hardware and
Attacks using Trojan Horses. These methods have been
discussed in detail in Sections 2.1, 2.2, 2.3 and 2.4
respectively.

2.1 Shoulder Surfing

Shoulder Surfing is a well known method of stealing others
passwords and other sensitive information by looking over
victims shoulders while they are sitting in front of
terminals. This attack is most likely to occur in insecure
and crowded public environments such as Internet Café,
shopping malls, etc. It is possible for an attacker to use
hidden camera to record all keyboard actions of a user.
Video of the users actions on the keyboard can be studied
later to figure out users ID and Password.

2.2 Phishing

Phishers attempt to fraudently acquire sensitive
information, such as passwords and credit card details, by
disguising as a trustworthy person or business in an
electronic communication. For example, a phisher may set
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up a fake website and send emails to potential victims and
persuade them to access the fake website. This way, the
phisher can get a clear text of victims password. Phishing
attacks are proven to be effective.

2.3 Using Hardware

user has to use the mouse to click on the key on virtual
keyboard he wants to press. The corresponding key will be
typed into the selected textbox. Hence in this way using the
virtual keyboard the use of traditional keyboard can be
nullified. Thus sensitive and personal information can be
protected.

nternet Banking Login

Hardware Keyloggers are used for keylogging by means of - S
a hardware circuit attached somewhere between computer e e ([ 3 8 S I [
keyboards and the computer. All the keystroke activities IR I allefullwllllll] - [e]le]]
. . . 2,00 not enter login or other senstive information in any pop up E allilliflaj[s E‘E‘
are logged into the internal memory which can later be L M 1 I [ O A
accessed. A Hardware keylogger has an advantage over oo afyaurnternetbrowser Fo more deots ik Here niae |l
software solution because it is not dependent on User ID: c; S M@ mp;;’ﬁm
installation on target computer operating system, it will not P B o Tty more about Vel Keyboare, ok re
interfere with any program running on the target machine T L S
and also cannot be detected by any software. However its ' A
physical presence can be detected. et
T M T R T e
b Fig. 2 Virtual Keyboard
4. Problems of Virtual Keyboard
The virtual keyboard has a number of fallacies that the
attacker can take advantage of. There are advanced
: Trojans which take screenshots on the Mouse Click event.
Fig. 1 Hardware Keylogger All these screenshots are uploaded to the hackers website
: : or mail account. Hence in this way even a virtual keyboard
2.4 Using Trojan Horses is made susceptible to attacks. Also the virtual keyboard is
L . . . susceptible to shoulder surfing.
Trojan is a program that contains or installs malicious
code. There are many such Trojans available online today.
Trojans capture the keystrokes and store them somewhere . .
in trj1e macrﬁ)ine and sen)(; them back to the adversary. Once 5. Anti-Screenshot Virtual Keyboard (ASVK)
a Trojan is activated, it provides the adversary with a string
of characters that a user might enter online, consequently In order to overcome the fallacies of the virtual keyboard,
putting personal data and online account information at such as susceptibility to screenshot capturing and shoulder
risk. They work in the background without the user coming surfing, the anti-screenshot virtual keyboard is proposed in
to know about them. Chances of computer being affected this paper.
by such malicious software is 70% even if the computer is In the anti-screenshot virtual keyboard, when the mouse
up-to-date. A Trojan Horse typically move to one key, all the keys on that particular row of the
contains two files: DLL file end EXE file. The DLL file keyboard are Changed to some special Symbo| like an
does all the recording in some file in the computer while asterisk(*) or a hash(#). Figure 3 shows the position of the
the EXE installs the DLL and triggers it to work. The file anti-screenshot virtual keyboard when the mouse cursor
in which all the recording is done is mailed to the moves on a particular key.
adversaries mail account. e T
L e e e JLa L s e s JLa L
3.Virtual Keyboard Bl X 0 el « . _1 —l _‘ —l —1
Virtual Keyboard is a software A o M l | 7] ] '
technology that is used to mitigate the attack of password PO i | l ! ‘ =
stealing Trojans. It is an on-screen keyboard which uses i = = e
mouse to enter sensitive details such as an credit card pin Fig. 1 : Position of the virtual keyboard on mouse move event
number or password.
Fig 2 shows a virtual keyboard. The
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When the user clicks a particular button all the keys on the The anti-screenshot virtual keyboard requires some
virtual keyboard are changed to some special symbol, say delayed time of say 0.2 seconds after the mouse button is
asterisk(*). Hence even if the Trojan takes a screenshot on released to show the values of keys and they are refreshed
the mouse click event, all that will be captured is by areas on the virtual keyboard. Thus it is obvious that
asterisk(*). Figure 4 shows the position of ant-screenshot efficiency of virtual keyboard is less than that of traditional
virtual keyboard when a particular key is pressed. keyboard. But it is worthy to make the account secure at

Co A0 3 1 . e i the cost of efficiency. With the inputting of a 8-bit
SN S ESES ESEN SIS L ___password the comparison of consumed time between
Lol o [ = || o || o] = )|=] =] = 1 * \ * I * J * sitandard traditional keyboard and the anti-screenshot
1. s sl =l . | :*l T|7TJ4 ~ irtual keyboard is as shown in Figure 6.
* ok ****'*‘*‘*l*H 30
Fig 2: Position of the virtual keyboard on mouse click event “
20
When the user releases the key, the keyboard is retained " o s ilia e
back to as shown in Figure 3. o
However, in the above approach, if the Trojan Horse takes 10 ot
the screenshot of the virtual keyboard layout, then it is i
possible to identify the password. Hence in order to
overcome this problem, real time refreshing can be done e g Vg
i.e when the user releases a key, instead of bringing the Lesters  Characters
keyboard back to the original position, its keys can be
randomized. However total randomization of the keyboard Fig. 4 : Efficiency Comparison
will make the user uncomfortable.
Hence in anti-screenshot virtual keyboard, the keyboard is
divided into 15 areas as shown in Figure 5. The keyboard Results show that efficiency of virtual keyboards is 10.6%
areas are as follows: less than the traditional keyboards. When the customers
e 11 keyboard areas which consist of 3 keys. input their accounts and passwords, the average time
e 3 keyboard areas which consist of 4 keys. consumed is 20 seconds then 10.6% means 2 seconds
e 1 keyboard area which consists of 1 key. slower than traditional keyboard. This 2 second delay will
not make much difference to the customers because it is at
Il . | . 1. l $ | N l v } the cost of security of account.
plefeg v | | )
363K K20 /E0 £ 5 . [
Fig 3 : Division of Virtual Keyboard for randomization 7. Advantages of Anti-Screenshot Virtual
Keyboard
Each time the page is loaded or a key is pressed by the
mouse, the order of keys in each area is rearranged. The anti-screenshot virtual keyboard is capable of solving
Because of this randomization the Trojan cannot find the the problem of screen capture by advanced Trojans. Also
input content even though they have captured one or two because of the change of caption of keys to some special
pictures of virtual keyboard layout. Let us assume that the symbols such as asterisk(*) or hash(#) its vulnerability to
user has 8-bit password consisting of only characters, then shoulder surfing is less as compared to the traditional
the Trojan Horse will require two million attempts to get virtual keyboards. Also the implementation of anti-
the password. The bank account is blocked after three screenshot virtual keyboard is simple. JavaScript can be
unsuccessful attempts. Hence the level of security provided used for its implementation.
by the anti-screenshot virtual keyboard is very high.
6. Analysis of Anti-Screenshot Virtual 8. Disadvantages of Anti-Screenshot Virtual
Keyboard Keyboard
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The anti-screenshot virtual keyboard is less efficient as
compared to the traditional keyboard. It is 10.6% less
efficient as compared to the traditional keyboard. This
makes the operation on anti-screenshot virtual keyboard
slower. But it is worthy to make the account secure at the
cost of efficiency.

9. Conclusion

The new design method of virtual keyboard presented in
this paper to solve the problem of accounts of users are
stolen because of Trojan Horses monitors the keyboards or
captures the screen of internet payment is foolproof and
improves the security and has an ability of becoming escort
of online banking.
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