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ABSTRACT
. . For the real time authentication since
The proposed scheme involves an idea of people prefer to have cards, the multimodal
including three biometric traits of a person biometrics discussed above are invoked into the
where in the sense even if one fails the other smart card which is aspace specified token. The
trait could be utilised for verification or multimodal  biometric  traits  taken  under
identity.Moreover the concept of cryptosystem is consideration are the Face and Fingerprint. In any
involved , where one of the biometric trait — the biometric entity there are some features involved in
palm vein itself acts as a key to utilise the stored it. These features constitute the pattern.
template database. The main idea in using one
of the biometric trait as a key is that under any A number of researches have bridged the
circumstance no two palm veins match unless it two potentially complementary security
belong to same person. It is a valid key which no technologies- Biometrics and Cryptography. A
one can steal or misuse. biometric system is a pattern recognition system
. . . that recognises a person based on a feature vector
KEYWORDS : Mutimodal Biometrics, Face, derived from specific physiological or behavioural
Cryptosystem, Fingerprint , Palmvein. characteristics that the person possesses [1]. A vein
pattern detection is proved to comply with this
INTRODUCTION definition [2] and it provides many important
Personal identification technology is nowadays biometric features as :
becoming more important in security systems. . .
. i o Almost impossible to forge or copy.
Today authenticating through traditional mode such o Biometric parameters are hidden from general
as password, key, magnetic card etc., are vanishing view
and disliked by people since they could be stolen or ° Vein. pattern is intricate cnough to allow
easily forgotten. In order to fill this vanishing space sufficient criteria for detecting even identical
biometric technology is emerging in wide number twins
of systems. Also biometric systems have been an '
1mp0ﬁant aread olf.res.earch 1n.these .recent years. Throughout the last decade biometrics have gained
Two important utilizations of biometric systems are opularity in application emploved for identifvin
. . . . . pop y pp ploy! yimg
Authentication or Verification and Identification, individuals. The accomplishment of its relevance in
which is based on the biometric trait enrolled. This user authentication has revealed that numerous
enrolle;d biometric tra'lit’may be physiological'or benefits could be obtained when cryptography is
behavioral - characteristic of ah uman being combined with Biometrics [3]. The systems that
satisfying the requirements of universality, combine both biometric and Cryptography are
uniqueness, permanence and collectability. These called as Biometric Cryptosystems or Crypto-
biometric systems are non- deterministic, since a Biometric systems [4][5]. However numerous
single entity when spoofed may be analyzed and researchers have successfully designed many
the fact that usage of multimodal traits can avoid cryptosystems based on Biometrics to solve the
SI_ICh SPF’OﬁHS problems we go on for multimodal problems, the entire power of Biometrics is not yet
biometric traits. revealed in a complete manner [6]. One advantage
of passwords over biometrics is that they can be
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reissued. If a token or a password is lost or stolen,
it can be cancelled and replaced by a newer
version. This is not naturally available in
biometrics. If someone’s face is compromised from
a database, they cannot cancel or reissue it.
Cancelable biometrics is a way in which to
incorporate protection and the replacement features
into biometrics. It was first proposed by Ratha et
al[7].

This is a method of enhancing the security and
privacy of biometric authentication. Instead of
enrolling with the true biometric trait , it is
intentionally distorted in a repeatable manner and
this new trait is used. If, by some means, the old
distorted trait is "stolen", an essentially "new" trait
can be issued by simply changing the parameters of
the distortion process. This also results in enhanced
privacy for the user since his true biometric
trait(under consideration) details are never used
anywhere, and different distortions can be used for
different types of accounts.

INITIATIVE STEPS INVOLOVED

A. FINGER PRINT FEATURE
EXTRACTION

A fingerprint is the feature pattern of one finger.
It is believed with strong evidences that each
fingerprint is unique. Each person has his own
fingerprints with the permanent uniqueness. So
fingerprints have being used for identification and
forensic investigation for a long time. A fingerprint
is composed of many ridges and furrows. These
ridges and furrows present good similarities in each
small local window, like parallelism and average
width. However, shown by intensive research on
fingerprint recognition, fingerprints are not
distinguished by their ridges and furrows, but by
Minutia, which are some abnormal points on the
ridges. Among the variety of minutia types reported
in literatures, two are mostly significant and in
heavy usage: one is called termination, which is the
immediate ending of aridge; the other is called
bifurcation, which is the point on the ridge from
which two branches derive. Valley is also referred
as Furrow, Termination is also called Ending, and
Bifurcation is also called Branch.

Two representation forms for fingerprints
separate the two approaches for fingerprint
recognition.

The first approach, which is minutia-based,
represents the fingerprint by its local features, like
terminations and bifurcations. This approach has
been intensively studied, also is the backbone of
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the current available fingerprint recognition
products. The second approach, which uses image-
based methods [8 ] [9 , tries to do matching based
on the global features of a whole fingerprint image.
It is an advanced and newly emerging method for
fingerprint recognition.
The fingerprint feature vector is created as the steps
indicated below:

e Image Pre-processing

e  Minutiae extraction

e  Minutiae pre-processing

e  Minutiae matching
Step 1 : Image enhancement done using Histogram
equalisation and Fast Fourier transform.
Step 2: using local adaptive thresholding the
fingerprint image is binarised.
Step 3: ROI extraction is done in at wo step
process.

A. For a fingerprint image of size 16 x 16 pixels
the gradient values along x-direction (gx) and
y-direction (gy) for each pixel of the block are
calculated. Two Sobel filters are used to fulfil
the task.

B. For each block, use the following formula to
get the Least Square approximation of the
block direction.
t@2B =233 (gx*gy)/T X (gx2-gy?) for all
the pixels in each block.

The formula is easy to understand by
regarding gradient values along x-direction
and y-direction as cosine value and sine value.
So the tangent value of the block direction is
estimated nearly the same as the way
illustrated by the following formula.

tg20 = 2sind cos0 /(cos20 -sin20 )

C. With the estimated block direction, the blocks
without significant information on ridges and
furrows are discarded based on the following
formulas:

E= 23X (exc*ey)t T (ex-gyd)l WWHE T (gy*+gy?)
For each block, if its certainty level E is below
a threshold, then the block is regarded as a
background block.

D. ROI is extracted using two operations OPEN
and CLOSE . With these calculated values the
ROI bound is calculated which is the (area of
OPEN - area of CLOSE)

Step 4: An iterative thinning algorithm is proposed

to eliminate the redundant pixels of ridges till the
ridges are just one pixel wide.[10]
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Step 5: The thinned ridge map obtained from
previous step is then filtered by three other
morphological operations to remove some H
breaks, isolated points and spikes.

Step 6 : Minutiae marking is done using the usual
3x3 windowing method.

Step 7: False minutiae are removed using the
following steps: The seven types of false minutiae
are shown in Fig 1 .

e If the distance between one bifurcation and
one termination is less than D and the two
minutia are in the same ridge(ml case) .
Remove both of them. Where D is the average
inter-ridge width representing the average
distance between two parallel neighboring
ridges.

e If the distance between two bifurcations is
less than D and they are in the same ridge,
remove the two bifurcations. (m2, m3 cases).

e If two terminations are within a distance D
and their directions are coincident with a
small angle variation. And they suffice the
condition that no any other termination is
located between the two terminations. Then
the two terminations are regarded as false
minutia derived from a broken ridge and are
removed. (case m4,m5, mo).

e Iftwo terminations are located in a short ridge
with length less than D, remove the two
terminations (m7).

Step 8: Terminations and bifurcations are
unified. Orientation of each termination is
represented by (tx,ty). Track ar idge segment
whose starting point is the termination and length is
D. Sum up all x-coordinates of points in the ridge
segment. Divide above summation with D to get sx.
Then get sy using the same way.

Get the direction from: atan((sy-ty)/(sx-tx)).

Step 9 :The resulting values gives the unified
minutiae locations and orientation values which is
formed as a feature vector FP,,

Ay\ 7

ml m4

/ //

Figure 1. False Minutiae Structures
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In Figure 1 ml is a spike piercing into a valley. In
the m2 case a spike falsely connects two ridges. m3
has two near bifurcations located in the same ridge.
The two ridge broken points in the m4 case have
nearly the same orientation and a s hort distance.
m5 is alike the m4 case with the exception that one
part of the broken ridge is so short that another
termination is generated. m6 extends the m4 case
but with the extra property that a third ridge is
found in the middle of the two parts of the broken
ridge. m7 has only one short ridge found in the
threshold window.

Optimisation techniques at coding level and
algorithm level are proposed to improve the
performance of existing recognition systems.

A. FACE FEATURE EXTRACTION

Let the data matrix X of the training samples of 1
classes be represented as X= [x,......,X;] . Assume
class consists of N; samples and the sum of all
samples is N ie., Yj-; N; = N . Let the index set of
samples from i™ class be represented as I; (1 < i <
/). The between class scatter matrix (Sg ) , the
within class scatter matrix ( Sy ) and total scatter
matrix ( St ) are calculated using the class

average sample m; = (1/N-) Yje;X; and the
L
global average sample m = (1/ N) Z?’lej .where

Sg , Sw and St are given by the following
formulae:

Sg =Xt Ni(m; — m)(m; — m)T = HpH} € R4x¢

1)
Sw = Z€=1 Zjeli(mi - m)(ml - m)T = HWH\’/Il‘/ € RdXd

2

m)(x; — m)T = H,H] € R%*4

Sr = Z?’:i(xj -

3)

Where,

Hy = [V Oy = 1), e Wy = m)] € RO

“

— AdxXN
HW = [X1 T Mp) cn e, Xy T mkN] € R )

6))
m] € RdXN

(6)

Hy = [X] — M, oo et e v e e, Xy —

The average sample matrix is defined as
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M=[my, ..., m] € R

The notations used in this paper are provided as
appendix.

Now the steps involved for feature extraction are
summarised as below:

Step 1: The initial precursor of the with — class
scatter matrix H,, is computed using Eqn 5.

Step 2: The initial average sample matrix M is
calculated using Eqn.7

Step 3: For each sample x do,

1. Update Mas M « [M x]
If x is a sample from a newly introduced class
or,

M «

Njmj+ .
ST E from the ™ class
N]'+1
2. The precursor of the within class scatter
matrix H,, is updated as

H, < [HW % (x - m]-)]

If x is a sample from the j" class.

Step 4: Perform eigen decomposition of the matrix
MM as M'M = V'DV.

Step 5 :

Y =MMT using P « MVTDT_1 2 where D, is a
diagonal matrix with all non-zero eigenvalues, V,
the corresponding eigenvector matrix, and r the
rank of M.

Calculate the eigenvector matrix of

Step 6: The between scatter matrix Y, and within
class scatter matrix S,, are calculated in the
intermediate space as

3« (PTM)(M"P) and §,, « (P"Hy)(HyyP)

Step 7 : Perform eigen decomposition of the matrix
~ =1 —

) Sv.

Step 8: The Discriminant matrix of the above

obtained result is calculated using the formula
U=PQ. Where Q is the eigenvector matrix of

(2)_15’; corresponding to k smallest eigenvalues.

The above obtained matrix is the feature vector of
the face.

B. KEY GENERATION FROM PALM
VEIN

The cancelable vein template Up is divided in to
two equal halves as Up; and Up;,.
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UDI :[uDl, Up2 ceeeenennnns an/Z]

and UD2 :[ UDM/2)+1 5 ceevseensees an]

The elements of Up; and Up, are shuffled as taking
one element from a set and the modulo operation is
performed between the current element and N/2,
where N represents the total number of elements in
Up. The resultant value is denoted as ind.
Subsequently the current element of Up,; is placed
in SU p, at ind™ position. The aforesaid process is
repeated for all the elements of Up; and Up,. Such
shuffled value are stored in SU p; and SU p,
Consequently the SU p; and SU p, are combined to
form a vector SU p

SUD = [SUDl U SUDZ]

The shuffled vector SU p is converted into a matrix
MU j, of size MUy,

MU DT ( aij) MUsizeA

Where MUsize :(V |SUD |)2

Finally the irrevocable key Vector Ky is generated
from the matrix MU p . The final key is more
secure and irrevocable.

PROPOSED SCHEME -EXPERIMENT AND
PERFORMANCE

The first stage in the proposed scheme starts with
the capturing of face, fingerprint and palm vein
data from different sensors. The templates of all the
three data are achieved from the algorithms as
discussed in above sections. The fingerprint
template is normalised to 256 bit template to match
the encryption process with the key generated from
the palm vein. The fingerprint template is then
prepared to be an encrypted one. A normal XOR
operation is used to encrypt the fingerprint template
and the encrypted fingerprint template is shown as,

E() = ) fp(m) @ pr(n)

i=1

Where E(n) represents the encrypted template
for the size of template, n

fp(m)  represents the  normalised

fingerprint template

and pv(n) represents the key generated from
the palm vein.

The encrypted template E(n) is a binary template
which is transformed into a 2-D vector Ej;
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After encryption , E(n)is encoded into the face
image. Now E;; comprises the secret message to be
hidden into the face image which is a binary vector.
The secret message is shifted over 4 bits to the
right. The Face template is also now converted into
a stream of binary bits . The imbedded bits ie., the
LSB is made zero in the cover image. Now the

left part means the average incorrect match score is
25. The green curve whose peaks are mainly
located on the right side of red curve means the
average correct match score is 35. This indicates
the algorithm is capable of differentiate fingerprints
at a good correct rate by setting an appropriate
threshold value.

logical OR is applied between the secret image and
cover image . The resulting image is the encoded
image, which now contains the templates of all the
biometric data used.

The decoding process is done as a reverse process
of the previous action which results in the cover
image (Face) and the secret image (Fingerprint +
palm vein) . When the palm vein sample is scanned
from the user at the time of verification /
authentication the encrypted template is broken
down into Fingerprint template and the palm vein ,
which inturn is used to recover the Face image.

DISCUSSION AND RESULTS

A fingerprint database from the Fingerprint
Verification Competition 2000 is used to test the
experiment performance. The experiments shows
that the proposed algorithm differentiates
imposturous minutia pairs from genuine minutia
pairs in a certain confidence level.

The following figure shows the Correct Score

naf
osl
ozt
06l
0sf
04t
03t
ozt

01

Figure 3 Receiver operator characteristic curve

Blue dot line: FRR curve

Red dot line: FAR curve

The above figure

shows the FRR and FAR

curves. At the equal error rate 25%, the separating

and Incorrect Score distribution:
014 -
042+
01F
008

0.06

LU

Figure 2 Distribution of Correct Scores and

Incorrect Scores
Red line: Incorrect Score

Green line: Correct Scores

It can be seen from the above figure that there
exist two partially overlapped distributions. The
Red curve whose peaks are mainly located at the

80

90

100

score 33 will falsely reject 25% genuine minutia
pairs and falsely accept 25% imposturous minutia
pairs and has 75% verification rate.

The high incorrect acceptance and false rejection
are due to some fingerprint images with bad quality
and the vulnerable minutia match algorithm.

As anext stage the palm vein image is
extracted with tits features and the key is generated
as shown in the following figure 4 .

& 11110001111111111111111111111111111110
11011111111111111001111110111111111111
11111111111111110011100110111101111111
11111111101111111111111111111110011111
11111111111111111110111111111111111111
11111111111111011111110011111111111111
1111111111111111111110111111

(a) (b) (c)

Figure 4. (a) ROI (b) Extracted Minutiae points (c)

Generated Key

With the above generated key the fingerprint
features are embedded using the general XOR
function. The final stage involves the encryption of
the embedded image obtained from the previous
stage into the face image on its features.
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Figure 5: (a) Original face image (b) retrieved
minutiae data (c) embedded face image

The retrieved minutiae data is stored as .dat file for
further verification. About 14.266 % of the original
face image is used for embedding.

The PSNR and MSE calculation is estimated as
follows:

Crginal Gewy Sesis image

Figure ( a) Original grey scale image (b)
Embedded image (c) MSE image.

The PSNR and MSE values obtained for the above
image are 51.59 and 0.45 respectively.

On decrypting the embedded face image during
verification process the .dat file of the realtime
fingerprint is obtained and matched with the stored
value. The palm vein image generates a key and
decrypts the embedded image to obtain the original
face image.

CONCLUSION

On average when the entire system is implemented
using MATLAB as individual modules it takes on
average 50 seconds for enrolment and 22 seconds
for verification . The estimated FRR is 0.01% and
FAR is 0.00008% . If these are implemented as an
on-card system or any smart card system as a future
direction is expected to produce much better
results.
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