1JCSI International Journal of Computer Science Issues, Vol. 8, Issue 3, No. 1, May 2011

ISSN (Online): 1694-0814
www.lJCSl.org

555

WLAN Security: Active Attack of WLAN Secure Network
(Identity theft)

Anil Kumar Singh?, Bharat Mishra?

! Jagran Institute of Management
Kanpur- 208014 (India)

2MGCGYV, Chitrakoot
Satna (M.P.) India

Abstract

In Wireless Local Area Network data transfer from
one node to another node via air in the form of radio
waves. There is no physical medium for transferring
the data like traditional LAN. Because of its
susceptible nature WLAN can open the door for the
intruders and attackers that can come from any
direction. Security is the most important element in
WLAN. MAC address filtering is one of the security
methods for securing the WLAN. But it is also
vulnerable. In this paper we will demonstrate how
hackers exploit the WLAN vulnerability (Identity
theft of legitimate user) to access the Wireless Local

Area Network.
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Introduction

Wi-fi technology has played a very significant role in
IT revolution and continues to do so. After 2 decades
it is very popular among the It fraternity. Many
companies, Educational Institutions, Airports as well
as domestic users make use of the WLAN facility.

Security is an important factor of Wireless Local

Area Network because of its nature. D-Link, Linksys
are providing the WLAN security with the help of
MAC address.[1] and WEP key. It is noted that the
MAC address filtering is the gateway for hackers to
enter and access the facility of Wireless Local Area

Network.

Material and methods
The research was carried out to reveal WLAN

Security: Active Attack on WLAN Secure Network
1JCSI
www.lJCSl.org



1JCSI International Journal of Computer Science Issues, Vol. 8, Issue 3, No. 1, May 2011

ISSN (Online): 1694-0814
www.lJCSl.org

(Identity theft).

Department of

The work was conducted at
Information Technology, Jagran
Institute of Management. Materials used and the
procedures employed are as follows: We can design a
scenario after understanding the theory of WLAN
security with the help of MAC address filtering. We
have taken the Colasoft MAC Scanner 2.2 Pro Demo.
There are hardware such as: HCL Desktop, Toshiba
Laptops, AP (D-Link 2100 Series Access Point) and

Wireless card (D-Link DWA 510).

Softwares such as: Operating System (Windows XP)
and other application softwares. One client is used to
communicate with Access Point. Another client is
used to keep track of the network traffic as a hacker
and listens to the WLAN. AP is linked to LAN with
wires. Figure 1 is the illustration of Identity theft job.
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Figure - 1 Identity Theft gears

Open the internet explorer and type the IP of the
access point 80.0.99.6 in address bar and press enter,

Access Point will display the following window
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High-Speed 2.4GHz Wireless Access Point
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f Wireless will allow you to have wireless access within mimtes. Please follow the setup
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Click on advance tab, Click on filter, write the MAC

address of legitimate user. For searching the MAC

address click on start, click on run, type cmd and
\WINDOWS\system32\cmd.exe

C:“Documents and Settings>getmac
Physical Address

Dizabled
AA-12-FA-8F-FC-26

Disconnected

C:“\Documents and Settings>_
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again type getmac, this command will display the
MAC address of the WNIC

Click on access control displays three options namely
disable, accept and reject, click on accept it means
only authorized MAC address can access the WLAN,
write the MAC address and save.

D-Link

Building Networks for People

ﬁdlr,Pﬁ Il.gs" "

High-Speed 2.4GHz Wireless Access Point
DWL-2100AP
[ Home WWYYIETEE Tools Status ___Help
Wireless Access Settings / WLAN Panition
Wireless Band 1
Ll Access Control | Accept v
e Mac Address | @ Q +]
Apply Cancel Help
MAC Address |Delete MAC Address  |Delete
Grouping 0012 06ffc: 26 *

DHCP Server

P eei
Multi-SSID
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Now we are going to another computer to access the
wireless local area network which MAC address is
displaying below:

C:\>getmac

1C-AF-F7-0C-CC-8C \Device\Tcpip_{12361AAF-
5538-4489-87B4-CIBB9IS4E1299}

Now e are trying to connect the

Target_Access_Point wireless network
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After that the system is not connected the wireless
LAN.

Then we hack the MAC address of the legitimate user
with the help of Cola soft MAC Scanner 2.2 Pro
Demo [2].

After that the system will not be connected to the
wireless LAN, and then we hack the MAC address of
legitimate user with the help of Colasoft MAC
Scanner 2.2 Pro Demo (it can be downloaded to

http://www.colasoft.com /mac_scanner/

Double click on colasoft Scanner

™ Colasoft MAC Scanner

File Edit Wiew Scan  Setting  Help
@ Local Subnet | v| o qD lj'
Setting Skark Pause Stop | Expor
. 5can Networkru Database]

IP Address Mac Address Host Mame wiork
t} S0.0.99.10 1S AR FAOCCCEC AMIL WOR
i 80.0,99,6 00:24:01:A3:E9:DF
' 80.0,99,3 3 00161166601
i a0.0,99,1 3 00:16: 1 1:60:60:97
H §0.0.99.20 | =3l 00:12:F0:6FFC:26 FAHAD WOR

Here you can see the highlighted MAC address. This
is the identity of authorized user namely FAHAD.

Now we change the identity with the help of

following process:
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Click on start, Go to control panel, double click on
Network connection, right click on Wireless Network

connection, click on configure, click on advance

D-Link Wireless G DWA-510 Desktop Adapter Properties Eg|

General | Advanced | Driver | Resources

The following properties are awailable for this network. adapter. Click
the property you want to change on the left, and then select itz value

on the right.
Property: Walue:
AC WO support APSD ”~ 1calfflccchc

Adhoc Wireless Mode
APSD Capable

Auta Channel Select
Auto Reconnect Mode
B/G Frotection

Cak when AC Power
LS Capable
Fragment Threshold
Frame Aggregation
|[EEEA02.17h

Local Administration MAC Metwork]
Metwork, Type
Paower Saving Mode v

[ ak. l[ Cancel l

Select Local Administration MAC network, here you
can see in value column it displays the MAC address.

Now you can replace the identity of the existing user.

Type the MAC address in value column
0012f08ffc26

After changing the MAC address the hacker can
easily access the WLAN without any barrier.

Conclusion

Due to the broadcast nature of the wireless
communication, it becomes an easy prey for an
attacker to capture wireless communication or to
disturb the normal operation of the network by
injecting additional traffic.

WLAN is also prone to unauthorized intervention by

hackers where they create conditions for the theft of
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D-Link Wireless G DWA-510 Deskiop Adapter, Properties E]E|

General | Advanced | Diiver | Resources

The fallowing properties are available for thiz netwark. adapter. Click.

the property you want to chanae on the left, and then select itz value
an the right.

Froperty:

AC_W0 support APSD ~
Adhoc: Wireless Mode

APSD Capable

Auta Channel Select

Auto Recornect Mode

B/G Protection

Cak when AC Power

DLS Capable

Fragrient Threshald

Framne Aggregation

IEEES0Z11h

Local Administration MAC Netwark

Walue:

001 2f08fFe 26

Metwork, Type
Paower Saving Maode ¥

o« JI
the identity (MAC address) of an authorized user.

Cancel l

The access point cannot filter the MAC address.
Because it checks their database and matches the
MAC address, if found it allows accessing the
WLAN.

To avoid this type of vulnerability we will strongly
recommend that the administrator should use the
combination of enabling WEP key and MAC address
filter security mechanism. [3]
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