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Abstract 

In Wireless Local Area Network data transfer from 

one node to another node via air in the form of radio 

waves. There is no physical medium for transferring 

the data like traditional LAN. Because of its 

susceptible nature WLAN can open the door for the 

intruders and attackers that can come from any 

direction.  Security is the most important element in 

WLAN. MAC address filtering is one of the security 

methods for securing the WLAN. But it is also 

vulnerable. In this paper we will demonstrate how 

hackers exploit the WLAN vulnerability (Identity 

theft of legitimate user) to access the Wireless Local 

Area Network.   

Keywords: - WLAN, MAC address, Access Point, 
WNIC, Wi-Fi 

 

 

 

 

 

 

 

 

 

 

 

 

 

Introduction 

 Wi-fi technology has played a very significant role in 

IT revolution and continues to do so. After 2 decades 

it is very popular among the It fraternity. Many 

companies, Educational Institutions, Airports as well 

as domestic users make use of the WLAN facility. 

Security is an important factor of Wireless Local  

Area Network because of its nature. D-Link, Linksys 

are providing the WLAN security with the help of 

MAC address.[1] and WEP key. It is noted that the 

MAC address filtering is the gateway for hackers to 

enter and access the facility of Wireless Local Area 

Network.      

Material and methods 

The research was carried out to reveal WLAN 
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(Identity theft). The work was conducted at 

Department of Information Technology, Jagran 

Institute of Management. Materials used and the 

procedures employed are as follows: We can design a 

scenario after understanding the theory of WLAN 

security with the help of MAC address filtering. We 

have taken the Colasoft MAC Scanner 2.2 Pro Demo. 

There are hardware such as: HCL Desktop, Toshiba 

Laptops, AP (D-Link 2100 Series Access Point) and 

Wireless card (D-Link DWA 510).  

 

Softwares such as: Operating System (Windows XP) 

and other application softwares. One client is used to 

communicate with Access Point. Another client is 

used to keep track of the network traffic as a hacker 

and listens to the WLAN. AP is linked to LAN with 

wires. Figure 1 is the illustration of Identity theft job. 

 

 

 

 

 

 

 

 

 

 

Open the internet explorer and type the IP of the 

access point 80.0.99.6 in address bar and press enter, 

Access Point will display the following window 

 

 

 

Click on wireless tab 

 

Click on advance tab, Click on filter, write the MAC 

address of legitimate user. For searching the MAC 

address click on start, click on run, type cmd and 

Figure - 1 Identity Theft gears  
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again type getmac, this command will display the 

MAC address of the WNIC  

 

Click on access control displays three options namely 
disable, accept and reject,  click on accept it means 
only authorized MAC address can access the WLAN, 
write the MAC address and save. 

 

Now we are going to another computer to access the 
wireless local area network which MAC address is 
displaying below: 

C:\>getmac 

1C-AF-F7-0C-CC-8C   \Device\Tcpip_{12361AAF-

5538-4489-87B4-C9BB984E1299} 

Now we are trying to connect the 
Target_Access_Point wireless network 

 

 

 

 

 

 

 

After that the system is not connected the wireless 
LAN. 

Then we hack the MAC address of the legitimate user 

with the help of Cola soft MAC Scanner 2.2 Pro 

Demo [2].  

After that the system will not be connected to the 

wireless LAN, and then we hack the MAC address of 

legitimate user with the help of Colasoft MAC 

Scanner 2.2 Pro Demo (it can be downloaded to 

http://www.colasoft.com /mac_scanner/ 

Double click on colasoft Scanner 

 

Here you can see the highlighted MAC address. This 

is the identity of authorized user namely FAHAD.  

Now we change the identity with the help of 

following process: 
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Click on start, Go to control panel, double click on 

Network connection, right click on Wireless Network 

connection, click on configure, click on advance  

 Select Local Administration MAC network, here you 

can see in value column it displays the MAC address. 

Now you can replace the identity of the existing user.  

Type the MAC address in value column 
0012f08ffc26 

After changing the MAC address the hacker can 
easily access the WLAN without any barrier.  

Conclusion 

Due to the broadcast nature of the wireless 

communication, it becomes an easy prey for an 

attacker to capture wireless communication or to 

disturb the normal operation of the network by 

injecting additional traffic.  

WLAN is also prone to unauthorized intervention by 

hackers where they create conditions for the theft of 

the identity (MAC address) of an authorized user. 

The access point cannot filter the MAC address. 

Because it checks their database and matches the 

MAC address, if found it allows accessing the 

WLAN. 

To avoid this type of vulnerability we will strongly 

recommend that the administrator should use the 

combination of enabling WEP key and MAC address 

filter security mechanism. [3]    
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