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Abstract

Information System refers to a very essential part in the
development of an organization. Institute for Research and
Community Service (LLPM) of UNDIP is one of organizations
that manage the activities of research, publication and
community service. The existence of a computer-based
information system used to manage these activities is highly
needed purposely to facilitate in the process of management,
storing and distribution of information. Considering how
important an information system is, the access security is deemed
essential. One of the ways to do so is by implementing the
encryption process towards the information related to the
username and passwords.

In this research, the method of designing the software used is
software development life cycle. It includes five phases including
needs analysis, design, implementation, testing and maintenance.
Each of phases is implemented entirely to go to the following
phases.

The result of this research is the encryption using MDS5 and
added by wusing Salt as a key combination successfully
implemented and able to be used to open the access of
information system.

Keywords: Encryption, Information System, Security.

1. Introduction

The advance of computer technology at the moment
has emerged a change in all aspects where an organization
moves. All lines in an organization today require a role of
a computer technology. LPPM, Institute of Research and
Community Services, of Diponegoro University, Indonesia
is one of organizations implementing the advanced
technology of computer in its operational. One of the
implementations of computer technology is used to
manage the data of research activities, publication and

community service. The need for information for an
organization is becoming something critical in view of its
influence in taking a policy.

Today, information system has been a strategic part
for organization. Such system is able to give a contribution
effectively to harmonizing the business process to a
strategy of an organization purposely to achieve the
improvement of productivity and effectiveness . IS
(Information System) is a key component to obtain a
success of an organization '*!. It functions to gather,
process, and store, analyze and distribute the information
to other parties for certain purpose.

On the other hand, the computer crime rate —
particularly the one related to the information system will
be increasing for the following factors:

1. The increase of the computer-network and
information technology-based business
application

2. Decentralization and distributed server causing
more systems to be handled.

3. The improvement of users’ competence on
computer making them to try to play and
discharge system being used.

4. The accessibility of software used to attack
computer and computer network.

Hence, it is deemed critical to obtain a number of ways to
secure the information system. A number of processes to
secure information system can be done by conducting the
encrypting process on the data or by encrypting on the
application programs. Another method that can be done by
using an additional component is firewall. This paper is
designed to discuss about the process of information
security by using encryption on the username data and
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password that will be used when accessing the information
system of research, publication and community service.

2. Literature Review

2.1 Information System

Information system is the data gathered, classified
and processed in such manner to be a unity of information
that is related and support to each other — thus producing
valuable information for those obtaining it. Today,
information system has been the backbone of all
organizations. Say, a bank is not able to process a payment
or government is not able to collect the tax, hospital is
unable to treat the patients or supermarket is unable to
manage the goods supply on the display without a support
from information system. In short, most of all sectors both
in education, health, finance, and manufacturing and in
large-scale or small scale business system highly require
information system. Certainly, information, for some
reasons, now plays an essential role in the development of
an organization ™,

Computer-based information system comprises some
components including hardware, software, database and
people involved . Information system is divided into four
types arranged in a pyramid. The lowest type is
Transaction Process System, Management Information
System, Decision Support System and the last type is
Executive Information system. Figure 1 illustrates the
types of information system

Executives

Executive
Information
Systems

Decision Support
Systems

Management Information
Systems.

Workers
Transaction Processing Systems

Figure 1. Hierarchy of the type of Information System

Senior
Managers

Middle
Managers

From Figure 1, it can be explained as follows:

1. Transaction Processing Systems (TPS) is the
computerized information system developed to
process the large scale data for a transaction in
an organization. An example of TPS is the
record of data from sales, salary and purchase.

2. Information System Management is a system of
planning for a part of internal control of a
business including the use of human, document,
technology and procedure by management
accounting to solve any business problems

regarding, for example, product expense,
service or a business strategy.

3. Decision Support Systems (DSS) refers to a set
of certain classes of computerized information
system supporting any activities of business or
organization decision making. DSS designed
correctly is an interactive software-based
system designed to assisting the decision
makers to compile the information that is useful
from the raw data, document, and personal
knowledge to identify and solve any problems
in making a decision.

4. Executive Information System (EIS), also
known as Executive Support System (ESS), is
an interactive computer—based system that
makes it possible for any executives to access
the data and information. Hence, it is possible
to identify the problem, explore the solution,
and become a base in a strategic planning
process.

2.2 Information System Security

In view of how important the information system is, it
then leads to more increasing potential of threat towards
the information system. A threat for information system
can be divided into two — active and passive. The active
threat can include any frauds and crime towards
computer. Meanwhile, a passive threat can include the
failure of system, human error and natural disaster.

To secure the information, it can be done by coding
process towards the original information. Encryption is a
process making a change from an understandable code to
be the one unable to be understood (unreadable).
Encryption can be interpreted as a code or chipper. A
coding system uses a table or a dictionary that has been
defined to replace a word from information or as a part
of information sent. A chipper uses an algorithm that can
code all data stream of bit from a message to be an
unintelligible cryptogram . The management towards
security can be seen from the side of risk management.
To managing any threat in an information system, Risk
Management Model has been made then ). In this model,
there are three components that can give a contribution
to Risk, those are Asset, Vulnerabilities, and Threats.
Table 1 shows the contribution to Risk in information

system.

Table 1. Risk Contribution

No Name of Example
Components

1 Assets Hardware, software,

documentation, data ,
communication,
environment, human

2 Vulnerabilities Software bugs, hardware
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bugs, tapping, crosstalk,
unauthorized users,
storage media

3 Threats Users, terrorist, accidents,

crackers

Figure 2 shows a encrypting process of information

Hello! 1 f7#E+r J 1 Hello!
ENCRYPT ‘ 1 DECRYPT [

o

Figure 2. Encryption Process ")

Figure 2 shows how an encrypting process in sending a
message “Hello!” when a message is sent to a transmission
media. Then the message is camouflaged to prevent the
tapper unable to obtain the original information. Then,
when the information is accepted, the camouflaged
information will be retranslated — thus making the
authorized message accepter is able to read the point of the
message sent.

Any kinds of algorithm are used to improve the
security of information system. One of algorithms used in
this case is by using MD5 (Message Digest 5). MDS5
Algorithm accepts an input in the form of message with a
random size and results in a message digest that is 128 bit
in length. The MDS algorithm uses the function of HASH
in which the function accepting the input string with a
random length will convert it to be an output string with
the same length '*!. The function of HASH can accept any
strings. If the string states a message, then the randomized
message of M sized freely is compressed by the function
of HASH H through the equation 1.

where the output of function HASH can be also called as
HASH value or message digest. In equation (1), h is a hash
value or message digest from the function H for the input
MP! The process of making message digest using
algorithm of MD5 is shown in Figure 3.

Host 1 Host 2 0

Plain oo Communications Plain

Text Channel > Text | [RX Digest
TX Digest

Figure 3. The Process of Making the MD5Algorithm '
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The steps of making message digest in broad line can
include as follows:

1. The addition of bit-bit padding bits)

2. The addition of the long value of initial message

3. Initialization of buffer MD.

4. The message management in the 512-bit block.

2.3MVC

In developing the computer-based information system,
the use of framework is highly helpful in the process in
making it. One of the frameworks that can be used in the
development is Codelgniter. Using the framework of
Codelgniter, then this process that is done does not need to
be started from the beginning. Each function used has
been provided in the library present in the framework of
Codelgniter.

The concept applied in the framework of Codelgniter
is by using the MVC (Model, View, and Controller)
concept. In this development process, this division is
aimed to separate each part in the display design process,
connection with the database and other processes. Model
is a part to represent the data that will be used by
application as the business process associated towards it.
By sorting it as a separated part, as in data accommodation,
data, persistence, and manipulating process, it can make it
separated with other part of application. View is a layer
that contains an entire detail from the implementation of
user interface. In this layer, the graphic component
provides the representation of the internal process of
application and leads the path of user interaction to the
application. Meanwhile, the final part is Controller, a
connector between Model and View. The Controller
consists of class and functions processing any request from
the View into the data structure in the Model. The
Controller also cannot contain the code to access database.
It acts to provide any variables that will be displayed on
view, calling model to do an access to the database,
providing error management, doing a logic process from
the application and making validation or checking towards
the input. Figure 4 illustrates the basic correlation of
Model-View-Controller.

Appleation Server

Figure 4. Correlation of Model, View, and
Controller[11]
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3. Method Table 3. The Design of Field Structure in Database
No | Field Type NULL
To obtain an accountable result of a research, a 1 id_user Int(4)
structured method is highly needed. In this research, 2 nidn Varchar(20)
SDLC (Software Development Live Cycle) method was 3 user Varchar(32)
used. It was more emphasized on the design of security of 4 pass Varchar(32)
Information System at the access level of login. The phase 5 level Int(1)
conducted in this research is illustrated in Figure 5. 6 email Varchar(32)
7 Faculty Int(2)
8 Time timestamp
9 status Int(1)

Field username and password are the data that have been

SDLC

Software/System Development encrypted using MD5Algorthm added by modification of
- : keyword. Meanwhile, the display of login page is shown
in Figure 7.
Header
Figure 5. Model SDLC. Username
1. The phase of need analysis in this research is Password
presented in Table 2
Login Cancel
Table 2. Need Analysis of the System
No Need Remark Lupa password?
1 Username Used as an evidence in
accessing the system. Footer
Information security of
username is required. Figure 7. Design of Login Display
Hence, encrypting
process is needed. 2. Implementation is a phase of making program code with a
P Password As a key to open or enter design that has been described in Figure 7. The phase of the

database implementation using the commands as follows.
CREATE TABLE IF NOT EXISTS ‘user’ (
id_user” int(4) NOT NULL AUTO_INCREMENT,

in the information system
of research, publication

and community service. ‘nidn’ varchar(20) NOT NULL,
To secure the data of ‘user’ varchar(32) NOT NULL,
password,  then  the ‘nama’ varchar(50) OT NULL,
encrypting process s ‘pass’ varchar(32) NOT NULL,
needed. ‘level” varchar(25) NOT NULL,

3 Access Level To determine the area of ‘email” varchar(100) NOT NULL,

“fakultas® int(2) DEFAULT NULL,
‘jurusan’ int(3) DEFAULT NULL,
“status” int(1) NOT NULL,

user access into the
information system of

research,' public.ation and ‘waktu® timestamp NOT NULL
community service. DEFAULT URRENT TIMESTAMP
ON UPDATE CURRENT TIMESTAMP,
The next phase was the structure design of database for the PRIMARY KEY ('id_user"),
rights of access and the login display design. Table 3 UNIQUE KEY ‘username’ (‘user’),
presents the design display from the data structure that UNIQUE KEY "NIDN" ("nidn’))
would be used in storing the rights of access towards the ENGINE=MyISAM

DEFAULT CHARSET=latinl

information system or research, publication and AUTO_INCREMENT=74;

community service.
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3. The next phase is to do a system testing. The testing used a
white-box testing. It was aimed to figure out whether the
code and algorithm used has been suitable.

4. The final phase was by doing an evolution process or the
development to the newer system.

4. Implementation and Testing

4.1 Implementation
The implementation of Table user in the database is shown

in Figure 8.

Field Type Collation Attributes Null
id_user int(4) No
nidn varchar(20)  latin1_swedish_ci No
user varchar(32)  latinl_swedish_ci No
nama varchar(50)  latin1_swedish_ci No
pass varchar(32)  latinl_swedish_ci No
level varchar(25)  latin1_swedish_ci No
email varchar(100) latin1_swedish_ci No
fakultas  int(2) Yes
jurusan int(3) Yes
status int(1) No
waktu  timestamp on update CURRENT TIMESTAMP  po

Figure 8. The Implementation of Table User in dbms MySQL

The login process in this information system is shown in Figure 9.

Usemname, Level & password

Create Session and

Check
Username,
Password and
Level

P store user information
from database to

session data

Database

False (Display Error]

Information

Figure 9. Diagram of Login Process Flowchart

The explanation in Figure 9 is as follows:

1. User does login first before accessing the entire system

2. Data or information sent to the database is given an
encrypting process and would be matched with the data
or information in the database.

3. IF the data is not proper, then the message about the
error in the form of login will be displayed.

4. Any proper data or information would be given session
and can access the page addressed in accordance with
its access level.

5. Click the logout, then it would replace the status

session and would be taken back to the initial page.

The program cuts used to do an encrypting process of a data as
well as user information when checking the validation of the data
in the database.

<?php

2015 International Journal of Computer Science Issues

class User extends CI_Model

function login($username,$password, $level)

{
$this->db->select('id_user,user,pass’);
$this->db->from('user");
$this->db->where('user', $username);
$this->db->where('pass', MD5($password));
$this->db->where('level', $level);
$query=$this->db->get();
if(Squery->num_rows()==1)

return $query->result();
else

return false;

}

Yo

The system testing was conducted in the local computer
environment using the server apache and MySQL database
united in the program of XAMPP. Figure 10 shows the result of
the testing on the initial page display from the information
system of research, publication and community service.

Quor scrmos

SISTEM INFORMASI PENELITIAN, PUBLIKASI DAN PENGABDIAN MASYARAKAT

Diagram Alir Penggunaan Sistem

Figure 10. The Display of Initial Page
The Display of initial page in Figure 10 contains information
about how information system works. Figure 11 shows a display
for the proper login process in accordance with the level of
access owned.
Quwr

‘SISTEM INFORMASI PENELITIAN, PUBLIKASI DAN PENGABDIAN MASYARAKAT
LEMBAGA PENEL TIAN DAN PENGABDIAN KEPADA MASYARAKAT

Login Sistem

(%%mm

Figure 11. The Display of Login Page
4.2 Testing
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The test of white-box and black-box for the login process.
Berikut ini adalah potongan program pada model login.

(1]
2]

<?php
class User extends CI_Model

function login($username,$password,$level)
{
$this->db->select('id_user,user,pass');
$this->db->from(‘user");
$this->db->where('user',$username);
$this->db->where('pass,
md5($password.md5($password)));
$this->db->where('level',$level);
$query=$this->db->get();
if(Squery->num_rows()==1)
{
return $query->result();
}

else

{
return false;
!
!
!

P>

Cyclomatic Complexity that has been resulted in is shown in
Figure 12.

O )
) )
()

D
(=)

Figure 12. Cyclomatic Complexity

?@%&0 )
)

From Figure 13, it is found two paths of testing. The path I
is when the testing passes the point of 4-5-6-7-8-9-10-11-
12-13-14-15. Meanwhile, the path II is a test passing the 4-
5-6-7-8-9-10-11-12-16-17-18-19.

Path I is a scenario of testing when the data to be entered
was a correct data. For this, the program would continue to
display the page that is suitable with the access rights.
Meanwhile, Path 2 is the result when the input data was
wrong. Then, it would go to the login page and give
information about the error message.

To test the functionality of the login system in the
application of information system of research, publication
and community service is shown in Table 4.

Table 4. Testing Result of Black Box
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Testing

Expected
Result

Testing

The testing of the
login form with the
correct  password,
username and level

Login is
successful
suitable  with
access rights

Successful

Testing on the
login form with the
erroneous
username
correct

and level.

data,
password

Login is failed

Successful

Testing on the
login form with
erroneous
username data and
password but
correct level

Login is failed

Successful

Testing on Login
Form with
erroneous

username data,
password and level.

Login is failed

Successful

Testing on the
login Form with
correct  username
data, erroneous
password and
correct level

Login is failed

Successful

Testing on the
login form with
correct  username
data, but erroneous
password and level.

Login is failed

Successful

5. Conclusion

The results of the testing using the Black Box and White

Box are as follows:

1. Encryption using MDS5 and added by Salt as a key
combination were successfully implemented and
can be used as a key to open the access of
Information System.

2. Testing scenario using white-box produced two
access paths for correct input data and wrong data.

3. Scenario or the expected result from the Black
Box testing showed a result with the successful
value. Thus, the functionality of work system is
in line with the scenario.

4. The security of username password and access
level are guaranteed by using encryption of MDS
added with the slat as the key combination
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