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successfully [1] [2]. An interceptor will be

Abstract

Wireless networks are unlike wired when it comes to security
factor, they are considered fundamentally insecure due to its
nature of transmitting the data via radio waves and also the
security design of WLAN structure exposed the medium to
versatile attacks. This paper sheds the light particularly on the
availability factor, in which the attacker tends to exploit certain
design flaws in wireless layer two (MAC Layer) to disrupt the
connection on the authenticated clients. This can be performed by
sending forged deauthentication or disassociation packets using
“IJAM” a customizable tool written in Python. On the other hand
this paper discusses the possible ways to detect these types of
attacks and how important is it to implement an automated
method to detect these attacks.
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1. Introduction

Wireless 802.11 standard [1] was founded to help
people connecting more easily to networks and
internet.  However this medium suffers from
several security concerns in terms of confidentiality,
integrity and availability. In order to overcome
those concerns encryption algorithms like WEP and
WPA come across to mitigate both confidentiality
and integrity by adding additional security layer to
wireless medium. These two encryption algorithms
would encrypt network traffic when implemented
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incapable to connect to an encrypted network nor to
read or change the exchanged data. Unfortunately
WLAN developers have neglected the availability
factor and left it exposed to different types of denial
of service attacks. WLAN 802.11 frames consist of
three major frames management, control and data
frames [3] Data frame is whereas encryption
applied. On the other side, both frames
(Management and control) are responsible for
power saving, association, deauthentication,
disassociation, and authentication between the
access point and the clients [4]. The absence of
encryption implementation at both of management
and control frames exposes the medium to
persistent diverse types of DOS attacks at Data
Link OSI Layer [3][4].The attacker might simply
spoof the unencrypted
Deauthentication/Disassociation message with the
MAC address of particular access point and keep
retransmitting it to all clients continuously causing
a disconnection state in WLAN networks. Wireless
Availability attacks can be classified according to
each OSI layer with its risk level as depicted
underneath in figure 1.This paper only focuses on
MAC layer attack whereas the attacker is not
conditionally connected to the network in order to
launch an attack. The reason behind focusing on
this layer is the shortage of concurrent solutions
that mitigate Dos attacks on this particular level [5].
Different hard work and researches were performed
to mitigate the attacks on application, transport and
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network layers yet unfortunately both layer two and
one were neglected and left to be exploited by
malicious hackers.[3]-[4]-[5]
Deauthentication/Disassociation attacks are both
parts from layer two, [5] however detecting these
types of attacks requires a skillful network
administrator therefore, the need for an automated
monitoring tool raised to provide an easy way to
alert the regular user if there is an aired
Deauthentication/Disassociation  attacks.  The
attacker tends to launch continuous flood of either
deauthentication or disassociation for the sake of
divulging hidden SSID of the targeted access point
also to obtain a handshake to be used later on in
cracking WPA2 encryption. [3] Another reasonable
justification for the attack is to prevent the user to
connect to the legitimate access point and to trap
the clients to connect to rogue access point in order
to steal, redirect or tamper client’s data while en
route.
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Fig. 1Wireless DOS Attack Types
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2. Wireless MAC Layer Attack Types

Association/Authentication flood attack: In this state,
the attacker spoofs source MAC addresses in an attempt to
authenticate and associate to a particular access point. The
attacker continually sends floods of either association or
authentication requests, to fully consume the memory and
processing capacity of targeted access point, leaving
connected clients with either limited or no connectivity
connection status [3]-[5].

Deauthentication/Disassociation flood attack: Wireless
Network is susceptible to Denial of Service Attack “DOS
Attack” by means the attacker can use a spoofed
deauthentication command to force the access point to re
authenticate the connected clients unfortunately this kind
of attacks is considered unstoppable till this day in (a, b, g,
n) standards. However, the new standards (ac) offers a
partly protection against this attack only when encryption
is implemented. [10] The following figures illustrate the
Deauthentication attack mechanism.

Client Attacker AP

Authentication ?chucst

AuthenticationiResponse

w

AssociationiResponse

i__Deauthentication

Data \

i Deauthentication

Fig. 2 Deauthentication Attack

Aircrack-ng utility on Linux is used for scanning and
cracking wireless networks encryption [11]. This utility
contains a remarkable tool called aireplay-ng, it provides
an option to spoof and send deauthentication packets to
one or more associated clients with an explicit access point
[5]. In order to find and scan for associated clients with a
particular access point, Airodump-ng tool was found to
achieve such purpose efficiently [6]-[11] as it can be
depicted in the following figure:
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becomes known to the attacker in order to connect to. A
client may possibly be authenticated with various access
points at the same time. Association permits a particular
B4 0 0 client to determine which access point will be used for
o0 bk i communicating with the network. In order to terminate this
relationship Deauthentication/Disassociation messages are
used. Deauthentication/Disassociation values are both
fixed and not encrypted hence they can be forged without
difficulty.

PWR RXQ Beacons  #Data ¢ ENC  CIPHER AUTH ESSID

3. Attack Analysis

PR Rate  Lost Packets Probes

Wireless Alfa adapter was used under Kali Linux in the
following two methodologies as it provides packet
injection feature. [12]

Fig. 3 Airodump-ng Scanning Results

A- Wireshark Real-Time monitoring
The following screenshots demonstrates a practical
example for continuous deauthentication packets that is

being sent to a particular wireless access point using . L
Python written tool 1JAM. [9] The attacker tends to send either Deauthentication or

Disassociation packet to disrupt the connection on the
clients by masquerade the access point MAC address using
IJAM tool as it can be concluded in the following figure:

root@kali: /

ch Terminal Help

root@kali: ~

fault route?)

coded by @haithamalany

make sure to enable monitor mode mon®

Fig. 4 Deauth packets are being sent in IJAM

Fig. 5 Deauthentication Packet

What can be depicted from figure 5 is the attacker sends
numerous periodic deauthentication packets to all
connected clients to a particular access point with the
shown MAC address.On the meantime the clients will
instantly got deauthenticated which gives the attacker the
ability to create rogue access point in order to trap the
clients to connect to it. While performing the attack,
Wireshark network monitoring tool was used to analyze
the real time aired packets, as it illustrated in Figure 6

The reason behind building IJAM is to provide a Swiss-
knife tool that brings the two attacks in one place since
almost all available tools support solely Deauthentication
option; however Disassociation attack is basically identical
to the Deauthentication in terms of mechanism, although it
is slightly less efficient [8]. Advanced users are likely tend
to configure their access points to hide SSID to make sure
that only authenticated and legitimate clients connect to
the network, however carrying out deauthentication can
impose the access point to divulge its SSID so that it
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Capturing from monO  [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
© ¢ m RIERE ¥ AEE v
Filter:  wlan.fc.type_subtype eq 12 Expression... Clear Save

Frame 175524: 39 bytes on wire (312 bits), 39 bytes captured (312 bits) on interface 0

otap Header Length 13
IEEE 802.11 Deauthentication] Flags: ........

@ ® mon0: <live capture in progress> Fil... - Packets: 2.., - Profile: Default

Fig. 6 Analyzing Deauthentication Attack in Wireshark

The resulting info can be concluded from the attack:

e The management frame type that was forged and
sent by the attacker is Deauthentication
represented by two bits (00).

e Deauthentication has a fixed subtype value
represented by four bits (1100)

e The attacker is using Vmware (Virtual Machine
runs under Kali Linux)

e The targeted access point type is “TP-Link”.

e The attacker is sending Broadcast message to
deauthenticate all clients.

e The physical address of the attacker (MAC
Address) which is identical to the access point.

Note: The attacker might reverse the attacking scenario by
spoofing connect client’s MAC address to send a
continuous floods of deauthentication requests as an
alternative way of masquerading the MAC address of the
access point [9]. The following figure depicts the analysis
of disassociation Dos attack scenario.

« Radiotap Header v0, Length 18
IEEE 802.11 Disassociate, Flags: ........ C
Type/Subtype: Disassociate (0x000a)
Frame Control Field: Oxal00
..00 = Version: 0

vove 00.. =[Type: Management frame (0)
1010 .... =|Subtype: 10
Flags: 0x00
= DS status: Not Teaving DS or network is operating in AD-HOC mode (To DS
..... 0.. = More Fragments: This is the Tast fragment
.. 0... = Retry: Frame is not being retransmitted

= PWR MGT: STA will stay up
= More Data: No data buffered
Protected flag: Data is not protected
0... .... = Order flag: Not strictly ordered
.000 0000 0011 1100 = Duration: 60 microseconds
Receiver address: Cisco_af:47:4e (64:a0:e7:af:47:4¢)
Destination address: Cisco_af:47:4e (64:a0:e7:af:47:4e)
Transmitter address: Apple_ea:Sh:66 (04:f7:ed:ea:5b:66)
Source address: Apple_ea:5b:66 (04:f7:ed:ea:5h:66)
BSS Id: Cisco.af:47:4e (64:a0:¢7:af:47:4¢)
Fragment number: 0
Sequence number: 1548
+ Frame check sequence: 0x991fd194 [correct]

Fig. 7 Wireshark Monitoring Disassociation Attack

What can be noticed from above scenarios, the values of
deauthentication and disassociation values are both fixed
and sent in plain form (unencrypted form) so that they can
be intercepted and replayed effortlessly.

B- Automated Attack Detection Method

As Wireshark and most network monitoring tools require
sort of deep knowledge and experience to analyze packets,
the need for automated detection method raised.

A usable portable based tool can fulfill that need also
written in Python and relying on the privileges that being
offered by Linux operating system. This tool sets Wireless
Interface (WIan0) into Monitor Mode (Mon0) to monitor
both Deauthentication (Deauth) and Disassociation (Diass)
attacks on any ranged targeted access point alongside both
victim and attacker MAC addresses. It requires no skill to
function seamlessly.

root@kali: ~

Fig. 8 Deauthentication attack is being auto detected.
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What can be concluded from detection scenario is there is
a real time deauthentication attack that is being carried out
against an access point with MAC address
“48:18:b3:27:6b:c6” to every connected client. The reason
behind this attack is as shown above in figure 8
“Unspecific” which means by far it is intentioned. The tool
can also detect mixed attacks (Both Deauthentication and
Disassociation Dos attacks) when they took place together
as it can be noticed in the following figure:

root@kali: ~

File Edit View Search Terminal Help

:ff:ff:ff], Reason [unspec]

entication Attack Found from 7:6b:d4] Client

:6b:d4] Client

on Atta Found from
, Reason [unspec]
ation Attack Found from 2 :b3:27:6b:d4]
[??]
k Found from 2 B3 :6b:d4]
2 :ff]l, Reason [77]
Diassociation Attack Found from A

:6b:d4] Client

Client
Client

Client
fl, Reason [?77]
ation Attack Found from
f], Reason [77]
ation Attack Found from
:ff]l, Reason [?77]
ciation Attack Found from ‘A
, Reason [77]
ation Attack Found from
f], Reason [?7]
ck Found from
, Reason [?77]

Client
Client
Client
Client

Client

Fig. 9 Mixed Attacks Detection

The following model illustrates the mechanism of the tool

[ v

The detection script
shows the Attack
type, attacker and

targeted MAC
Addresses.

t J

Wireless The attack is being
Deauthentication | > detected via Auto-
or Disassociation Detection Python

Packet Script.

The detection
| scriptstopsor |
| keepsrunningto |
detect further
attacks
\

Fig. 10 Automated Detection Model

There are certain  circumstances where  both
Deauthentication and Disassociation attacks do not work
efficiently for one of the underneath reasons:

1- The attacker needs enough transmit power for the
packets to reach and be heard by the clients so
that the targeted access point must be not far.

2- Some clients tend to ignore broadcast
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deauthentication in such case, the attacker needs
to send a deauthentication directed at the selected
client.

The targeted access point is implementing encryption and
running on AC standards.

4. Conclusions

Based on the practical experiments that were held in small
homed lab, the need for automated detection method raised
alongside a patch to mitigate both deauthentication and
disassociation attacks.

The attack might cause serious damage if performed
against ad-hoc sensitive solely Wi-Fi based devices like
health care lab machines or even Apple Mac Air notebook.
Current standards needs urgent patches as the new
standards (AC) will need long time to be deployed not to
mention its incapability to provide protection to open Wi-
Fi networks. Automated detection mechanism was
implemented successfully and proved its efficiency on
Linux operating system. At meantime the detector tool
doesn’t run on Windows due to the limitation of windows
operating system in enabling monitor mode.
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