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Abstract 
This paper presents a novel effective method for image 

encryption, which employs obtaining a gray image from the 

original image, then encrypting this image. The novelty of this 

method lies in deploying the concept of matrix multiplication for 

encryption-decryption purpose. The effectiveness of the proposed 

encryption method lies in minimizing encryption-decryption 

times and minimizing the mean square error between the original 

and the decrypted images.  In recent years, encryption technology 

has been developed quickly and many image encryption methods 

have been used to protect confidential image data from 

unauthorized access. The proposed method has high security 

features because the matrix key used for encryption-decryption is 

generated randomly and makes the process of hacking the matrix 

key very difficult. 
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1. Introduction

With the rapid growth of computer networks and 

advances in information technology, a huge amount of 

digital data is being exchanged over unsecured channels. 

Major part of transmitting information, either private or 

confidential, demands for security methods to provide 

required protection, therefore information security is an 

increasingly important problem. Popular application of 

multimedia technology and increasingly transmission 

ability of the network gradually leads us to acquire 

information directly and clearly through images [1]. Hence, 

image security has become a critical and imperative issue 

[2]. Image encryption methods  try to convert an image to 

another image that is hard to understand; to keep the image 

confidential between users, in other word, it is essential 

that nobody could get to know the content without a key 

for decryption [3] [4] [5]. Furthermore, special and reliable 

security in the storage and transmission of digital images is 

needed in many applications, such as pay-TV, medical 

imaging systems, military image communications and 

confidential video conferences.etc. In order to fulfill such 

a task, many image encryption methods have been 

proposed, but some of them have been known to be 

insecure [5], so we always in need to develop more and 

more secure imagge encryption techniques. Traditional 

data encryption methods can be divided into two 

categories which are used individually or in combination 

in every cryptographic algorithm: substitution and 

transposition. In substitution technique, we symmetrically 

replace one symbol, in the data with another symbol 

according to some algorithm; in a transposition technique, 

we reorder the position of symbols in the data according to 

some rule [6]. 

This paper will focus in image encryption-decryption 

using matrix multiplication. 

RGB color image can be encrypted-decrypted by 

converting color images to gray image using the HSI 

model  as described in [7, 8, and 9], or using R'G'B' model 

proposed by the authors in [10,11, and 12]. 

2. Theoretical part

With the rapid growth of computer networks and

advances in information technology, a huge amount of 

digital data is being exchanged over unsecured channels. 

Major part of transmitting information, either private or 

confidential, demands for security methods to provide 

required protection, therefore information security is an 

increasingly important problem. Popular application of 

multimedia technology and increasingly transmission 

ability of the network gradually leads us to acquire 

information directly and clearly through images [1]. Hence, 

image security has become a critical and imperative issue 

[2]. 

Color image can be encrypted-decrypted without any 

loss of information and with a high degree of security 

using matrix multiplication, here a huge matrix (or more) 

with a double type values can be generated to be used as 

an encryption key, this can be hardly hack able,  and very 

difficult to guess. The key is a square matrix which must 

cover the image size. 

In  [10] [11] [12] an R'G'B' model was proposed to 

convert RGB color image to gray image. This model can 

be used also to encrypt-decrypt color image using the 

following steps: 

1. Encryption phase:

1.1 Get the original color image. 
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1.2 Use mathematical models to extract red, green, 

and gray images (apply direct conversion). 

1.3 If the gray matrix is not square, resize the 

matrix. 

1.4 Generate a matrix key with random numbers 

and size equal to the resized gray image matrix. 

1.5 Apply matrix multiplication (gray matrix with 

the key) to get the encrypted gray image. 

1.6 Resize the image using the original size. 

1.7 Apply inverse conversion to reconstruct the 

encrypted color image. 

2. Decryption phase: 

2.1 Get the decrypted color image. 

2.2 Use mathematical models to extract red, green, 

and gray images (apply direct conversion). 

2.3 If the gray matrix is not square, resize the 

matrix. 

2.4 Apply matrix multiplication (gray matrix with 

the inverse matrix key) to get the encrypted 

gray image. 

2.5 Resize the image using the original size. 

2.6 Apply inverse conversion to reconstruct the 

decrypted color image. 

The same procedures are used to encrypt-decrypt 

color image using the HSI model, but direct and inverse 

conversions are implemented using the HSI 

mathematical model. 

Also color image can be encrypted decrypted directly 

using the red, green, and blue components. Here the 

encryption-decryption process can be implemented 

according to the following steps 

 

1. Encryption phase: 

1.1 Get the original color image. 

1.2 Extract red, green, and blue components of the 

color image. 

1.3 If the component matrices are not square, resize 

them. 

1.4 For each component generates a matrix key 

with random numbers and size equal to the 

resized component matrix. 

1.5 Apply matrix multiplication (component matrix 

with the key) to get the encrypted red, green 

and blue images. 

1.6 Apply matrices resizing if needed. 

1.7 Reconstruct the color image to form, the 

encrypted image. 

2. Decryption phase: 

2.1  Get the decrypted color image. 

2.2 Extract red, green, and blue components of the 

color image. 

2.3 If the component matrices are not square, resize 

them. 

2.4 Apply matrix multiplication (each component 

with its inverse matrix key) to get the encrypted 

image component. 

2.5 Apply matrices resizing if needed. 

2.6 Reconstruct the color image to form, the 

encrypted image. 

3. Experimental part 

A Matlab codes were written to implement the above 

three mentioned methodologies of color image encryption-

decryption. The codes were tested using an IBM PC with 

i3 2,5 GHz processor and 4 Gbyte memory using different 

color images with different sizes. All the three methods 

give a mean square error (MSE) equal to zero and a 100% 

matching between the original image and the decrypted 

image. Figures (1) and (2) show a sample of using R'G'B' 

method of encryption. 
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Fig 1. The original color image and histograms 

 

 
Fig 2. The decrypted color image and histograms 

 

For performance analysis the required total time for 

encryption-decryption was measured for each  color image 

and the results of measuring  are listed in tables  (1), (2), 

(3), (4) and (5). 

 

 

 

 

 

 

 

Table (1): Measurement results using R'G'B' method for encryption time 

 

Encryption time 

Image size 

Direct 

conversion 

time(sec.) 

Encryption 
time 

Inverse 

conversion 

time 

Total time 

256×320×3 0.015 0.0389 0.015 0.0689 

384×512×3 0.016 0.0934 0.016 0.1254 

227×303×3 0.015 0.0327 0.015 0.0627 

300 ×500×3 0.015 0.0713 0.015 0.1013 

480×640×3 0.031 0.1460 0.031 0.2080 

1500×1200×3 0.313 0.8553 0.313 1.4813 

 

 

Table (2): Measurement results using R'G'B' method for decryption time 
 

Decryption time 

Image size 

Direct 

conversion 

time(sec.) 

Decryption 

time 

Inverse 

conversion 

time 

Total time 

256×320×3 0.015 0.0514 0.015 0.0814 

384×512×3 0.016 0.1233 0.016 0.1553 

227×303×3 0.015 0.0431 0.015 0.0731 

300 ×500×3 0.015 0.0940 0.015 0.1240 

480×640×3 0.031 0.1926 0.031 0.2546 

1500×1200×3 0.313 1.1285 0.313 1.7545 

 

 
Table (3): Measurement results using HSI method for encryption time 

 

Encryption time 

Image size 

Direct 

conversion 
time(sec.) 

Encryption 

time 

Inverse 

conversion 
time 

Total time 

256×320×3 0.094 0.0389 0.031 0.1639 

384×512×3 0.188 0.0934 0.094 0.3754 

227×303×3 0.078 0.0327 0.032 0.1427 

300 ×500×3 0.078 0.0713 0.079 0.2283 

480×640×3 0.157 0.1460 0.125 0.4280 

 
Table (4): Measurement results using HSI method for decryption time 

 

Decryption time 

Image size 

Direct 

conversion 

time(sec.) 

Decryption 
time 

Inverse 

conversion 

time 

Total time 

256×320×3 0.094 0.0514 0.031 0.1764 

384×512×3 0.188 0.1233 0.094 0.4053 

227×303×3 0.078 0.0431 0.032 0.1531 

300 ×500×3 0.078 0.0940 0.079 0.2510 

480×640×3 0.157 0.1926 0.125 0.4746 

1500×1200×3 0.829 1.1285 0.671 2.6285 

 
Table (5): Measurement results components encryption-decryption 

 

Image size 
Encryption time using  

color image components 
Decryption time 
using gray image 

256×320×3 0.1167 0.0814 

227×303×3 0.0981 0.0731 

300 ×500×3 0.2139 0.1240 

480×640×3 0.4380 0.2546 

1500×1200×3 2.5659 1.7545 
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4. Result discussion 

From the results obtained in the previous section we 

can make the following judgment:  

1. All the mentioned methods can be used for 

encryption-decryption purposes without any loss 

of information. 

2. High degree of security, because the size of the 

matrix key (keys) has varied large and it contains 

a double number which are hardly predictable. 

3. A comparison results are listed in table (4) which 

shows that the best method to use is R'G'B' 

because it has a sufficient speedup comparison 

with the other two methods. 

Table (4): Comparison results components  
 

Image size Encryp- 

tion 
And  

decryp - 

tion 
time 

using 

HIS 
method 

(1) 

Encryp

-tion  
And 

decryp 

-tion 
time 

using 

R'G'B' 
method 

(2) 

Encryption 

-decryption 
time using 

RGB 

component 
(3) 

Speed 

up (2) 
with 

(1) 

Speed 

up (2) 
with 

(3) 

256×320×3 0.3403 0.1503 0.1981 2.2641 1.3180 

384×512×3 0.7807 0.2807 0.4355 2.7813 1.5515 

227×303×3 0.2958 0.1358 0.1712 2.1782 1.2607 

300 ×500×3 0.4793 0.2253 0.3379 2.1274 1.4998 

480×640×3 0.9026 0.4626 0.6926 1.9511 1.4972 

1500×1200×

3 

4.9838 3.2358 4.3204 1.5402 1.3352 

 

 

5. Conclusions 

Different method of color image encryption-

decryption were tested and analyzed. The tested methods 

prove that they are acceptable by means of security and 

correctness issues. R'G'B' is to be recommended because 

of the highest performance achieved by this method.  
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