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Abstract 
Attribute-based encryption (ABE) can be used for implementing 

fine-grained data sharing in cloud computing. However, most of 

the existing ABE schemes cannot realize attribute extension and 

provable security simultaneously. In this paper, we propose a 

fine-grained attribute-based data sharing system based on a 

hybrid encryption mechanism. A rigorous security proof 

indicates that the proposed scheme is selective-secure under the 

decisional bilinear Diffie-Hellman assumption. In particular, the 

proposed data sharing scheme can efficiently support attribute 

extension and allow AND-gate access policies with multiple 

attribute values and wildcards. Extensive simulation results 

indicate that the proposed scheme is extremely suitable for data 

sharing in cloud computing. 

Keywords: Data Sharing, Attribute-Based Encryption, Attribute 

Extension, Cloud Computing. 

1. Introduction 

As a promising computing paradigm, cloud computing has 

the advantage that it offers users unlimited computation 

and storage ability at favorable costs. Although the 

advantages of cloud computing are desirable, data security 

issues have impeded users from purchasing such services. 

Traditional access control methods are not suitable for 

cloud computing in that it requires users to fully trust the 

storage server. 

As a highly promising public key primitive, attribute-based 

encryption (ABE) [1] realize one-to-many encryption and 

it is suitable for realizing fine-grained data sharing in cloud 

computing. There are two kinds of ABE schemes, that is 

key-policy ABE (KP-ABE) and ciphertext-policy ABE 

(CP-ABE). In CP-ABE, users can apply attribute secret 

keys from the attribute center based on their own attributes. 

During the encryption phase, encryptors can specify access 

policies themselves and then encrypt data files. A 

decryptor can recover files from ciphertexts only if his/her 

attributes satisfy the underlying access policy. All these 

desirable properties make CP-ABE extremely suitable for 

data sharing in cloud computing. 

However, to the authors’ knowledge, state-of-the-art CP-

ABE schemes fail to achieve provable security and support 

attribute extension, simultaneously. In this paper, we 

address the problem by proposing a fine-grained attribute-

based data sharing system based on a hybrid encryption 

mechanism, where the public encryption is a new CP-ABE 

construction. The proposed scheme is proven secure under 

the decisional bilinear Diffie-Hellman assumption and it 

can support attribute extension. Simulation results indicate 

that the proposed scheme is extremely suitable for data 

sharing in cloud computing. 

The rest of this paper is organized as follows. In Section 2, 

we review the previous ABE schemes. Section 3 gives 

some cryptographic preliminaries. In Section 4, we present 

the system architecture of data sharing in cloud computing 

and formalize the security model of CP-ABE. The 

proposed data sharing scheme is detailed in Section 5. 

Security results and performance analysis are discussed in 

Section 6. Finally, we conclude this work in Section 7. 

2. Related Work 

Sahai and Waters [1] introduced ABE as a fuzzy version of 

identity-based encryption. Since then, a plenty of 

researches have been done on ABE schemes. Ostrovsky et 

al. [2] proposed the first KP-ABE system supporting non-

monotone key policies. The first CP-ABE scheme is 

constructed by Bethencourt et al. [3], but the security proof 

is given in the generic group model. To address this issue, 

Cheung and Newport [4] proposed another CP-ABE 

scheme that is proven secure in the standard model. Li [5] 

proposed attribute-based proxy re-encryption scheme with 

matrix access policies. In practical applications, users’ 

attribute may update frequently and hence attribute 

revocation mechanism is important. There are three kinds 

of revocation mechanisms, that is the timed rekeying 

mechanism [6], the indirect revocation [7] and the direct 

revocation [8-9]. Note that the direct revocation is most 
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desirable because it does not require users to update 

attribute secret keys periodically. In the scheme [9], the 

authors formalize the notion of ciphertext-policy ABE 

supporting flexible and direct revocation, and present a 

concrete scheme which enjoys desirable properties of no 

secret key update, partial ciphertext update and constant-

size ciphertext. Privacy protection is indispensable for 

users of cloud computing platforms [10]. To further 

preserve users’ attribute privacy, anonymous ABE 

schemes [11-12] were proposed, where access polices are 

not directly disclosed in ciphertexts. In particular, a novel 

technique called match-then-decrypt was introduced in [12] 

to improve the decryption efficiency. Most of the above 

ABE schemes suffer a severe drawback that the ciphertext 

length linearly grows with the number of attributes the user 

has to hold for successful decryption. In order to address 

this problem, many researchers focus on ABE with 

constant-size ciphertexts [13-16]. Marwaha et al. [17] 

pointed that it is feasible to apply encryption algorithm to 

realize data security and privacy protection in cloud 

computing. There are also many works proposed to make 

further improvements on ABE, such as key-evolving 

attribute-based signcryption [18], and outsourced ABE 

[19]. However, most of the existing CP-ABE schemes fail 

to achieve provable security and support attribute 

extension, simultaneously. 

3. Preliminaries 

In this section, we review some cryptographic backgrounds 

and describe access policies. 

3.1 Bilinear Pairing 

Let  be a cyclic multiplicative group of a prime order , 

 be a generator, and  be a cyclic multiplicative 

group of the same order, whose identity we denote as 1. 

We call  a bilinear pairing if  is a map 

with the following properties: 

 Bilinear:  for all . 

 Non-degenerate: There exists  such that 

. 

 Computable:  can be efficiently computed 

for all . 

3.2 Complexity Assumption 

The Decisional Bilinear Diffie-Hellman (DBDH) 

Assumption: Let  be a cyclic multiplicative group of a 

prime order  and  be a generator. Let  be 

random elements in . The DBDH assumption is that no 

probabilistic polynomial-time algorithm can distinguish the 

tuple  and  with 

non-negligible advantage. 

3.3 Access Policy 

The proposed scheme supports AND gate access policies. 

Formally, given an attribute list  and 

an access policy , we say  

if  or  for , otherwise we say 

. The symbol  in  means that the corresponding 

attribute is not cared. 

4. System Architecture and Security Model 

In this section, we present the system architecture of data 

sharing in cloud computing and give the security model. 

4.1 System Architecture 

The system architecture is shown in Figure 1. The attribute 

center generates system public parameters and a master 

secret key. Both the encryptor and the decryptor apply 

attribute secret keys from the attribute center. The 

encryptor encrypts files and sends ciphertexts to the cloud 

storage server for sharing. The decryptor downloads 

ciphertexts and recovers corresponding files based on 

his/her attribute secret key. 

Cloud Storage Server

Encryptor Decryptor
Attribute Center

File DownloadFile Upload

Issue Issue

 

Fig.1 The system architecture of data sharing. 

4.2 Security Model 

The proposed scheme uses the following security model 

called indistinguishability against selective ciphertext-

policy and chosen-message attacks IND-sCP-CPA. 

Init: The adversary  commits to a challenge access 

policy . 

Setup: The challenger  chooses a sufficiently large 

security parameter , and runs the  algorithm to get 

a master key  and the corresponding system public key 

. It gives  to . 

Phase 1:  issues a polynomially bounded number of key 

generation queries:  submits an attribute list , if 

IJCSI International Journal of Computer Science Issues, Volume 12, Issue 3, May 2015 
ISSN (Print): 1694-0814 | ISSN (Online): 1694-0784 
www.IJCSI.org 11

2015 International Journal of Computer Science Issues



 

 

,  gives  the secret key  and outputs the 

symbol  otherwise. 

Challenge: Once  decides that  is over, it 

outputs two messages  and  of equal length.  

randomly chooses a bit , computes 

 and sends  to . 

Phase 1: The same as . 

Guess:  outputs a guess bit  and wins the 

game if . The advantage of  is defined as: 

 

5. Fine-Grained Data Sharing System 

In this section, we describe the proposed fine-grained data 

sharing system. 

5.1 System Initialization 

The attribute center chooses a security parameter  and 

runs the following  algorithm to generate a system 

public parameter  and a master secret key . 

: Let  be cyclic multiplicative 

groups of prime order , and   be a 

bilinear map. Assume there are  attributes in universe and 

the universal attribute set is . 

Suppose each attribute has multiple values and the multi-

value set for  is . The 

attribute center chooses  and . For each 

attribute  where , the attribute center also 

chooses  and . Next it 

computes  and  

. Finally, the system public key is 

published as  

, 

and the master key is . 

5.2 User Registration 

When a new user applies to join the data sharing system, 

the attribute center generates an attribute secret key based 

on the  algorithm. 

: Let  

be the attribute list for the user who obtains the 

corresponding attribute secret key. The attribute center 

chooses , , and computes 

. If , set , else if 

, set . The attribute center 

computes . Finally, the attribute secret 

key is . 

5.3 File Upload 

Before uploading a file  to cloud storage servers, a data 

owner has to encrypt  with  based on a symmetric 

encryption mechanism to obtain a ciphertext . Then 

the data owner defines an access policy  for , and runs 

the following  algorithm to get a ciphertext  

of . At last, he/she sets  as the 

final ciphertext and uploads it to the cloud storage server. 

: To encrypt a message 

 under an access policy  , 

an encryptor chooses , sets , 

and computes , . Then for , 

the encryptor computes ,  if 

,  if , and   if 

. Finally, the ciphertext of  with respect to  is 

. 

5.4 File Download 

If a user wants to access a file, he/she first downloads the 

ciphertext . Then performs 

, 

and retrieves the file from  and  based on the 

symmetric decryption. 

: A decryptor checks 

whether  or not. If , the ciphertext  

can be decrypted as follows. If , set  and 

, else if , set  and . 

Then the plaintext is recovered as 

. 

6. Security and Performance Analysis 

In this section, the proposed scheme is proved to be secure, 

and the performance analysis is given. 

6.1 Consistency 

Suppose  and , we have 

. 
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6.2 Security Result 

In the proposed construction, files are encrypted based on 

a hybrid encryption mechanism [20]. To be specific, files 

are protected by a symmetric key, which is encrypted 

based on a ciphertext-policy attribute-based encryption 

scheme. Hence, we need to prove the security of CP-ABE. 

Theorem 1. The proposed CP-ABE scheme is secure in 

the IND-sCP-CPA model under the DBDH assumption 

without random oracles. 

Proof. Suppose there exists an adversary  that can attack 

the proposed scheme with advantage . We build a 

simulator  that can solve the DBDH problem with 

advantage . The DBDH challenger flips a fair binary coin 

 outside of ’s view. If , the challenger sets 

. Otherwise, it sets 

 for random . 

The simulation proceeds as follows: 

: The simulator  runs  and receives a challenge 

policy . 

: To generate a system public key,  sets , 

 and computes .  chooses 

 and does the following: 

 If , then ,  for 

, , ; 

 If , then , , ; 

 If , then , , . 

Finally,  sends  the system public key 

. 

:  answers ’s secret key queries as follows: 

 : Suppose  submits 

 in order to obtain a 

corresponding secret key. Only the case where 

 is taken into consideration.  chooses 

 and sets . Then 

.  computes  and  as 

follows: If ,  chooses  and 

computes , then sets 

= ; If 

,  chooses  and sets 

= . In 

addition,  chooses  and computes , 

then sets 

= . 

:  submits two challenge messages  and 

.  chooses  and sets 

. For ,  sets . 

In addition, for ,  sets 

, 

and does the following: if , then ; if 

, then ; if , then . 

Finally  sets , , and sends  the 

ciphertext 

, 

where  is a random coin. 

: The same as . 

:  outputs a guess bit . If ,  outputs 

 to indicate that it was given a DBDH tuple. 

Otherwise, it will output  to indicate that it was 

given a random tuple. In the case ,  gains no 

information about , and we have . 

Because  guesses  when , we have 

. In the case ,  

by definition. Hence we know 

. Since  guesses  

when , we have . 

Therefore,  can break the DBDH assumption with an 

advantage  as below: 

          

6.3 Attribute Extension 

In the proposed scheme, a new value can be added to the 

system after the setup phase. If the encryptor chooses a 

ciphertext policy associated with new attributes, the 

corresponding ciphertexts cannot be decrypted based on 

previous attributes. In order to successfully recover 

messages, the decryptor has to apply new attribute secret 

keys from the attribute center. In fact, in the proposed 

scheme, the encryptor computes  and the 

secret exponent  is split to a total of  secrets, which are 

used to generate other ciphertext components  

and . Obviously, the construction requires decryptors 

have the attribute secret key components for all the 

attributes appeared in the access policy. Suppose after the 

setup phase, there are four attributes  in the 

data sharing system. A user receives his/her attribute secret 

key  with . Then a 

new attribute  is added to the system. Suppose an access 

policy  is chosen 

by the encryptor. It requires the legitimate decryptor to 

have the value 1 for the new attribute . Hence, the above 
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user with  fails to recover messages because he/she 

cannot reconstruct the secret exponent  for decryption. 

Accordingly, the proposed data sharing scheme can 

support attribute extension. 

6.4 Performance Analysis 

In this section, we compare the previous CP-ABE scheme 

[11] denoted as NYO08 and the proposed scheme in terms 

of encryption cost and decryption cost in Figure 2 and 

Figure 3, respectively. 

 
Fig.2 Comparison of encryption cost. 

 

 
Fig.3 Comparison of decryption cost. 

Both schemes can support attribute extension. It’s noted 

that the vertical axis is log scale. For the sake of precision, 

the simulation experiments are performed based on the 

Stanford Pairing-Based Crypto library of version 0.5.14 

[21] and a Linux machine with 3.30 GHz 8 Intel Xeon(R) 

E3-1230 V2 CPU and 7.5 GB of RAM. In our experiments, 

we consider the worst case of access structures, which 

ensures that all the ciphertext components are involved in 

decryption. In fact, 100 distinct access structures are 

generated in the form of  with  

increasing from 1 to 100, where each component  is 

required for decryption. For each access policy, the 

experiment is repeated 50 times and the average values are 

used as the final result. Obviously, as for encryption 

efficiency, the proposed is more efficient that the NYO08 

scheme. Roughly speaking, both schemes have the same 

decryption efficiency. It is worth noting that only the 

proposed scheme is provably secure. 

7. Conclusions 

For the sake of data security in cloud computing, a fine-

grained data sharing scheme is proposed. The proposed 

scheme can simultaneously achieve provable security and 

support attribute extension. It is proved to be secure in the 

selective-policy model under the DBDH assumption. 

Performance analysis is made to show that the proposed 

scheme is suitable for realizing data sharing in cloud 

computing. 
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