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Abstract

Cloud computing is basically virtual pool of resources and it
provides these resources to its users via internet as services who
use them as when needed basis. On demands of user’s data
confidentiality and privacy the data is stored in cloud server as
encrypted. Ideally, to maintain the security of user’s data queries
should be processing over encrypted data. There are different
schemes recommended to support this issue. One of them is
Ordered Preserving encryption (OPE) which allows comparison
operations to be directly executed over encrypted data. This
paper surveys various encryption functions provided to support
querying over encrypted data, especially Order Preserving
Encryption.
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1. Introduction

Cloud computing is the emerging field in the modern era.
Cloud computing is defined as the set of resources or
services offered through the internet to the users on their
demand by cloud providers. It conveys everything as a
service over the internet based on user demand, for
instance operating system, network hardware, storage,
resources, and software. As each and every organization is
moving its data to the cloud, means it uses the storage
service provided by the cloud provider. There is a need to
protect that data against unauthorized access, modification
or denial of services etc [1].

The security problems with the outsourced databases can
be solved if the critical data are encrypted. By this way,
the service provider or an attacker only can see the
meaningless encrypted data. However, after encrypted, a
database cannot be easily queried. The problem of how the
service provider can process the queries is arises. It is not
acceptable to decrypt the entire database before
performing each query because the decryption might be
very slow for a large database and the decrypted database
is again at the risk of having its security and privacy
breached. Ideally, a query should be executed directly over
the encrypted database [2].
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This paper concentrates on various encryption algorithms
which used for processing queries over encrypted data to
support better security. And it focuses on order preserving
encryption algorithm, since the ordered encrypted data
allows comparison operations and range queries to be
perform over encrypted data. In fact [3], OPE not only
allows efficient range queries, but allows indexing and
query processing to be done exactly and as efficiently as
for unencrypted data. The paper organized as follow,
section 2 is cloud computing overview. Section 3 is about
encryption of outsourcing data that used to protect data in
the cloud. Finally, section 4 is about order preserving
encryption.

2. Cloud Computing

Cloud computing refers to applications and services that
run on a distributed network using virtualized resources
and accessed by common Internet protocols and
networking standards. It is distinguished by the notion that
resources are virtual and limitless and that details of the
physical systems on which software runs are abstracted
from the user [4]. Cloud computing is basically broken
down into three segments: "application" "storage" and
"connectivity." Each segment serves a different purpose
and offers different products for businesses around the
world [5].

In cloud computing, resources are provided as a service
over the Internet to customers who use them as when
needed basis [6]. As many organizations outsourcing their
data to the cloud, they need it to be secure and
confidential. In addition, rather than outsourcing our data
to the cloud server, we need to provide security to it.
Therefore, security is a biggest concern of users when
using cloud computing [7]. Security goals of data includes
[71, Authentication, Authorization, Auditing,
Confidentiality, Integrity, Availability and Non-
repudiation.
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3. Encryption of Outsourcing Data

Outsourcing data to cloud server leads to some security
problems. The fact that data owners and cloud server are
no longer in the same trusted domain may put the
outsourced unencrypted data at risk. The cloud server may
leak data information to unauthorized entities or even be
hacked [8]. Therefore, prevention of unauthorized access
to outsourced data is represented by encryption.

However, after encryption, the data isn’t easy to query.
Ideally, to maintain the security of data in cloud server a
query should be executed directly over the encrypted data.
To make this acceptable the data should be encrypted in
some way to satisfy performing the queries over encrypted
data like search and join queries. The following are some
techniques to clarify this idea:

3.1 Deterministic (DET)

A deterministic encryption scheme (as opposed to a
randomized probabilistic encryption scheme[9]) is a
cryptosystem which always produces the same ciphertext
for the same plaintext, even over separate executions of
the encryption algorithm. Examples of deterministic
encryption algorithms include the RSA cryptosystem
(without encryption padding), and many block ciphers
when used in ECB mode or with a constant initialization
vector [10].

Deterministic encryption permits logarithmic time search
on encrypted data, while randomized encryption only
allows linear time search, meaning a search requires
scanning the whole database. This difference is crucial for
large outsourced databases which cannot afford to slow
down search [11]. This encryption type allows the server
to perform equality checks, which means it can perform
selects with equality predicates, equality joins, GROUP
BY, COUNT, DISTINCT, etc [9].

3.2 Word search (SEARCH)

As The plaintext keyword search techniques are not
suitable for the cloud computing, the secure searchable
encryption scenarios were developed. They are followed
by indexing the each keyword in encrypted data file and
by associating the indexed file with the keyword [12].

The system proposes in [12] return the matching data file
when user searching input keywords exactly matching the
predefine keywords or the closest matching files if there
exist typos and/or format inconsistency in the searching
input. They use distance editing and wildcard_based
techniques to construct it. In [13], a system for Secured
Multi-keyword search (SMS) over encrypted cloud data
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(ECD). This keyword search technique allows users to
selectively retrieve encrypted files from cloud server. It
able cloud server to sends back only top-k documents that
are most relevant to the search query. [14] Shows a system
for Ranked keyword search that provides security and
efficiency. Data owner outsources data and index table in
encrypted form. When the server receives a query it
encrypts the query (by using the same encryption
algorithm that used to encrypt data) and compares it with
the encrypted keyword in the index table. SEARCH in [9]
is used to perform searches on encrypted text to support
operations such as MySQL’s LIKE operator. The
encryption does not reveal to the DBMS server whether a
certain word repeats in multiple rows, but it leaks the
number of keywords encrypted with SEARCH; an
adversary may be able to estimate the number of distinct
or duplicate words (e.g., by comparing the size of the
SEARCH and RND ciphertexts for the same data) [9].

3.3 Homomorphic encryption (HOM)

Homomorphic encryption is the conversion of data
into ciphertext that can be analyzed and worked with as if
it were still in its original form. It allows complex
mathematical operations to be performed on
encrypted data without compromising the
encryption. Homomorphic encryption is expected to play
an important part in cloud computing, allowing companies
to store encrypted data in apublic cloudand take
advantage of the cloud provider’s analytic services [15].

There are two types of homomorphic encryption: fully
homomorphic  encryption (FHE) and somewhat
homomorphic encryption (SHE) [16]. Each type differs in
the number of operations that can be performed on
encrypted data. FHE allows for an unlimited, arbitrary
number of computations (both addition and multiplication)
to be performed on encrypted data. SHE cryptosystems
support a limited number of operations (i.e., any amount of
addition, but only one multiplication) and are faster and
more compact than FHE cryptosystems [16].

3.4 Order Preserving Encryption (OPE)

In this scheme, the i™ value in the plaintext domain is
mapped to the i" value in the ciphertext domain, such that
the order between plaintexts is preserved between
ciphertexts [2]. Order Preserving Encryption (OPE) allows
performing order comparisons, so it ensures that
ciphertexts retain the order established between plaintexts.
So, if a field is encrypted in this way, SQL range queries
can still be performed efficiently [17]. The server can also
perform ORDER BY, MIN, MAX, SORT, etc [9].

The rest of the paper focuses on the Order Preserving
Encryption (OPE). Since the ordered encrypted data
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increases the speed of search operation and allows
performing order comparisons over encrypted data while
maintaining reasonable degree of security.

4. Order-preserving symmetric encryption
(OPE)

The important class of methods to realize search is by
using order preserving encryption (OPE) schemes. An
OPE scheme is a deterministic symmetric-key encryption
scheme that preserves the order of the plaintexts [18]. The
concept of order-preserving symmetric encryption (OPE)
was proposed in the database community by Agrawal et al.
[19].

The reason for new interest in such schemes is that they
allow efficient range queries on encrypted data. That is, a
remote untrusted database server is able to index the
(sensitive) data it receives, in encrypted form, in a data
structure that permits efficient range queries [3]. It allows
comparison operations to be directly applied on encrypted
data without decrypting the operands. Thus, equality and
range queries as well as the MAX, MIN, and COUNT
queries can be directly processed over encrypted data.
Similarly, GROUP BY and ORDER BY operations can
also be applied. Only when applying SUM or AVG to a
group do the values need to be decrypted [19].

OPE is a weaker encryption scheme than DET because it
reveals order [9]. It is not a perfectly secure encryption
scheme since ciphertexts inevitably leak the order
information of the plaintexts [18]. An OPE scheme can
therefore be a good choice when it is necessary to
simultaneously maintain a reasonable performance for
range query processing and to achieve a certain degree of
security [18].

At the server side, there are different styles to preserve the
order of outsourced encrypted data. A reasonable way to
preserve the order of encrypted data is by arranging the
ciphertexts in alphabetical or numerical order, as in [3]. To
understand the idea behind this, consider the following
encryption scheme explained in [19]: Generate |P| unique
values from a user-specified target distribution and sort
them into a table T. The encrypted value c; of p; is then
given by ¢; = T[;]. That is, the i" plaintext value in the
sorted list of |P| plaintext values is encrypted into the i"
value in the sorted list of |P| values obtained from the
target distribution [19].

Sequential scan may not be efficient enough when the data
size is large [20]. To deal with this problem another
scheme is proposes. To preserve the order of encrypted
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data in cloud server another scheme is to have the encoded
values organized at the server in a search tree [21].
Interestingly, one common form of tree construction is the
binary tree (it has logarithmic worst-case cost for insert,
delete, and lookup). The ciphertexts are arranged in the
tree based on the order of the plaintext values, Called the
OPE Tree. We can see that the plaintext values in the left
subtree of each node are smaller than the node value, and
the values in the right subtree are larger [21].

To understand the tree construction we illustrate the MIT’s
example in [21], which called mutable Order Preserving
Encryption (mMOPE). They use b_tree to construct ordered
values. Figurel is the MIT’s example to explain their
approach. The client will help the server find the location
in the tree where to insert a value. To illustrate how the
client does this, suppose the client wants to encode 55
using the tree state shown in Fig. 1. The client first
requests the root node of the tree, and the server returns
x93d12a, which the client decrypts to 32. Since 55 > 32,
the client requests the right child of the root from the
server, and the server responds with x27716¢, which the
client decrypts to 69. Finally, the client requests the left
child of the last node requested, and the server responds
that there is no such child. This means that the client can
insert a new node in this position, containing the DET
encryption of 55[21].

x93d12a = _g

/\

x93d12a ' =p X27716c | —g

/\

x54256e - _y, Xc7asee | —og

Figure 1. [21] Overview of mOPE’s data structures. Each node in the
OPE Tree contains a DET ciphertext (the hexadecimal value); for the
reader’s information, the gray block shows the corresponding plaintext
value, but this is not stored in the tree.

Table [1] summarizes the advantages and disadvantages of
preserving order of encrypted data in cloud server as it
mention earlier.
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Table 1 advantages and disadvantages of preserving order of
encrypted data.

Provide security.

Increase

operations.

the performance of the search
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