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Abstract 
In this paper, the authors propose a new key generation algorithm 

based on using a binary image. The proposed algorithm converts 

16×16 binary array representing the digital image into 4×4 array, 

then it converts the new generated array into 4×4 decimal array. 

The decimal array and the left diagonal of the original array are 

then used to generate the public key that is used to encrypt the 

data to be sent for the receiver. The proposed algorithm is also 

used in the receiver side to generate the private key used to 

decrypt the encrypted data. 

Keywords: Cryptography, Public Key, Private Key, Key 

Generation, Symmetric, Asymmetric. 

1. Introduction 

Cryptography has been used for centuries to protect 

sensitive information and maintain the secrecy of 

transmitted messages. History indicates that since the days 

of the Romans and even in previous civilizations 

cryptography has been in use [1]. Nowadays, with the rapid 

technological advancement in the current Internet age, the 

importance in privacy is more than ever, people are 

interested in protecting their information for different 

reasons. This, in turn, has led to a heightened awareness of 

the need to secure data and resources from hacking and 

intrusion. Many lessons were learnt from the ignorance of 

security measures over Internet [2]. Now cryptography has 

become mandatory and it is considered a basic building 

block for the security of any computer system or network. 

 

In the past, cryptography was mostly concerned about 

keeping the information confidential by using secret 

codes[1]. Nowadays, in addition to confidentiality, other 

cryptographic security services such as authentication, 

authorization, access control and integrity are quite 

common to provide security at different abstraction 

levels[2,3]. 

 

In this paper, we propose an algorithm to generate 

cryptographic key that will be eventually used to provide 

data confidentiality. Confidentiality is a service to maintain 

the contents of information accessible to only those 

authorized to have it. Encryption is performed on plain data 

to produce cipher data. The reverse process is known as 

decryption. An encryption algorithm or cipher is used to 

achieve confidentiality. A key is used during the encryption 

and decryption process. Encryption algorithms may be 

symmetric or asymmetric [4,5,6]. 

 

In symmetric key cryptography the same key (K) is used for 

both encryption and decryption as shown in Figure 1. The 

sender encrypts the plain data with key 'K' and sends the 

cipher data to the receiver through unsecured channel. On 

the other side, the receiver decrypts the cipher data, again 

using the same key 'K', back into its original form. The key 

should be kept secret and only shared via a secure channel 

between both the sender and the receiver. 

Another kind of cryptography algorithms uses a key pair, 

one key for encryption (public) and the other (private) for 

decryption. These algorithms are called asymmetric key or 

public key algorithms. The encryption key, also known as 

public key, can be made public for anyone to do the 

encryption, but only the owner of the decryption key, also 

Fig. 1 Symmetric Key Encryption 
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known as private key, can decrypt and read the cipher 

messages. 

 

Figure 2 below, illustrates the asymmetric key encryption 

using key pair K1 (public key) and K2 (private key). Public 

key K1 can be made public and can be shared by many 

users through unsecured channel. Given a key pair, it is 

computationally, difficult to derive one key from the other; 

the difficulty depends on the size of the key [7]. 

 
Fig. 2 Asymmetric Key Encryption 

The asymmetric key algorithms are slower than symmetric 

key algorithms as they use large key sizes and complex 

mathematical functions for encryption and decryption. 

 

For instance RSA public key algorithm uses l024-bit key 

and uses modular exponentiation and multiplication of 

larger prime numbers [2]. Public key algorithms are mainly 

used for authentication, key exchange, digital certificates 

and digital signatures. On the other hand, the symmetric key 

algorithms are used for high-speed bulk data encryption 

since they are fast as they use small key size. 

1.1 Symmetric Key Encryption  

As we mentioned earlier, symmetric key encryption uses the 

same key for both encryption and decryption as shown in 

Figure 1.  

 

Most of the encryption algorithms are based on the 

following general principles [2]:  

• Substitution: in which each element in the plaintext is 

mapped into another element. 

• Transposition: in which elements in the plaintext are 

rearranged by means of shifts and rotate. 

• Exclusive OR: in which elements in the plaintext are 

manipulated according to the truth table of XOR gate. 

 

Many systems, involve a combination of substitutions, 

transpositions and, XOR transforms. 

The rest of this paper is organized as follows: In Section 3, 

a brief overview of the related previous studies in which a 

number of researches that deal with key generation, 

encryption and decryption are presented. Section 4 

illustrates the proposed algorithm. Section 5 presents the 

experiment and discuses its results. Finally, conclusions are 

provided in Section 6. 

2. Previous Works 

This section introduces a review of some related works that 

were previously published in key generation field. 

Manikandan et. el. [8] proposed in there paper a key 

generation method based on image. The proposed method 

generates dynamic/complex keys and tries to avoids key 

sharing issues, (i.e. transmission noise and brute force 

attack). The first step of the proposed method is getting a 

unique character set from the user. Then an alphabetical 

tree like structure is formed using this unique character set. 

The authors choose a non-volatile image in public web sites 

to avoid image sharing to generate the key. To test their 

method, the authors formulate a lookup table containing a 

non-volatile image taken from a public websites and 

mapped it using an electronic code book combined with a 

unique character set for particular date and day. The authors 

claimed that their combined and dynamic approach of 

generating the key makes the generated key efficient and 

untraceable. 

 

Srikantaswamy, and Phaneendra [9] presented in their paper 

an advanced encryption technique that combines both the 

features of substitution and transposition. Their algorithm 

uses five different key values; each one was used to 

substitute the corresponding plaintext characters in 

association with addition operation. The user of the 

algorithm first defined the basic key value, and then the 

next one is sets to be twice as of the previous one. The 

algorithm then uses a transposition technique that was 

employed by left shifting each bit of the tested data. The 

authors tested their algorithm and claimed that it provides 

an appreciable data security and requires minimum coding 

and involves less processing delay. 

 

Solanki and Patel [10] tried to enhance the digital data 

security by introducing a biometric key generation method. 

The authors proposed a biometric key dependent 

cryptosystem in order to ensure the security of the system, 

they use fingerprint features as a key in a cryptosystem.  

The method extracts the features of the fingerprint and then 

generates a key using these features. The key is then used in 

digital signature to convert plain text into digital signature 

in asymmetric cryptography. The authors said that using 
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fingerprint minutiae to generate a biometric key has 

produce an irrevocable and unique key, which can provides 

a better protection and replacement features for lost or 

stolen biometrics.  

 

Jagadeesan et. el. [11], tries to integrate the volatility of the 

user's biometric features into the generated key, in order to 

generate key that is an unpredictable to hackers. In their 

paper, the authors proposed a new approach based on 

multimodal biometrics, iris and fingerprint, to generat a 

secure cryptographic key. Then the security of the key 

enhanced using the difficulty of factoring large numbers. 

The first step of the proposed algorithm is extracting the 

features of the fingerprints and iris images respectively. 

Then, a multi-biometric template is obtained by fusing the 

extracted features at the feature level. At the final stage the 

multi-biometric template is used to generate a 256-bit 

cryptographic key. The authors examine their algorithm 

using the fingerprint images obtained from publicly 

available sources and the iris images from CASIA Iris 

Database. The results of their experiments the generated 

key is capable of providing better user authentication and 

better security. 

 

P. Balakumar and R. Venkatesan in their paper [12] use tow 

combined biometric features; fingerprint and iris to 

generate a cryptographic key. They begin their proposed 

method by extracting the fingerprints features; which needs 

to enhance the fingerprint image by normalizing, estimating 

the orientation, filtering and finally thinning the image. 

Then the minutiae features of the image are extracted, then 

they use mapping function to obtain the minutiae points, 

and finally, the lock/unlock data is extracted. Also the Iris 

features are extracted using localization and normalization 

process. Fusion process is then used on the four vectors 

obtained from previous step by shuffling, concatenating and 

merging of each individual feature vectors. The final 

process of the proposed algorithm is using the fused 

biometric features to generate the  k-bit cryptographic key. 

The authors tested their algorithm on biometric features 

obtained from 100 persons. Then they used False Rejection 

Rate (FRR) and False Acceptance Rate (FAR) parameters 

to evaluated their algorithm. The authors claimed that the 

experimental result shows that their proposed algorithm 

results in better security than the existing techniques. 

 

Sahu et. el. [13] proposed an encryption scheme used for 

large amounts of data using a new key generation 

algorithm. Their key generation algorithm is based on 

processing a digital image after dividing it into pixels. At 

the end of the process, the rms value of the image pixels is 

calculated and converted it into ASCII equivalence to 

generate the key that is used as the password of the 

encryption process. The authors claims that their proposed 

algorithm is characterized by many features such as loss-

less image encryption, asymmetric public key encryption, 

and a reliable security. 

 

A. Soni and S. Agrawal [14] proposed a new key generation 

method using Genetic Algorithm (GA). The proposed 

algorithm generates a random number using the system 

current date. The GA steps, crossover and mutation, is then 

applied on the generated pseudo random number to 

formulate a new number, which will be the secret key used 

for encryption. Symmetric key algorithm AES is used for 

encryption images process. The authors argue that their 

proposed algorithm will increase the efficiency of key 

generation because of reducing computation time and the 

robustness against hackers attacks. 

3. Proposed Algorithm 

The proposed algorithm consists of three phases. The first 

phase is generating the public key using a digital image. 

The second phase is using the generated public key to 

encrypt the data to be sent to the receiver. In the final phase 

the receiver uses the same key generating method to 

generate the private key in order to use it to decrypt the 

encrypted data. 

 

Phase 1: Public/Private Key Generation 
This section describes the method used to generate the 

public key which will be used in data encryption process, 

the same method will be used by the receiver to generate 

the private key that is used to decrypt the sent encrypted 

data. This phase is consists of 6 steps as described next, and 

as shown in the following figure 3: 

1. Read the 16x16 bits binary image [A]. 

2. Group each 4x4 bits from array [A] into one element in 

a new 4x4 array [B] by concatenating each column and 

converting it to the equivalent decimal number. 

3. Convert the original array [A] left diagonal into the 

equivalent decimal number and divide the resultant 

number by 16, the answer will be named (K). 

4. Divide array [B] by the number (K) to generate array 

[B]'. 

5. Find the sum of each row elements of array [B]' and put 

the results into new 1x4 array [C]. 

6. Concatenate array [C] elements to generate the 

public/private key. 
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Fig. 3 Public / Private Key Generation Phase 

 

Phase 2: Data Encryption Phase 
This phase describes the data encryption method used by 

the sender to encrypt the data. figure 4. Shows the 

encryption phase steps: 

1. Read the original data 

2. Generate public key from image as in phase 1 

3. Encrypt original data using public key generated in 

previous step. 
4. Send encrypted data to receiver. 

 

 
Fig. 4 Data Encryption Phase 

 

Phase 3: Data Decryption Phase 

The last phase of the proposed algorithm describes the steps 

of decrypting the received data. This phase uses the same 

key generation method used in phase 1 to generate the 

private key in order to use it in data decryption process. 

Figure 5 shows the complete steps: 

1. Read encrypted data. 

2. Read binary image sent by the sender. 

3. Generate private key from the binary image as in 

phase 1. 

4. Decrypt ciphered data using private key generated in 

step 3 

 

Fig. 5 Data Decryption Phase 

4. Experiment and Results  

The proposed algorithm was experimented using 16X16 

bits binary images. Below are the experiment steps: 

 

• Obtained the original binary image 

 
Fig. 6 Original 16X16 Binary Image 
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• Generating Array [B] from original Image 

 
 

 

 

Fig. 7 Generating Array [B] 

 

• Array [A] left diagonal = 0110 1001 1111 0101 

• Converting left diagonal to decimal = 27125 

• Generating K = 27125 / 16 = 1695 

• Dividing each element in Array [B] by K to generate 

array [B]' 

 
Fig.8 Generating Array [B]' 

 

• Generating Array [C] by adding each row elements 

in Array [B] 

 
Fig.9 Generating Array [C] 

• Generating the public/private key by concatenating 

array [C] elements (K) =481095085 

4. Conclusions 

In this paper the authors proposed a new algorithm to 

generate the public key used in encrypting data using a 

digital image. The proposed algorithm converts the digital 

image into a 16×16 binary array, and then the array is 

grouped into 4×4 binary array. The left diagonal elements 

of the original array are used to generate a unique number 

to use it in the final step of generating the public key. After 

using the generated public key to encrypt the data, the 

original image and encrypted data is sent to the receiver 

who will use the original image to generate the private key 

used to decrypt the encrypted data. The proposed algorithm 

was tested using various binary images and the results show 

the success of the algorithm to generate a robust and secure 

symmetric key that can be used for encryption process, with 

high complexity for being attacked by hackers. 
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