IJCSI International Journal of Computer Science Issues, Vol. 11, Issue 4, No 2, July 2014
ISSN (Print): 1694-0814 | ISSN (Online): 1694-0784
www.lJCSl.org 125

Optical Encryption Techniques: An Overview

M.A. Mohamed?, A.S. Samarah?, M.1. Fath Allah?

! Faculty of Engineering-Mansoura University-Egypt

2 Delta Academy of Science for Engineering and Technology-Egypt

ABSTRACT

Over the years extensive studies have been carried out to apply
coherent optical methods in real time communications and
multimedia transmission. This is especially true when a large
amount of information needs to be processed. The transmitted
data can be intercepted by non-authorized people; this explains
why considerable effort is being devoted at the current time to
data encryption and secure transmission. In this paper, a
literature survey of the performance and methodology of some
recent optical encryption techniques will be presented. These
techniques have been applied on different applications.
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1. Introduction

Any commercial, military, and/or civil communication
system should have at least a minimum security level,
which depends on the nature of the application, and
acceptable transmission rates [1]. Over the years intensive
research has been directed toward coherent optics,
especially the issues of compression and encoding,
because of the potential for new technological applications
in telecommunications [2]. Since optical techniques
appear as practical tools in securing and validating
information, researchers done significant efforts to
investigate these techniques under the insight of
cryptoanalysis [3]. Optical encryption has reached a level
of maturity recently with the publication of realistic
attacks that exploit its inherent weakness of linearity [4-6].
This serious security problem associated with repeated use
of the same key can be defended against through the use
of modes of encryption [7], which promise to make
optical encryption a viable symmetric cryptosystem [4].
To encourage widespread use, the field of optical
encryption should offer a cohesive and fully featured suite
of practical and unique applications [4]. A single frame
work for the different applications will allow a single
optical hardware arrangement to support this wide range
of applications without modification [4]. Optics system
can provide many degrees of freedom to handle
parameters such as amplitude, phase, wavelength, and
polarization [8]. The next of this paper is organized as
follows; section-2 provides the related work, section-3

introduces optical encryption methodologies, and section-
4 presents conclusions.

2. Related Work

Image processing tools as well as spectral algorithms,
based on spectral filtering, have been used to encrypt
images. In [9, 10], they proposed a method using a
random phase. A multiplication of the image spectrum by
a pseudo-random phase is applied. Fractional Fourier
transform (frFT) was the key element in other optical
encryption algorithms [11, 12]. In such circumstances,
hacking is easily performed by finding out this parameter.
The multiplexing basic principle consists on encrypting
several images into a single package in order to not only
to bring the change for multiple users, but also to increase
data security. In case of using a single encoding mask, the
problem for the end user will be the cross talk among the
overlapping of decoded images. To avoid this cross-talk, a
classical solution involves setting the encrypting optical
parameters in a way to define separately the encoded
images or to modify the encrypting machine. So far,
multiplexing methods were performed such that the
encrypted images are completely uncorrelated. In this
case, the main issue is the superposition of the decrypted
information over the non-decrypted data, this last acting as
noise. Several multiplexing encryption methods were
proposed, for instance, wavelength multiplexing [13],
multiplexing by random-phase mask shifting [14],
modifying the polarization state [15], or using multiple
apertures that changes between exposures [16, 17].

For 3D objects, optical encryption has been demonstrated
[18], and also a hologram watermarking technique can be
regarded as a restricted example of multiplexing two such
objects [19]. Although a hierarchical optical security
system has been reported [20], in this case the decryption
key consists only of a small sequence of scalars. A multi-
level image encryption method has also been proposed
based on cascaded multiple-phase retrieval by an iterative
Fresnel transform algorithm [21].

In another communication [22], in order to increase the
data security transmission, a multichannel puzzle-like
encryption method was proposed. In that method, the
input information is decomposed and each decomposed
part is encrypted separately. To retrieve the whole
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information, the properly decrypted channels are
composed. Using the full capacity of both amplitude and
phase of an object as separate channels, an encryption
scheme was proposed [23]. In this scheme, different
information can be coded in amplitude and phase, in such
a way that an amplitude-authorized user can receive the
phase encoding but without the appropriate key is unable
to read it.

In a recent communication [24], a method of image
encryption has been proposed that can encrypt a set of
plaintexts into many similar cipher texts. In optoelectronic
systems [25-27], attempts to conceal the delay time by
choosing it close to a characteristic time of the system,
such as the fast time-scale of the filter, will not be
successful since in this parameter region the system is not
chaotic. In a first attempt to conceal the delay time in
electro-optical systems, a cascaded system consisting of a
combination of an all-optical system [28] and opto-
electronic phase-chaos system [25] has been proposed
[29]. Optical image encryption with the ability of multi-
dimension and parallel processing becomes a focus since
the pioneer work [30] about optical encryption based on
double random phase encoding was proposed by Refregier
and Javidi. Unnikrishnan [31] extended this technique to
the fractional Fourier domain, and then the frFT is widely
used in image encryption due to its good properties and
feasibility with optical implementation [32, 33, 34, 35,
36].

Qing Guo [32] proposed a novel adaptive watermarking
algorithm based on random fractional Fourier transform.
Sanjay Rawat and Balasubramanian Raman [33] applied
fractional Fourier transform and visual cryptography to a
copyright protection scheme. Linfei Chen [34] introduced
frFT into multiple image encryptions and watermarking
technique. However, many transforms, including frFT, are
linear and relatively weak against some common attacks,
for example, chosen- and known-plaintext attacks. The
vulnerability of the double random phase encoding
method against chosen-cipher text attacks has been
demonstrated in [37]. Recently, chaos-based encryption
methods have been popular [38] and hybrid in optical
communication [39, 40].

3. Optical Encryption Methodologies

In this section, several optical encryption techniques will
be introduced. The problem statement, the main
objectives, and the main idea of each methodology will be
studied.

3.1 All Optical Video Image Encryption

In the last two decades, wireless communications have
been introduced in various applications. However, the
transmitted data can be, at any moment, intercepted by
non-authorized people [1]. In order to secure data
transmission, one should pay attention to two aspects:
transmission rate and encryption security level. In this
manuscript, these two aspects have been addressed by
proposing a new video-image transmission scheme. The
new system consists in using the advantage of optical high
transmission rate and some powerful signal processing
tools to secure the transmitted data [1]. The main idea of

this approach is to secure transmitted information at two
levels: (i) the classical level by using an adaptation of
standard optical technique, and (ii) the spatial diversity, by
using independent transmitters; in this level, a hacker
should intercept not only one channel but all of them in
order to retrieve information. At the receiver, independent
component analysis (ICA) algorithms can be easily
applied to decrypt the received signals and retrieve
information [1]. The transmission encryption/decryption
scheme of this technique is depicted in Fig. (1).
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Fig. (1) Encryption/Decryption Scheme
The summary of how the video sequence can be encrypted
and decrypted using ICA techniques is illustrated in Fig.

) [1].
3.2 Grating Modulation & Multiplexing

Mixing
System

The concept of an all-optical encrypted movie has been
introduced for the first time. This movie joints several
encrypted frames corresponding to a time evolving
situation employing the same encoding mask. Thanks to a
multiplexing operation the encrypted movie information
could be compacted into a single package. But the
decryption of this single package implies the existence of
cross-talk if the encoded information doesn't be
adequately pre-processed before multiplexing [3].

This approach has been used to introduce an external tool
that allows one to spatially separate the different frames
Fi. For this reason in step 2 of Fig. (3), a physical grating
G; has been introduced in contact with each encrypted
frame E;, and the grating has been rotated for the different
frames. In this way, different spatial “labels” for each
frame have been assigned. Once this procedure is
accomplished, all frames will be multiplexed. The
multiplexing operation results from the addition of the
modulated encrypted information obtained by the grating
attaching procedure for each encrypted input frame. In
general, this procedure will be extended to not only the
grating rotation but also to a simultaneous pitch variation
in a way to expand the possibilities to increase the number
of “labeled” frames [3].

In this regard, a grating modulation has been introduced to
each encoded image, and then all of these encoded images
have been multiplexed. After appropriate filtering and
synchronizing procedures applied to the multiplexing, the
movie could be decrypted and reproduced. This movie is
only properly decoded when in possession of the right
decoding key. The new concept thus involves the idea of
encoding a dynamic situation. Besides, to retrieve the
complete dynamic input information, it is necessary not
only to properly decrypt the images but also to compose
them [3]. The encryption process (step 1) as well as theta
speckle modulation and multiplexing (step 2) s
demonstrated in Fig. (3) [3].
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where R: is the random phase mask, Fi: is the i" frame, R";
is the key mask, Ei: is the i encrypted frame, and Gi: is
the i" amplitude grating [3]. The filtering process is
illustrated in Fig. (4). A Fourier transform of the input
reveals the existence of paired spots belonging to each
“labeled” frames located a different spatial positions.
These positions depend on the pitch and orientation of the
“labeling” grating [3].

Video Sequence

of modes of encryption [42]. In this methodology, a basic
optical encryption that admits several cryptography
applications based on multiplexing has been presented [4].
Users can decrypt different private images from the same
encrypted image, a super-user can have a key that
decrypts all encrypted images, and multiplexed images
can be encrypted with different levels of security. This
system is presented in the context of a general framework
of optical encryption application development.
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Fig. (2) Encryption/Decryption System using ICA

3.3 Optical Encryption with Multiple Security Levels

The serious security problem associated with repeated use
of the same key can be defended against through the use

A real-world three-dimensional scene has been illustrated.
It has been captured with digital holography, and
encrypted using the fractional Fourier transform, where
different users have access to different three dimensional
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objects in the scene [4]. The schematic diagram of this
technique is obtained in Fig. (5) [4].

Step 1 Step 2

M

Modulated
speckle pattern

Fig. (3) The main procedure steps
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Fig. (4) Filtering Process
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intrinsic delay time concealment and digital key
selectivity provides the basis for a large enhancement of
the confidentiality in chaos-based communications [41].
Flexibility and parameter concealment are necessary to
achieve a good degree of security. In particular, the
systems  usually  considered  for  chaos-based
communications leverage on delay to generate high
dimensional chaotic carriers on which the message is
encoded [41]. The proposed setup is illustrated in Fig. (6)
where; SL: is the Semiconductor Laser, PM: is the Phase
Modulator, MZI: is the imbalanced Mach-Zehnder
Interferometer, PD: is the Photodiode, x1(t) and x2(t) are
the dimensionless output voltages of the RF drivers for the
external and the internal loops while R(t) and m(t) are the
pseudo-random bit sequence and message, respectively.
Sub-index 1 refers to the loop whose output is transmitted
while 2 refers to the internal loop [41].

Fig. (6) Transmitter & receiver setup in the parallel
configuration

3.5 Encryption Based on Cat Map & frFT

With the development of the multimedia technology, more
and more important information comes from video and
images [8]. The security of video and image information
over internet becomes a serious issue. In this technique, an

Encrypted
image image encryption method based on chaos and fractional
L Fourier transform (frFT) has been proposed. The original

image is first multiplied by random phase generated by
logistic map and sequentially transformed by the
fractional Fourier transform. Then the pixels of the
transformed image are scrambled using two-dimensional

cat map. The parameters of chaos function play an
important role as keys in this proposed encryption method
[8]. The block diagram of encryption process is shown in

Fig. (7) [81.

output Input nogypted
Conjugate RPM,, Image Mage
Fig. (5) Schematic of (a) the encryption system, and (b) the
decryption system Phase Phase
Mask Mask

3.4 Electro-Optic Phase Chaos System

An electro-optic phase chaos system with two feedback
loops organized in parallel configuration such that the
dynamics of one of the loops remains internal has been
considered [41]. This configuration intrinsically conceals
in the transmitted variable the internal delay times, which
are critical for decoding. The scheme also allows for the
inclusion, in a very efficient way, of a digital key
generated as a long pseudorandom binary sequence. A
single digital key can operate both in the internal and
transmitted variables leading to a large sensitivity of the
synchronization to a key-mismatch. The combination of

Fig. (7) Encryption Process

4. Conclusions

Due to the importance of information security issue, this
paper has concentrated on study of different optical
encryption techniques. The main ideas of some optical
encryption techniques have been introduced. In the future,
the fusion or mixing between some of these techniques
can be applied to get better performance.
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