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Abstract 

Seamless and efficient access to remote devices is imperative in 

the network operations of a smart grid. Traditional management 

mechanisms will have to be modified in order to sustain networks 

such as the ones utilized in the smart grid and the types of devices 

lying on them. Current multi-domain collaborative environments 

not only need to have cross-domain authentication measures, it 

will also be necessary to manage decentralized secure domain 

interoperation which will make the schemes scalable and more 

equipped to handle the growing smart grid devices. These 

networks must also have lightweight and effective entity 

authentication mechanisms for remote access to the networks. This 

paper will survey remote access techniques and authentication 

techniques in the smart grid. 

Keywords: Smart Grid, Remote Access, Domain, 

Cryptography, Efficiency. 

 

I. INTRODUCTION 

 

EMOTE access has received much attention especially 

in the smart grid landscape due to the wireless and 

distributed nature of current industrial control systems 

(ICS) and their functional networks. When considering the 

geographical, operational, and logistical constraints in an 

environment such as the smart grid, attributes such as 

interoperability, openness, scalability, simplicity and 

security must all be considered and addressed [1]. A valid 

and secure remote access policy will assist in completing 

these requirements, but the implications of communications 

crossing the physical confines of their immediate network 

while accomplishing these benefits, inevitably brings about 

additional security requirements. Even at this point in the 

smart grid evolution many devices, especially in the 

customer domain, are not only ill-equipped with measures to 

be universally accessible through secure means, but also 

lack sufficient and efficient security measures and policy 

enforcement. Some of this can be attributed to customer 

lack of knowledge, while in other instances; vendors are not 

required to build their devices with the best security features 

standard. The remote access problem is exacerbated in the 

smart grid’s distributed  

 

 

 
 

 

architecture where devices on which its operation depends 

on are unmanned and not necessarily continually monitored 

and serviced. 

The smart grid also means multi-domain collaboration, 

enhanced authentication measures, and well-defined 

authorization policy. All of this must be pieced together in 

an efficient manner so as to maintain the requirements for 

the resource constrained and legacy devices operating in the 

network. Networks servicing a smart grid cover large 

geographical areas and are composed of devices which have 

specialized purposes and needs. This normally means that 

functionality is spatially compartmentalized and devices 

with certain functionality are remote resources to devices in 

need of it. Since this feature is very important to a smart 

grid, remote access policy and securing these methods takes 

center stage.  

Most means of securing computing components in 

distributed architectures requires cooperation of several 

security principles and methods. [2] points out that 

integration of security components in a smart grid is lacking 

in current literature and that while individually well-

documented, a more holistic approach must be addressed. 

With that in mind, this paper considers multiple angles 

dealing with remote access including authentication, 

authorization, cross-domain controls, and federation. 

  

II. BACKGROUND 

 

A smart grid can be described as the currently ongoing 

cyber and physical infrastructure upgrades to the power grid 

that is in place. This allows the grid to diagnose and heal 

itself, dynamically integrate renewable energy from various 

sources which helps relieves dependency on centralized 

generation, providing the customer more control over 

electricity demand and cost [3]. The National Institute of 

Technology and Standards (NIST) defines six key areas 

which make up the grid below [4]: 

 

• Bulk Generation Domain 

• Transmission Domain 

• Distribution Domain 

• Operations Domain 

• Service Provider Domain 

Secure Remote Access to Devices in a Smart Grid 

Eric McCary1  
1Department of Computer Science, The University of Alabama 

Tuscaloosa, Alabama, 35401, US  

R 

IJCSI International Journal of Computer Science Issues, Vol. 11, Issue 1, No 1, January 2014 
ISSN (Print): 1694-0814 | ISSN (Online): 1694-0784 
www.IJCSI.org 221

Copyright (c) 2014 International Journal of Computer Science Issues. All Rights Reserved.



  

• Customer Domain  

 

With the cyber make-up being considered a network of 

networks, and many of the networks belonging to the grid 

being connected by the internet, it is novel that they have 

the capability to contact remote networks securely. This will 

require preparations to be made with each device requiring 

communication to remote devices whether the reasoning be 

for management, monitoring, or information passing to 

devices on remote networks. 

        

A. Security Requirements in the Smart Grid 

 

The vulnerabilities in an ICS such as those in a smart grid 

and the networks that it services are extensive due to the 

availability of the networks and devices connected to those 

networks as well as the criticality and sensitivity of the data 

transported on it. The reliability in these environments is 

dependent on the reliability of the control and 

communication systems located therein, and the more 

sophisticated the methods of communication used in the 

grid are the more complex the security solution will have to 

be to provide the same level of security. In the next sections, 

the primitives of security will be discussed as well as the 

authentication of the entities in need of access. 

Many security solutions have been proposed in traditional 

and industrial information technology (IT) networks, and 

many have been sufficient in mitigating particular threats. 

However, these security mechanisms do sufficient for smart 

grid control and automation networks. Smart grid network 

security objectives differ in the sense that the integrity and 

availability of the data is most important as opposed to the 

data confidentiality being the first concern. 

It is also important to understand that the architecture 

which needs to be secured differs from traditional IT 

networks as the network structure and types of devices are 

normally different. Software on the systems in use have 

been proprietary modified Unix-based or Windows systems 

with different requirements and application program 

interfaces (APIs). Networking protocols in use may be IP, 

but in many portions of the grid, the communication 

protocols differ. Table 1 gives a detailed list of networking 

protocols in the smart grid. 

 

Communication Protocol Description 

  

Zigbee 2.0 For use in HAN for device 

communication 

IEC 61107/62056 Smart meter communication 

protocol 

ANSI C12.* Smart meter and HAN 

device communication 

protocols 

HomePlug Suite of specifications for 

communication over home 

electrical wiring 

M-Bus Protocol for remote metering 

Modbus Standard for communication 

in industrial devices 

OPC Protocols Open standard specification 

for publish/subscribe 

procedure 

DNP3 Substation device 

automation 

IEC 60870 Outlines control messages  

IEC 61850 Outlines communications 

between transmission and 

distribution domains in 

automation and security 

Table 1: Smart Grid Networking Protocols 

 

The differing communications infrastructures means that 

current security mechanisms will either need to adapted or 

cannot be used in these areas. Therefore it is difficult to 

develop common network-based security solutions for grid 

applications [5]. Taking this into consideration, it is easy to 

understand that security requirements differ in these two 

infrastructures. These requirements and differences are 

discussed in [6,7]. 

 

1) Confidentiality 

 

The networks in the smart grid transport and create 

sensitive data. This data can be easily used to either 

immediately gain identity information about the customer in 

a specific location, or to glean information about their 

actions at the specific times that they are performing them. 

This can harbor dire consequence for a customer that for 

instance, takes regularly scheduled vacations and leaves 

their homes unoccupied and available for a malicious 

individual such as a thief to act uninhibited. Solutions to 

this can be found in appropriate encryption on the data 

where needed. One mistake that utilities and network 

administrators have made about network data encryption in 

the past is that it is safe for closed networks to operate on a 

trust basis and therefore not implementing encryption on 

data. But with the network of networks infrastructure of the 

smart grid assures, most networks interface with another, 
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and at some point there will be an internet interface which 

can have certain vulnerabilities. 

Due to the resource constrained nature of many of the 

devices on smart grid networks, conventional encryption 

methods would have efficiency hindering on the operation 

of the devices that are receiving and sending encrypted 

messages. The encryption protocols used must be secure 

while simultaneously allowing the devices to achieve their 

principal purposes. 

 

2) Integrity 
 

All information on smart grid networks, like any other 

network operating and transmitting sensitive, must not allow 

for the modification of data. Smart grid networks many 

times not only host data revealing details about customers, 

but also data about their bills and power usage. Command 

messages sent to devices over these networks are critical to 

the grids emergency operation, and in the instance that that 

a malicious individual forges, for instance, an automatic 

shutoff message to smart meters on a large scale would be 

devastating to the operation of the grid and classified as a 

terrorist act. Security objectives in this area include message 

replay, injection, and delay in the smart grid networks. 

 

3) Availability 
 

Availability is the necessity of a system to grant privileges 

and functions for users that are authorized to utilize the 

requested resources. Any form of DOS is counteractive to 

this smart grid requirement. All devices, networks and 

systems should provide continuous and guaranteed services 

and bidirectional real-time communication in any smart grid 

environment [8] [9]. 

 

III. REMOTE AUTHENTICATION REVIEW 

 

Throughout history equipment manufacturers have put 

much of their work of implementing remote access into 

switches, routers, and modems. The evolution of networks 

and the types of devices being used on them, each needs 

platforms for secure communication over these unsecured 

environments. As the challenge of securing remote 

communication is not trivial and is integral to a smart grid’s 

operation, there have been several works in the area. [10] 

proposes a light-weight entity authentication mechanism 

which allows for remote access into the Home Area Network 

(HAN) in a smart grid. Under this architecture the Energy 

Services Interface acts as a gatekeeper and provides dynamic 

authentication through Elliptic Curve Cryptography (ECC). 

This protocol is state-based with three states: 

 

 Initialization (public-secret key establishment) 

 Pre-computation (HAN devices compute coupons) 

 Verification 

 

The verification is a nine step process where the HAN 

device will compute its key and the shared secret. So, the 

mobile device confirms correct destination while the HAN 

device authenticates the messages originating from the 

mobile device. Furthermore the HAN gateway also verifies 

both communicating entities without knowing any secrets 

involved in the protocol. 

 [11] Utilizes as an identification physically unique 

properties of each mobile device. In other words, the 

dynamically generated key of the mobile device relies on its 

physical properties. [11] also creates network protocol 

functions for enforcing access control which are self-

explanatory and listed below: 

 

 Request(admin, challenges) 

 Enroll(admin, pwd, C1…Cm, params, nonce) 

 Access(user, file, action) 

 

Before network transmission, this protocol makes use of 

SHA-1 hashing and AES encryption. 

 [12] analyzes current SSL VPN technology and proposes 

a wireless remote access protocol based on SSL VPN and 

designed according to the specifications of typical energy 

power utilities. The platform is divided into four layers: 

 

 Terminal Layer 

 Channel Layer 

 Access Layer 

 Interview Layer 

 

Mobile devices are located in the terminal layer outside of 

the utility power stations and networks and communicate 

through the Channel layer. The certification and 

authentication systems sit on the Access layer while systems 

such as Supervisory Command and Control (SCADA) sit in 

the Interview layer.  [13] continues in explanation of 

possible protocols to be used on the platform to secure the 

information and devices located there as it is flexible to do 

so. 

 [14] Reviews past solutions to remote access in Industrial 

Control Systems (ICS).  These methods included: 

 

 Point-to-Point Protocol (PPP) 

 Short Message System (SMS) 
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 Ethernet 

 General Packet Radio Service (GPRS) 

 GSM 

 

[14] proposes a new Transport Layer Security (TLS) 

extension/protocol (MTLS) which provides application 

multiplexing and demultiplexing through a single TLS 

session. MTLS adds functionality to the TLS handshake 

and Record protocols. For the handshake, the client and 

server will negotiate the protocol or the new extension and 

record types are added to the client. The Record type will 

only be used after the handshake is completed. 

 [15] proposes a Layer 2 VPN solution in a holistic 

architecture. The architecture is made up of three 

components including: 

 

 Remote Access Server 

 Access and Web Service Control  

 Monitoring API 

 

An OpenVPN server is used to gain valid access to the 

remote access server with authentication based either on 

certificates or shared key policy. The registration policy 

requires the remote user to provide valid credentials upon 

which this used is provided with a key and the VPN is 

established. 

 [16] proposes a dynamic ID-based remote user 

authentication scheme. This removed the static nature of 

repetitive authentication requests which may eventually 

reveal data about the requester. It’s based on one-way hash 

functions but was later found not to preserve anonymity 

during its authentication functions [17]. 

 [18] evaluates a previous remote access scheme and 

proposes its own scheme which is smart-card based and 

improves upon the latter. This scheme is composed of five 

phases: 

 

 Registration 

 Login 

 Authentication 

 Password-Change 

 Revocation 

 

For mutual authentication a handshake is performed and 

timestamps are compared. Anonymity is retained by making 

the timestamp a variable in the ID function.  

  There has also been much research done in the area of 

remote authentication which has more or less been focused 

in specific areas such as authentication without 

cryptography [19,20], ECC-based implementations [21,22], 

and even biometric methods [23,24]. 

When discussing security in remote access protocols, it is 

imperative to understand the Open Systems Interconnection 

(OSI) model and its layers and which layer the security 

mechanisms work on. Most services that we know as the 

internet operate on layer 3, 4, and 5, application and 

presentation layers respectively, while TCP/IP services 

occupy layers 3, 4, and 5 [25]. Utilizing these security 

mechanisms, and other IP-based protocols is not a trivial 

task without the use of encapsulation and other 

mechanisms. Protocols like Zigbee and DNP3 do not 

provide a platform for protocols such as SSL/TLS so DNP3 

is placed over IP to accomplish this and even though Secure 

DNP3 is primarily an authentication protocol, there is a 

requirement that DNP3 over TCP/IP implement TLS 

encryption per the IEC 62351-3 specification [26]. Also, 

this leads to more smart grid protocols being creating in a 

manner which they coexist in the OSI model so that they 

can take advantage of services which are already established. 

As is already understood, most protocols in use on the smart 

grid were created with a “security through obscurity” 

mindset, or with no consideration to security at all. 

So the creation of the more recent protocols within the 

bounds of the OSI model, allows them operate over IP and 

therefore allowing common security mechanisms [27]. 

Security in the remote access area relies to authentication 

and integrity of the communication between devices. Due to 

the availability of message passing to the public domain, 

passive eavesdropping must be expected and the initial 

vulnerabilities that it presents must be mitigated at the 

highest level. Even more troubling is the lack of 

standardization in the area, which brings to our attention the 

widespread use of PKI authentication mechanisms employed 

in these smart grid networks and the devices on the network 

that are not necessarily pre-provisioned with the appropriate 

key materials for PKI exchange and operation [28]. 

Major operational differences that need to be addressed 

in the remote access area begin with the focus on reliability, 

security and message delivery time requirements. A smart 

grid’s networking concern lies more with message delay 

than with data throughput. This means that authentication 

mechanisms, for example, with high network overhead are 

frowned upon. 

The reliability of the smart grid can be defined in many 

different areas including the probability of failed 

communications, message latency, and the integrity of the 

messages [29]. These must all be taken into consideration 

and ported to the necessity for high performance data 

communication capability and protocols with backward 

functionality for legacy devices. 

The difficulty in remote access in a smart grid in part, is 

in the need for interoperable and automated authentication 

procedures. With these procedures, it is important that 
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bottlenecks in the framework be avoided as denial of service 

(DOS) is a very real possibility. This means that certificate-

based protocols with a single certificate authority (CA) may 

not be the best choice. Also, the intelligent electronic 

devices (IED) such as advanced meter infrastructure (AMI), 

in home smart appliances, and various sensor nodes all are 

resource-constrained in the terms of pc-class hardware. This 

means that processing and networking capability is limited.  

Functions that remote access allows such as software 

updating and remote management rely on some of the 

computation to be carried out on the device in which the 

operations are being performed on. These devices also must 

carry out their dedicated functions to support the smart grid 

without fail or interruption. So the remotely initiated 

procedures must be efficient enough to accomplish their 

goals in a light-handed manner that allows for the devices to 

complete its primary function. 

IEC- 62443-2-1 [30] details the general considerations 

for remote authentication are detailed. Among these are: 

 

 Users of a system should be defied before use 

 Secure accounts user ID and passwords 

 Correct application configuration 

 Execution of configuration locally 

 

Research in [31], details how organizations are to 

remotely access IEDs while complying with North American 

Electric Reliability Corporations (NERC) critical 

infrastructure protection (CIP) standards. This paper also 

reports that in an effort to comply with the CIPs, some 

utilities have limited of removed remote access to data and 

devices inside their networks instead of updating to the 

standard requirements. A good reason for this is that any 

legacy devices that remote access is provided must use a 

service such as a secure virtual private network to connect to 

a terminal server to remove vulnerabilities in the legacy 

software and hardware. Also, non-essential software should 

be hosted from hardware that is physically separate from the 

legacy device [32]. Existing solutions for remote access over 

IP networks such as virtual private networks (VPN) are still 

relevant. Though they only support a best effort service, that 

does not make certain of quality of service (QOS) necessary 

in the grid along with latency, jitter, throughput and packet 

loss requirements [33]. It is known that the security 

vulnerabilities in WiFi do not endanger the VPN technology 

which would be placed on top of it when it is configured 

properly [34].  

Outside of VPN there still exists several remote access 

options for currently established for IP networks. These 

include tunneling, providing direct access to applications, 

access portals, and remote desktop access [35].  

 

A. Architectures 

 

When discussing architectures in remote access in the 

smart grid, it is important to continually consider 

interoperability and ease of implementation. This is brought 

to our attention due to the increasing number of protocols 

which call for modification of software and/or additional 

hardware to implement a framework for secure remote 

access [11,14,26,34]. In most instances, this functionality is 

a responsibility a gateway device (e.g. smart meter) or 

devices on the edge of the network. 

The evolution of technology has caused the general 

structure of networks to change, which is no different for 

internal grid networks. Past utility networks were limited in 

terms of networking, and even retained older networking 

mediums. Current advances have encouraged merging of 

devices and infrastructure with new networking hardware 

and have allowed insecure habits and access methods to 

survive. Reason for this may be that also updating a specific 

system is not a high priority when compared to making 

profits or that it hinders productivity.  

For instance, adding flexible and intelligent hardware 

such as a router which interfaces the internet can be an 

upgrade in efficiency. This is a step in the right direction on 

the interoperability side of the equation, but creates 

vulnerabilities when viewed from a cyber security posture.   

 

B. Cryptography 

 

Outdated and insecure protocols are often used in smart 

grids (e.g. FTP Telnet). In some situations in remote access 

session, passwords may be sent in the clear with some of 

these protocols. SCADA and ICS communication protocols 

for control devices, such as Modbus/TCP, Ethernet/IP and 

DNP3, in some situations do not need authentication to 

remotely execute commands on a device [38]. 

Typical characteristic many times associated with 

networks and devices in a smart grid have proven adoption 

of cryptographic protocols a challenging endeavor. This is 

due to the resource constrained nature of many of the 

devices that are integral to the grids operation. These 

include sensors and AMI just to name a few. Taking this 

into consideration, ECC has the edge in securing devices in 

the smart grid due to its smaller key sizes and equivalent 

security to other protocols with larger key sizes. Even with 

this knowledge, it is important to consider whether 

encryption is essential or only a best practice. Since remote 

access can occur from networks inside and outside a 

specific host domain (or network), it should be determined 

that network communications are best encrypted when 

messages are sent at least to any public network. It is also 
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important to understand that an attacker can easily take 

advantage of a trust-based network, especially in the still 

unexplored infrastructure of the smart grid where there are 

still unsuspected vulnerabilities created in new areas. 

[11] discusses physically uncloneable functions (PUF) 

and how the fact that no two devices are physically identical 

can lead to authentic cryptographic constructs. This type of 

cryptographic key generation boasts that some of its benefits 

lie in the fact that keys do not reside in memory, but if the 

malicious individual has access to memory they also have 

access to the physically uncloneable structure resident in the 

device. Also, this method is still only as secure as the keyed 

type of encryption in addition to their idea of physically 

restricted access control.  

VPN solutions normally are secured with one of the 

following or a combination of the following methods [31]: 

 

 Internet Protocol Security (IPsec) 

 Transport Layer Security (TLS) 

 Secure Shell (SSH) 

 Datagram Transport Layer Security (DTLS) 

 

VPNs face several security issues that are available 

because of configuration or that are inherent due outdated 

security, these are listed below [38]: 

 

 Vendor or host fingerprinting 

 Insecure and default credentials 

 Lack of consideration in authentication (IKE 

Aggressive Mode with Pre-Shared Key (PSK) 

authentication) 

 

Microsoft also has a point to point protocol Microsoft 

Point-to-Point Encryption (MPPE) and a tunneling solution 

(Secure Socket Tunneling Protocol (SSTP) [39]. 

The area of authentication schemes that that do not utilize 

cryptography is exceptional with the number of today’s 

encryption-based encryption services. Authentication in [19] 

is based on the user that is attempting to login matching all 

the colors corresponding to the characters of her password 

correctly and in order once selected from a digital keyboard 

which randomly assigns a color to each key. The work also 

mentions that techniques related to its own are normally 

difficult to learn and implement. It does not seem that the 

solution to these problems is solved in this implementation. 

[10,21,22,30] use ECC-based methods for security in 

their remote authentication schemes. 

 

C. Secure Shell (SSH) 

 

SSH provides users with an open protocol for application 

in network communications. This protocol specifies the 

details of a connection between an SSH client and an SSH 

server and is less complex and expensive than hardware-

based VPN solutions [40] . SSH is usually presented in a 

client/server format where the client is presented with a 

command shell and querying and file requests over TPC/IP 

links. RSA authentication key communication is utilized in 

this protocol and encryption algorithms such as blowfish, 

3DES, and IDEA provide confidentiality [41].  

 In terms of authentication, SSH utilizes public key and 

password authentication while servers use hosts keys to 

authenticate themselves.  

  

D. SSL/TLS 

 

In some instances, SSL/TLS mechanisms that provide a 

wrapper for data over the network introduce much unwanted 

communication and computational overhead. These 

conditions would negatively affect latency and bandwidth in 

networks such as these where resources in some devices are 

severely constrained. Even under these circumstances, a 

combination of VPN and SSL /TLS can create a reliable 

transport vehicle on an open software technology framework 

in the smart grid. 

The TLS protocol itself is based on the SSL protocol 

specification which was published by Netscape [42] and the 

differences between the two protocols are not 

overwhelming. Both of the protocols, SSL and TLS, are 

negotiation and authentication mechanisms, eventually 

resulting in a symmetric key encrypted data passing session 

between a server and client utilizing the protocol. They also 

depend on digital certificates and CAs in their 

authentication schemes and public key assignment. 

SSL/TLS have many application in remote authentication in 

the smart grid, and has even been used in standardized 

protocols such as IEC 61580 [43]. 

TLS authenticates nodes using X.509 certificates and 

public keys to negotiate the session keys for the data 

exchange. Version 1.2 utilizes more recent NIST approved 

protocols such as AES and SHA-256 [44]. Also, TLS is 

approved by IEC 62351-3 for smart grid operation due to its 

ability to 

 

 Support AES-128 

 Support multiple CAs 

 Renegotiate symmetric keys 

 Validate certificates bi-directionally 

 

As SSL and TLS are both schemes that utilize PKI, and 

without utilizing a PK scheme with minimal overhead such 
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as ECC, neither is ideal for the smart grid infrastructure. 

These types of cryptographic methods incur substantial 

overhead in comparison to data packet processing, and also 

contribute more than desirable computational overhead. For 

traditional computing personal computer (PC)-class devices, 

the computation requirements are not strained, but when 

dealing with legacy devices or resource constrained devices 

such as sensors or smart meters, a less heavy-handed 

approach is sought-after [45].  

E. Multiprotocol Label Switching (MPLS)/Diffserv 

 

MPLS is a protocol introduced by the Internet 

Engineering Task Force (IETF) to provide QoS in network 

communications. [46] details connection-oriented paradigm 

into IP traffic flow. This protocol utilizes a short path 

labeling scheme to route messages to distant nodes instead 

of the commonly used layer 3 dotted decimal notation of 

IPv4 addresses or the IPv6 numerical labels  

MPLS maintains a control mechanism composed of a label 

binding system and IP tables on virtual routing and 

forwarding technology [47]. Forwarding of the specially 

labeled packets is managed by forwarding mechanisms in 

MPLS nodes via look-up tables and label swapping. The 

lookup tables are maintained and modified based on open 

shortest path first (OSPF) updates in the network. 

Encapsulated packets with MPLS labels are assigned 

special values to the encapsulation protocol header.  

[48] describes MPLS as the protocol of choice for 

utilities’ transmission and subtransmission communications 

networks. Value in MPLS seems to be speeding up 

transmission of data by integrating layer 2 data such as 

bandwidth and latency into layer 3 within specific 

autonomous devices. This also provides infrastructure for 

more QoS constraints. 

Differentiated Services (Diffserv) also provides QoS 

constraints within a network. The protocol does this by 

aggregating traffic via packet markings similar to MPLS. 

The Diffserv protocol also only routes packets accordingly 

in a Diffserv domain, which is also similar to MPLS. This 

protocol is normally implemented on modern IP networks. 

 

F. IPSec 

 

IPSec provides security to network traffic with two 

protocols, Encapsulating Security Payload (ESP), and 

Authentication Headed (AH).  AH adds confidentiality to 

the services provided by the protocol functionality [49]. 

IPSec also offers two modes. Transport mode provides end 

to end security while tunnel mode is used in the instance 

that the crypto endpoint and the final communication 

destination are not the same. For devices located behind 

network address translation (NAT) or behind a specific 

gateway, the latter mode would be utilized. 

IPSec’s security mechanism is flexible to the extent that 

specific types of traffic can be encrypted with one specific 

cipher and traffic with a different classification can be 

encrypted with another cipher or algorithm. Policies which 

are created for specific devices or traffic types are kept in a 

dedicated database and utilized when required. Key 

management is handled by Internet Key Exchange (IKE) 

Protocol [50] and ISAKMP [51] 

 

IV. DESIGN EFFICIENCY 

 

 In smart grid, there will always be real-time application of 

processes and information flow. This must be taken into 

consideration in all aspects of grid design. This means 

optimum placement of devices in the grid space to allow for 

appropriate functions, as well as lightweight protocols 

operating on data in the networks that will not present a 

bottleneck due to the limited resources in said devices. All 

of this must be done while meeting all minimum 

requirements for the smart grid.  

 In the remote authentication area, it is of course important 

to have sufficient authentication, but also for these 

techniques to be efficient as to not prevent timely execution 

of the operations in the grid where the authentication 

measures are being applied. These authentication techniques 

introduce computational and communication overhead into 

networks caused by operations in heavy-handed 

cryptography and inefficient messaging protocols.  

[53] brings to our attention several details important to 

efficiency in authentication protocols in the smart grid 

including availability and evolvability. 

 

A. Communication and Computational Efficiency 

 

Efficiency in communications can be discerned by the 

number of messages necessary to complete a specific task or 

by the authentication protocol as a whole. The dilemma here 

is that specific protocols are designed for specific purposes, 

for example, for operation in lossy environments, which are 

expected to drop messages. These types of designs may or 

may not affect message overhead but is important to 

consider. Several schemes for authentication protocols exist, 

including one-pass, two-pass, schemes which presumably 

will have much different overhead consequences. A single 

pass initially will present a more efficient method than a 

two-pass scheme, but choices of infrastructure must be 
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addressed such as the authority in charge of authentication, 

and manner in which trust is achieved in the network.  

A single authentication authority presents a bottleneck or 

a single point of failure in any distributed infrastructure, 

and should be avoided in remote authentication procedures. 

Schemes presenting a more involved authentication 

procedure may also pose problems, so these methods with 

mechanisms that can reduce the transmission requirements 

and retain high entropy in their cryptographic algorithms are 

advantageous.   

The main consideration of computational overhead in 

remote access is the cryptographic algorithm. Resources are 

utilized in most cryptographic mechanisms, namely 

certificate based authentication consideration and PKI for 

example. Today’s common remote access protocols utilized 

in remote access such as SSL and TLS have relatively high 

computational overhead and also utilize PKI. [54] reports 

that SSL increases the cost of transactions over a link by a 

factor of 5-7. Key sizes and storage requirements are also 

important to consider as in most cases keys must be 

calculated on the host machine and stored on some type of 

disk or EEPROM. 

 

V. CURRENT GRID PROTOCOLS 

 

The smart grid is host to many protocols which are 

specific and integral to its operation. Normally these 

protocols are used in a specific portion of the smart grid in 

order to optimize certain networks functionalities.  

A. Zigbee 

 

Zigbee is composed of a full protocol stack standard for 

the HAN communication networks and is retrofitted 

functionality to support AMI functions while providing 

support for 802.15.4 in the NAN as well as HomePlug. [55]. 

Zigbee employs IPSec and TLS for upper layer security and 

utilizes AES-based symmetric encryption with a 32-bit 

MAC for AMI communications and a flexible public key 

interface which can employ one of several flavors of 

cryptography including ECC and RSA [56].  

Simulations in [57] show that Zigbee’s throughput 

advertisements were not experienced in their 

implementation. In actuality the delays in the measurements 

derived can be partially attributed to the software layering of 

the Zigbee protocol and the computational responsibilities 

the devices has in the protocols AES encryption. Also, the 

packet loss incurred by data not being appropriately passed 

up to the application layer due to lack of latency between 

messages is to blame for increased delay. Some other works 

that supported the claims are found here [58,59] 

The standard encryption offerings (AES-128) of Zigbee 

present a situation where the computational overhead causes 

undesirable events and is insufficient for the resource 

constrained devices normally operating on it. These 

difficulties are more likely to come about in a more densely 

populated area and links operating at higher data rates. 

Zigbee implementations, much like any other environment, 

vary greatly and each must be tightly integrated with their 

software and hardware platforms. 

 

B. ANSI C12.22 

 

The C12.22 standard extends C12.18 and details the 

transport of C22.19 tables of networks and communications 

between meters and clients. This protocol creates an 

interface for interoperability between communication 

modules and smart meters and establishes routing and the 

two-way communication for the HAN that is so celebrated 

in smart grid. [60].  

C12.22 utilizes AES in EAX mode for encryption and 

authentication of the data on the network. [61] suggests 

IPSec to enhance C12.22 and C12.19 security provisions. 

The protocol also includes provisions for AES-128/EAX 

message privacy and authentication and message windows, 

as well as role-based access controls [62]. 

 

C. DNP3 

 

Distributed Networking Protocol (DNP3) defines how 

devices talk to each other in a DNP environment which 

normally are found in the command and control industry 

area. In smart grid networks, DNP defines communications 

between SCADA masters, IEDs, and other RTUs. As DNPs 

is non-proprietary and capable of supporting high integrity 

and latency requirements, it is ideal to operate in the smart 

grid.  

Many of the commercial implementations for securing 

DNP3 are not designed for critical infrastructure, which are 

normally proprietary. DNP does perform cyclic redundant 

checks (CRC), data synchronization, and is designed to use 

several data formats though not initially designed to include 

security mechanisms and services [63] newest version, 

DNP3, or DNPSec utilizes a challenge-response 

authentication procedure and key materials specifications 

for source verification. DNPSec differs from DNP3 in that 

DNP3 modifies application layer data while the DNPSec 

modifies link layer data.  

 [63] presents findings that conclude DNP3 over TCP/IP 

achieves an end-to-end delay 8ms to 20ms in their network 

implementation. These types of behaviors make its 
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performance sufficient in low-speed applications with delay 

requirements that can span into the real-time range, although 

not sufficient for messages dealing with fault management 

and protection applications whose delay should range from 

3ms to 16ms [64]. 

D. Powerline 

 

Homeplug is a powerline communication designed 

specifically for the HAN and use in the customer premises. 

Many of the protocols used in this areas maintain 

specifications in communications to data concentrators 

and/or to the utility themselves. Homeplug operates by 

connecting smart appliances in the home to the smart meter 

for that residence. Homeplug AV uses cryptographic 

isolation to create virtual private LANs, called AV Logical 

Networks (AVLNs). 

PRIME and G3-PLC are also powerline communication 

specifications that garner some attention. 
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