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Abstract

In the present world SMS is a cost effective
communication. It has become a massive money-making
industry as most of the active mobile user’s activity is
messaging. SMS is treated as digital evidence in court of
law at the time of trial. Most of the mobile forensic
examiners are asked whether the SMS transmitted through
mobile devices is fabricated or not. Messaging activity of
active users on android mobile device is increasing but
they are liable to do illegitimate activities. A technically
sound user can modify an SMS in android mobile phone
and profess it as genuine.

In the first part of this work we ascertain the truth
that it is feasible to falsify an SMS in android mobile
phone. We breakdown the integrity of new generation
mobile devices like android based phones by modifying
the SMS (changing timestamps, text and finally sender
identity). We need to defy this damage. The elucidation
should be adequate to manufacturers, service providers,
users and mobile forensic examiners. In the second part of
our work we discuss mechanism and its implementation for
preventing such attempts.

Keywords: Integrity, debugging, collision resistant,
hashing, and whirlpool.

1. Introduction

Now-a-days Mobile phones become an integral
part of human life. Though these handheld devices are
pocket-sized they contain call history, text messages,
calendar items, e-mails, digital photographs, videos,
memos, address books, passwords, and credit card
numbers etc. The speedy growth of mobile devices
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produces openings for illegitimate activities. The
information on mobile devices provide assistance to
address the vital interrogations in an investigation,
disclosing whom the specific individual has been in
contact with, what they have been communicating about,
and where they have been.

In a paper authored by Mr.Al-Zarouni [2]
discusses about flasher boxes and their uses in the mobile
phone forensics. He mentions how flasher boxes are used
for mobile phone servicing and illegal use of flasher boxes.
He discusses flasher box components and varieties and
how flasher boxes are connected to mobile phone and
computer. In their papers Mr. Kevin Jonkers, Someshekar
Akkaladevi and others [3,5] discusses forensic use of
flasher boxes . They explain three different kinds of data
acquisitions namely 1) physical acquisition 2) logical
acquisition and 3) flasher box acquisition. They mainly
focused on flasher box testing and validation. They
explained test cases for flasher box validation and test
cases for data integrity validation in mobile phones. Some
research work has been done on mobile message
verification by Mr. Rakesh Verma, Deepak Singh Tomar
and Shashi Kanth Rathore [4].

A paper on Falsifying SMS messages by Mr.
Thomas Marryat and John Corcoran [1] is our base paper.
In their paper they explained how they falsified an SMS in
Nokia 6021 mobile phone using UFS3 flasher box. They
modified the visible parameters of SMS successfully but
their attempts to inject an entirely new SMS text into the
handset memory were unsuccessful.

Our paper is an extension to Mr. Thomas Marryat
and John Corcoran as we start our research on breaking the
integrity of SMS where they [1] stopped and failed. In this
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paper we break the integrity of SAMSUNG 9300 (Galaxy
S3) android mobile device by modify the SMS visible
parameters and even text without using any flasher box.

The Organization of paper as in the section-3
choosing right cable and USB Debugging on mobile
device, section-4 Altering SMS visible parameters and we
discuss about modifying SMS text in SAMSUNG i9300
(Galaxy S3). Finally we discuss the counter mechanism for
these illegitimate activities.

2. Breaking Integrity
2.1 Choosing Right Cable Connector

First we should connect the mobile to computer
with help of suitable connector. The connector depends on
type of mobile. As the first step to our experiment we
connect the SAMSUNG 19300 (Galaxy S3) to the
computer. Fig. 1 shows the connection between mobile
device and compulter.
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Fig. 1 Connecting Mobile Device to Computer

2.2 Enable USB Debugging in Mobile Device

To import the contents of the mobile to a PC, the
PC must be installed with suitable software which enables
the PC to be connected with the mobile. After connecting
the targeted android mobile device (Samsung 19300 galaxy
s3) to a PC, we need to dig out contents from the android
mobile device. To dig out the content from Mobile device,
we should enable USB debugging option in corresponding
mobile. Fig. 2 shows series of steps user has to go through
to enable USB debugging option in SAMSUNG i9300
(Galaxy S3).
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Fig 2 Eenabling USB debugging option in SAMSUNG i9300

Table 1 shows the USB Debugging option in
different android mobiles like Micromax, Sony Xperia and
SAMSUNG.

Table 1 USB debugging options in Different Mobiles.

Mobile Type Path
Micromax Settings = Developer Options
- USB Debugging
Sony Xperia, Settings > Application ->
SAMSUNG development > uUsB
19300 (Galaxy | Debugging
S3)

Table 2 shows the path to enable the USB
debugging in different android version like 2.0, 3.0, 4.0
and 4.2

Table 2 USB debugging options in different android versions

Version Path

Android 2.0 Settings >  Applications >
Development - USB Debugging

Android 3.0 Settings >  Applications >
Debugging > USB debugging

Android 4.0 Menu -> Settings > Developer
options - USB Debugging

Android 4.2 Settings > About Phone -> Build

Number - Tap on it 7 Times ->
Developer option > USB debugging

3 Modify SMS visible parameters
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Once connection is established all the contents
(call history, text messages, e-mails, digital photographs,
videos, calendar items, memos, address books, passwords,
and credit card numbers etc) of mobile are extracted to the
computer. Fig 3 and Fig 4 shows the contents of
SAMSUNG 19300 (Galaxy S3), extracted to the computer.

Samsung i9300(Galaxy $3)

Fig 3 Contents of SAMSUNG 19300 (Galaxy S3)
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Fig 4 Inbox of SAMSUNG i9300 (Galaxy S3)

Most android based mobiles store messages in
SQLite database. These messages are transmitted and
stored in xml format. First, extract wanted SMS then save
it on computer. This SMS will be saved in .xml format.
Now open the file, change the required visible parameters
of SMS then save it. Now delete original SMS in mobile
then export modified xml file into mobile. Figure 4.3
shows the SMS before modification and after modification
in circles which is part of xml format.

Code Before modification of timestamp
<sms>

<ld>0</Id>
<Numbers>+919490346746</Numbers>
<Body>Send me Rs 25000/-.</Body>

<Status>2</Status>
<ChatType>0</ChatType>
</sms>
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Code after Modification of timestamp

<sms>

<ld>0</ld>

<Numbers>+919490346746</Numbers>

<Body>Send me Rs 25000/-.</Body>

<SmsType>0</SmsType>
>2013-07-17T11:44:55.608+05:30</TIME=>

<Threadld>679</Threadld>

<Status>2</Status>

<ChatType>0</ChatType>

</sms>

< . Pavan.examcell
+919 34674

46

Send me Rs 25000/-.

Pavan.examcell
i fittoerian

Send me Rs 25000/-.

Fig 5 SMS Time Stamp modification before and after

3.1 Altering SMS text

The process of altering SMS text is done as we
did in altering SMS visible parameters. This SMS shall be
saved in .xml format. Now open the file, change the
required text of SMS then save it. Now delete original
SMS in mobile and export the modified xml file into
mobile.

Code Before modification of text
<Sms>

<ld>0</ld>
<Numbers>+919490346746</Numbers>

==Body>Send me Rs 25000/-.</Body>_=

<SmsType>0</SmsType>
<Time>2013-07-17T10:46:35.608+05:30</Time>
<Threadld>679</Threadld>

<Status>2</Status>

<ChatType>0</ChatType>

</Sms>

Code after modification of text
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<Sms> forensic examination. In my opinion, to provide integrity
<ld=>0</Id> for an SMS Hashing method is preferable. In the section of
<Numbers>+919490346746</Numbers> this paper we propose a 512 bit collision resistance hash

function Whirlpool [6, 7] through which simply SMS can
<SmsType>0</SmsType> then be hashed.
<Time>2013-07-17T10:46:35.608+05:30</Time>
<Threadld>679</Threadld> 4.2 Whirlpool hash Function
<Status>2</Status>
<ChatType>0</ChatType>

Whirlpool is an iterated cryptographic hash

< > . . :
/Sms function, based on the Miyaguchi-Preneel scheme [8, 9,
m ‘ 1 KX T W - 10, 11], that uses a symmetric-key block cipher in place of
W i R sviosioric o the compression function. Whirlpool is a collision-resistant
512-bit hash function designed by Baretto and Rijmen and
operates on messages less than 2 bits in length.

Whirlpool is based on an underlying dedicated block
cipher W, with the block length of 512-bit. The block
cipher W employs a SPN type round function. It is claimed
that the diffusion layer of W uses an 8*8 matrix with the
branch number B = 9. Due to the Square pattern
propagation theorem, it is guaranteed that the number of S-
boxes with a different input value in four consecutive
rounds is at least p? = 81.

By combining S-boxes with the maximum
differential probability equal to 27, it was shown that no
differential characteristic over four rounds of W has
probability larger than (2°)% = 2%, Accordingly, it is
estimated that the previous is enough to prevent

Fig 6 SMS Text modification before and after

Fig 7 shows the modification of SMS text and sender differential attack on the full hash function.
number in computer.

S However, we found that if certain type of vector
- ' - is input to the matrix, the sum of hamming weight of input
and output vectors is 8, implying that < 9. On the other
hand, we have found that actually = 8. Accordingly, the
number of S-boxes with a different input value in four
consecutive rounds is estimated to be at least p* = 64,
which is lower than the estimation. This implies a gap
between potential security strength and previously
estimated  security strength of  Whirlpool. The
characteristics’ of Whirlpool Hash function is listed in the

table 3.
Table 3 Characteristics of Whirlpool
Fig 7 Modifications of SMS Text and Sender Number
Characteristic Value
Block Size 512 Bits
4. Method for the SMS not being fabricated Derived from Square, AES
4.1 Whirlpool Algorithm Digest Size 512 Bits
To provide integrity for SMS in Android Mobile, Structure Miyaguchi-Preneel
we have different kinds of mechanisms such as “Encoding Number of Rounds 10
of Message” “Linked Hashing” and “Identity Based - - - - -
Encryption” [12]. We need a mechanism to ensure data Key Expansion Using the cipher itself with
round constants as round keys

integrity as a whole in mobile phone, not just during
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Substitution Sub-Bytes Transform Initialize the hash matrix 8*8 with zeroes which
used to store intermediate hash values of whirlpool hash
function which is denoted as HO. Then process SMS
Mixing Mixing Rows Transformation message 64 byte 8*8 matrix using whirlpool block
cipher.Given SMS 512 blocks M1, M2, M3....Mx
processed in using whirlpool logic. HO is initial hash
matrix, Intermediate hash values calculated as follows

Permutation Shift-Column transformation

Round Constant cubic roots of first eighty prime
numbers

4.3 Whirlpool Block Cipher
The block cipher W is
o  with security and efficiency of AES
o But with 512-bit block size and hence hash.
o similar structure & functions as AES but

H, =E(H,_,,M.) Xor H._; Xor M, = Intermediate Hash

Hx is hash code value where x is the number of

. . ) 512 blocks.

input is mapped row wise
o has 10 rounds
o a different primitive polynomial for

send me 25000/-2013-06-
A8 19T23:56:56.567+05:30 01110011011001010110111001100100001000

G F(2 ) 4919490346746 T — - 00011011010110010100100000001100100011

o uses different S-box design & values e ocoo oo

00101101001 100000011011000101101001100

0£100110010010101 00001 10010001100110011
SIS vible pararmeters sSMS tent Convert Given Input to Binary 101000110101001101 10001 110100011010100
1101100010111000110101001 1011000110111
00101011001 10000001101010011 1010001100
. 1100110000001 000000010101 1001110010011
e 0£0010011100100110100001 110010011000000
110011001 1010000110110001 1011100110100

00110110

Round2

Convert binary String into
odd multiple of 256 bits so [

KEY ) 212 bit string 100....000 is
GENERATION padded, resultant is 768 bit |

"
ir 3756

464 hits are there in original message so
appended unsigned integer is

Roundl0

00000.....111010000(256 bits)

Hash value

Fig 8 General idea of Whirlpool Cipher The result istwo 512
blocksM1,M2

4.4  Whirlpool Encryption and Pre Round

Transformations Fig 9 Dividing the message in to Blocks
The SMS (Visible parameters + SMS text) is
padded with bits to make it as odd multiple of 256 bits. \ i — [00000_ 111010000 \
Padding is always added, even if the message is already of ' S12bitblock | pp——
the desired length. For example, if the message is 256 * 5 el . w1 a
= 1280 bits long, it is padded by 512 bits to a length of 256 velueS2 bt ] Lo :
* 7 = 1792 bits. Thus, the number of padding bits is in the / o [ M W J 312 bithash code
range of 1 to 512.The padding consists of a single 1-bit ; 7 Ha (Hx)
followed by the necessary number of 0-bits. i.e. ; | round functon ‘ | round function ‘ Pt
1000....... 00000000. L B0DC30FEQ44F3C771A9
E8334AADATACIEETE00
. . :alsi: :a::teermediate Hx is the hashed value Diiggg‘;zgg;i;ggzg;g
A block of 256 bits is appended to the message for /ansssrcsASDTEoo
H send me /- -06-
to make SMS message as the sequence of 512-bit blocks e
M1, M2, ..., Mx, so that the total length of the expanded 919490346746
message is X* 512 bits. This appended bit string is
unsigned integer tells about number of bits in original Fig 10 Generating the Hashed Message Digest
message.
4.5 Enhancing Integrity
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There are some possibilities to enhance the
integrity of SMS in Android Mobile. We propose two
possibilities in this regard which require a lot of work to be
done on these two alternatives. According to our proposal,
(1) to enhance SMS integrity, we need Whirlpool
algorithm. When the mobile is equipped with Whirlpool
algorithm, any modified SMS can’t be restored in the
inbox of the mobile. This Whirlpool Algorithm can be
applied to all contents of the mobile or any specific content
of the mobile. As we confine to SMS fabrication and
restoration, we propose to apply the Whirlpool Algorithm
specifically to the contents of inbox in the android mobile.
Immediately after selecting the USB debugging option, a
unique Hash Value for every inbox SMS in the android
mobile is generated. Those Hash values must be stored in
permanent memory of the Android Mobile. As we all know
that these Hash values cannot be changed and these values
will be in the permanent memory until the USB Debugging
is disabled. We propose that the Hash value of the original
SMS should not go along with the copy of the targeted
SMS, when it is exported in Xml format to the PC.

While USB debugging is enabled, the inbox only
accepts the incoming contents like calls, SMS, MMS etc.
from other mobiles as they are sent with Encoding
techniques and through MAP Protocol [13]. On other
hand, the fabricated SMS is sent through Data transfer
Protocols, and it has a new Hash value which is generated
while it is being imported to the inbox. The Hash value of
the fabricated SMS must be stored in other than permanent
memory of the Android mobile. Now the new Hash value
must be compared to the Hash values which are in the
permanent memory of the Android mobile. When the Hash
value of the fabricated SMS in not matched with any one
of the Hash values, the inbox does not accept it. In this
process, we may prevent the SMS from being fabricated.

We wish to propose another alternative which is
very simple. According to our proposal (2), the exported
SMS which is usually sent through Xml format to the PC.
The targeted SMS is opened and fabricated. To make the
targeted SMS unchangeable, the (exported) Xml file must
be made as only readable when it is being exported onto
the PC.

5. Conclusion

We proposed a novel and efficient way of
storing SMS in Android Mobile devices such that if any
SMS is taken as an evidence in the court of law. Whirlpool
is not patented. It may be used free of charge for any
purpose .With the help of a collision resistant 512 - bit
Whirlpool Algorithm we can ensure the integrity of SMS
and its parameters and we can also give assurance of
integrity in case of files, because whirlpool Algorithm
gives us complicated recursive hash function which offers
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more security i.e.; yet a little alteration in the evidence will
(with an extremely high likelihood of 1-10™"**) outcome in
a different hash.
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