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Abstract

Intrusion detection systems are not easily constructed or
maintained due to the almost daily evolution of network
traffic and known exploits. The research in this paper
evaluates it through analysis of the documentation
published for the University Network as well as
experimentation using different rule customizations.

Snort is selected because of its price and easy
customization through the manipulation of its rules files.
This shows that this benchmarking system can be easily
manipulated. Developers looking to enhance performance
can alter their rules files to better detect attacks. This
system can be manipulated to produce better results, and
thus becomes less a test of developers testing their true
systems and more a test of how well developers can
interpret the testing data.

The research in this project shows that benchmarking the
intrusion detections systems cannot be carried out
effectively at this time. Unless we develop a more
advanced artificial intelligence and data mining technique,
it will be very hard to evaluate the intrusion detection
systems. The amount of customization that goes into
effectively using one, as well as the ever-changing number
of viable network exploits makes it impossible at this time.

Keywords: Vulnerabilities, Snort, security, Threats,
IDS/IPS, History.

1. Introduction

Network security is a thriving industry in this country
as more and more of the corporate workspace is
converted to digital media every day. Because
companies and home wusers keep sensitive
information on their computers, there is a great need
to protect that information from those who would
exploit it. One way to help keep attackers at bay is by
using an intrusion detection system (IDS), which are
designed to locate and notify systems administrators
to the presence of malicious traffic. The current
systems are not effective right now because detecting
intrusions and other forms of malicious traffic in a
large, modern corporate network is difficult [1].
Something must be done in order to improve

performance and make these systems ready for
reliable operation in a dynamic environment.

We can classify IDS’s as host-based and network-
based. Host-based intrusion detection system
monitors the computer. The software is running on
and often integrates closely with the operating
system. Network IDS/monitors network traffic
between the hosts. Unlike a host-based system, which
detects malicious behavior outright, these systems
deduce behavior based on the content and format of
data packets on the network [2]. This project looks
exclusively at network-based intrusion detection
systems, as opposed to the host-based intrusion
detection systems.

A reliable and efficient intrusion detection system
(IDS) is a necessary component in any network. It
can alert administrators of possible attackers and give
a good view of the network’s status [3]. This section
looks at current systems, proposals for new types of
IDSs, and higher level ideas that could be carried
over into IDS development. It is the main goal of this
project to look at how this IDS/IPS performs in a
real-world environment.

The IDS looked at most closely in this project, Snort,
is a rule-based network intrusion detection system
(NIDS) [4]. Martin Roesch, in his paper entitled
“Snort — Lightweight Intrusion Detection for
Networks,” says “Snort fills an important ‘ecological
niche’ in the realm of network security: a cross-
platform, lightweight network intrusion detection tool
that can be deployed to monitor small TCP/IP
networks and detect a wide variety of suspicious
network traffic as well as outright attacks” [5]. The
SANS Institute also reported Snort as becoming the
standard among intrusion detection experts due to the
fact that it is open-source, frequently updated, and
free of charge [6]. Snort generates a number of false
positives, which can amount to thousands per day on
a network attached to the Internet running a default
installation of Snort [7].

Main purpose to take up this research was to improve
the overall quality of intrusion detection systems by
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analyzing the current ways to test these systems.
Many “false positives,” which is standard traffic
being diagnosed as malicious data, and sometimes a
few “false negatives,” which are attacks gone
unnoticed by the IDS, both of these lead to a viable
system’s resources being wasted. The amount of false
positives clogs up log files with erroneous reports,
thus masking a legitimate attack in a sea of false
alarms. Most systems administrators will ignore the
IDS’s data due to this fact. The other problem stems
from attacks appearing to be friendly, normal traffic,
which is even more alarming, since an attacker would
be able to creep into the network without an alert
from the IDS [8].

In this paper, we have evaluated the Mehran
University Network for intrusion detection by
benchmarking the data set and evaluation. Running
the data through an intrusion detection system with a
variety of configuration settings discovered these
inconsistencies. The research also analyzes the actual
way in which the test was taken and evaluated
originally. This research will try to prove that the
evaluation is not an acceptable way to measure the
performance of an intrusion detection system, and
may actually impede development of better systems
due to evaluation based on a bad standard.

2. Literature Review

The 1998 evaluation consisted of seven weeks of test
learning data. The purpose behind producing this
was to give IDS evaluators a chance to tweak their
rules based and anomaly detection systems by
familiarizing them with the typical traffic running
through the network. There were also attacks thrown
into each of the learning data files, to show typical
attacks. It gave the systems using datamining and
learning algorithms a chance to have sample data,
which helped them “learn” how the network operated
[9].

A packet sniffer was located on the internal network
to capture the generated traffic. All simulated attacks
were launched from “outside” the base, so a traffic
sniffer located at the gateway would be able to catch
it all. Intrusion detection systems were supposed to
detect the following categories: denial of service
(DoS), port scanning and probes, user to root attacks
(U2R), and remote to local (R2L). In the DoS
categories, which should be fairly easy to detect, the
best system could only pick up 65% of attacks. The
probes category had two of the systems detecting
90% of probing activities [10].

The 1998 evaluation was only to provide exploits
against UNIX hosts and was only supposed to
initially be used for IDS that had been developed
using DARPA grants . The oversight of Windows
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NTwhen it was arguably the most popular business
operating system at the time of the evaluation, was
probably used by government and military personal
as well. Leaving this particular operating system out
really harms the 1998 evaluation’s credibility [10].
One of the major drawbacks in running the
evaluation is that a listing of attacks in the actual test
data is not available. In week 6 of the testing data, a
bad router added too many ICMP packets into the
data set, as computers constantly “pinged” each
other. This generated massive log files and a major
slowdown in Snort performance, as it logged over 1.5
million alerts upon completion, in some instances.
The two biggest problems, though, were the
methodology used to come up with the exploits, and
the way they were executed. There were 38 different
kinds of malicious traffic used, but they were
executed in no real logical order. Some sort of
attacker intelligence should have been placed into the
attack routines, even in the preliminary data.

The 1999 evaluation set out to improve upon the
evaluation performed a year earlier, with extensions
added on and more attack types. This included the
addition of Windows NT exploits. The test bed to
generate this particular data was similar to the 1998
tool, but also included updated statistics and the
addition of Windows NT hosts. Also, the same attack
sub-categories were used and are listed above [9].
This evaluation had many improvements over its
predecessor, although it was still far from perfect.
The scoring mechanism is similar to the one used in
the 1998 evaluation and is, once again, a problem. |
found the listings of the individual IDS performance
to be confusing and the evaluation still did not use
the criteria discussed in the section on the 1998
evaluation. A less confusing and more honest
representation of the data would be to just list the
amount of attacks found versus the amount of false
positives. Capping it at a certain number and
detection percentage leaves out the systems that did
not “make the grade.” The full listing is easier to
represent and makes more sense [10].

3. Experimentation Model
3.1 Initial Model
The initial set-up was, with three computers

connected with a hub (Figure 1). This process was as
not easy as anticipated. The main problems that
occurred stemmed from lack of time and resources.
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Linux Traffic Generator

Hub
Windows
Snort 2000/%p

NIDS Node

Fig. 1 Initial Set-Up

3.2 Configuring Snort

Snort is an open-source project started by Martin
Roesch and is available on a variety of platforms for
download, including Windows, Linux, and Solaris. It
has been around for a seven years and acquired a
decent number of developers and users. From
personal use, it seems to be quite easy to customize
and very flexible in terms of possible uses.

Below is a selection of the configuration file. The
comments in the file are very descriptive (comments
are preceded with the ‘#’ symbol) and there are a
number of options defined, such as what network
ports to watch and which side (client, server or both)
of the connection.

3.3 Output after Configuration

Start Apache and then go to
http://yourhost/acid/acid_main.php. You will get a
message that looks like this in your browser

Analysis Console for [ntrusion

Databases

The underlying database snort@localbost eppearsto be incompletefingalid.

The deratase wersion is valid, ol the ACID OB slucturs (able: acid_ac) s natpresent. Use the Setup
paye bo configre and Jptimize the DB

Fig. 2 Analysis Console Setup
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[Loaded in 0 szconds]
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Fig. 3 Analysis control for intusion detection

Then click the button “Create Acid AG”

Now when you go to http://yourhost/acid/ you should
see the ACID homepage

Analysis Console for Intrusion Databases

Traffie M rafile by Protocal
TIF 0%

ULP (ush

12040 0]

So.rce Fors: i
= TSP (0 LOZ (0 Purlsian Tral v {0%)
W i

o T LNt em
& Scarch
« Graph Alont data
Fig. 4 Anlysis control for intrusion detection

3.4 Securing the Acid directory
mkdir /www/passwords
wwwi/bin/htpasswd-c /www/passwords/passwords

acidn(acid will be the username you will use to get
into this directory, along with the password you
choose)

It will ask you to enter the password you want for this
user, this is what you will have to type when you
want to view your acid page

Edit the httpd.conf (/www/conf) and include the
following under the section that starts

with </Directory>

<Directory "/www/htdocs/acid">

AuthType Basic

AuthName "SnortIDS"

AuthUserFile /wwwi/passwords/passwords

Require user acid

</Directory>

Now restart the http service (/etc/init.d/httpd restart)
and next time you go to the acid

Webpage you will get a prompt for a username and
password.

3.5 Check to see if everything is working:
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Reboot your system; watch to make sure everything
starts. You can check by doing a “ps

—ef |grep <service>" the service can be any running
process. i.e. mysql, httpd, snort, etc.

If you want the machine to start at a text prompt
instead of X, then change the default in the inittab
file (/etc/inittab) from 5 to 3. Go to a shell as root and
check everything important to see if it is running.
To check you can execute ‘“ps —ef
<SERVICE>” where service is snort. httpd, or
mysql.

Or use “ps —ef |grep httpd && ps —ef [grep mysgl &&
ps —ef |grep snort”

lgrep

4. Proposed Solution and Implementation

for the MUET Network

The current Network of MUET is shown below
Current Network of MUET

R

P m._%

CORE $WITCH

CONTROLLI

Rt

Fig. 5 Current MUET Network

4.1 Suggested Network for MUET

SMTP FILTER

ANTIVIRUS SERVER

ROUTER

PROXY SERVER

DC/EXCHANGE

Fig. 6 suggested Network

4.2 Results & Discussion

Currently pix firewall is used for the security of
MUET network and Symantec web security is using
for the content filtering. The function of Firewall is to
block all outbound and inbound port but not to send
any alert if some hacker or cracker is entering in to
the system. According to this scenario Network
Intrusion Detection System (NIDS) should be
connected with the core switch because every request
in the network passes from the core switch so if there
is anything going wrong then it will be detect by
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Intrusion Detection System (IDS) with the help of the
rules which are described in the snort rules directory
and also do the content filtering which is the extra
feature of this IDS.

5. Vulnerabilities Found

The vulnerabilities found after running snort with the
integration of ACID console are shown below.

These are the graphical output of the scanning results
scan by snort.

B Analysis Console for intrusion Databuses (ACID) - Mozilli

Elle Edit View Go Bookmarks Tools Window Help

. @ . A B
Back Forward Reload  Stop A hitp:/flocalhost/acid/acid_main.php

4} Home | wfBookmarks 2 Red Hat Network (4 Support (4Shop (. Products (4 Training

Flasem 3, - [

| sidebar  Tabsw x = -
| > Whats Related | Analysis Console for Intrusion
— Databases

\ | [sear

using Netscape Sea. | Added 17 alert(s) to the Alert cache

Search Results ‘| Queried on : Sun September 17, 2006 19:54:19

N Database: snot@localhost  (schema version: 106)

Gl _ g | Time window: [2006-09-17 19:52:04] - [2006-09-17 19:54:08]
(Gl [Snort-users-1p:020141 F
(Gl [Snon-users-p:019211 F

|sensors: 1 |[Traffic Profile by Protocol
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I
10 Displaying Alerts by IP
Mostly the attacks found in the experimental scenario
are Denial of service (Dos) attacks. The most
common attack found is buffer over flow attack. This
kind of vulnerability is perfect for remote access
attacks because it gives the attacker a great
opportunity to launch and execute their attack code
on the target computer. A buffer overflow attack
occurs when the attacker
intentionally enters more data than a program was
written to handle. The data runs over and overflows
the section of memory that was set aside to accept it.

5.4 Rule for Preventing Vulnerability

The rule written for the prevention of this
vulnerability is shown below

activate tcp 'HOME_NET any ->$HOME_NET
143 (flags: PA; \

content: “|[ESCOFFFFFF]| /bin”; activates: 1; \ msg:
“IMAP buffer overflow!”;)
dynamic tcp ! SHOME_NET any -> $SHOME_NET
143 (activated by: 1; count: 50 ;)
The benefit of this scenario is that after the
implementation of Intrusion Detection system in the
MUET network the network become smart enough to
handle intruder attacks and send alert if some hacker
wants to hack the network. It can also be able to do
the content filtering such as abuse words and porn
websites. The main benefit of this IDS is that it’s free
and the Rule updates are easily available on SNORT
web site.

6. Conclusion & Future Work

The experimentation of this project revealed how
easy it was to edit Snort’s rule sets based on attack
listings in the 1998 evaluation and 1999 test data. It
was possible to drastically reduce the number of false
positives in the 1999 test data while still being able to
detect most, if not all, attacks that the full rule set
could detect.

This paper points out the flaws of the DARPA-LL
Intrusion Detection System Evaluation in order to be

able to improve upon them and develop a better
method of testing, if, indeed, one could be found. It is
my opinion, based on my investigation of this
benchmark, that it falls short of its intended goals,
although it is the best system devised to date. To
build an all-inclusive intrusion  detection
benchmarking system would be a monumental task,
but not necessarily an unreasonable one. Several
factors would need to be considered in order to do
this properly. The system would have to evolve as
network applications and systems evolve. Also, since
these systems are used to protect a variety of
networks, all with different needs and configurations,
a system based on each networks average traffic
should be used, with the attacks listings inserted.
Designing an easily updated, intelligent evaluation
system for IDS would be quite useful, but data sets
would vary from company to company, as the usual
traffic of most corporate networks can vary greatly.
Developing a test similar to the Lincoln Labs
evaluation would not be very useful. Further
advances in data mining and artificial intelligence
could help devise better evaluations.

Also, this paper does not mean to suggest that testing
individual systems is too complicated. Anyone who
uses an intrusion detection system should constantly
test and configure it for the network they are trying to
protect. Another topic of further research would be to
establish a set of guidelines that systems
administrators could use to devise their own tests.
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