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Abstract

Authentication is one the most important security primitive.
Password authentication is most widely used authentication
mechanism. Users generally use characters as passwords but text-
based passwords are difficult to remember and if they are easy to
remember then they are vulnerable to various kinds of attacks and
are predictable. To address these authentication problems, a new
alternative authentication method have been proposed using
pictures as passwords. It is supported by the fact that Human
brain has remarkable ability to remember thousands of images
with detail. Whereas it difficult to keep text in memory. In
Graphical authentication user performs some events on pictures
like clicking, dragging, moving mouse etc. In this paper, we
conduct a comprehensive survey of the existing graphical
authentication systems. We have classified these methods in to
three main areas: Recognition based schemes, pure recall based
schemes and cued recall based schemes. We will discuss their
security and usability issues since efficiency of picture password
is measured by these two factors.

Keywords: Graphical password authentication, Picture
Password, Graphical password Usability and Security, Graphical
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1. Introduction

Authentication is the process of determining that the
person requesting a resource is the one who he claims to
be. Most of the authentication system these days uses a
combination of username and password for authentication.
The problem with the password is that you have to
remember it and it should be kept secret. Each
authentication system has their own rules and constraints
like password length, password must contain alphabet,
special characters etc. These passwords are mostly text-
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based passwords. Either users use passwords that are easy
to remember like license plate number, pet name, phone
number which are very much predictable or complex
passwords which they tend to forget so either they use
same password for different accounts or they write them
down. Moreover, they are vulnerable to various attacks.
Text-based passwords suffered from security and usability
issues. To overcome these shortcomings of alphanumeric
passwords various graphical password schemes have been
proposed. In graphical authentication systems a password
consists of sequence of one or more images where user can
input password with the help of mouse events like click,
drag etc. Picture Superiority Effect Theory reveals that
pictures can be recognized and recalled easily by human
brain, enhancing the ability to remember. Since, images are
used providing password space is quite large. Strong
passwords can be produced that are resistant to guessing,
dictionary attack, key-loggers, shoulder-surfing and social
engineering. Graphical passwords have been used in
authentication for mobile phones, ATM machines, E-
transactions.
We can classify graphical password systems as

1) Recognition based authentication

2) Recall based authentication

2. Recognition based Systems
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2.1 Jensen et al. Method

Jensen et al. [1] proposed picture password scheme for 2.2 Passfaces Method
mobile PDAs in which user was asked to select a theme
Images of size 40 x40 were shown in a 5 X 6 matrix on the
basis of selected theme, User have to select images from
the matrix with the help of stylus. A numerical sequence
based on image selection is registered to form a password.
At login time user has to recognize same images in same
sequence at login time.

Main flaw was that password space was small since, the no
of images were limited to 30.

Real User Corporation developed a product called
passfaces[2] it is supported by the fact that human brain
can quickly recognize familiar faces. During registration
user has to select 4 faces. The registration is complete if
the user correctly identifies 4 passfaces two times
consecutively. During login user is presented with a login
screen consisting of grid of faces. User has to select 4
faces: one face from each of 4 grids of 9 faces. It has been
cited by Davis et al. [3] Passfaces can be predictable as
they are affected by race, gender and attractiveness.

Fig. 3 Passfaces Scheme.

2.3 Sobrado and Birget Method

Sobardo and Birget [4] developed a method to prevent
shoulder surfing attack. During registration user was asked
to select objects from no of displayed objects. At login
time the user has to select objects selected at registration
time and then click inside the convex hull formed by
objects. To make password space larger 1000 objects were
used at login process. However, the display became
crowded and it was difficult to find pass-objects.
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Fig. 2 sea and shore theme.

Fig. 4 convex hull shoulder surfing.
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2.4 Hong et al. Method

Hong et al. [5] proposed spyware resistant method in
which at registration time the user is presented with a login
screen divided in to grids each grid containing a icon. Each
icon has no of variations (as shown in figure) .user has to
select a pass-icons fromthe login screen .User has to enter
a string corresponding to each variation of pass-icons.

At login time user is challenged with recognising the pass-
icons from a n grid login screen containing no of icons.
Each icon in grid is from variations of that icon. Once the
icons has been correctly identified user has to enter string
corresponding to the variation of particular pass-icon.
Registration and login process in this scheme is time
consuming.

[ge [e0sd [arwr
\ -
| stiawebienyHat |E15 |Zmass ==
[1 [3 [U [
& - & =
|ma:ic |r\ |bla:k |JD

Fig. 5 Proposed beam former.
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Fig. 7 Login Screen
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2.5 Dhamiga and Perig Method

Dhamiga and Perrig[6] proposed a scheme called “Déja vu”
based on human ability to remember previously seen
images. User has to select few images from a set of images.
User has to performsame at login time. All abstract Images
were generated using Andrej Bauer’s Random Art.

They showed 90 % success rate using “Déja vu” while
only 70% using text-based password and pins

Fig. 6 Dhamiga and Perig Method

2.6 Akula and Devisetty’s

User has to identify correct pass-image. It is similar to
dhamiga and perrig. The only difference is that it store 20
byte hash code produced by SHA-1 hash function. It takes
less memory but space occupied is still larger if compared
to text-based password. They suggested using persistent
storage for improvement.

3. Recall based Systems

3.1 Reproduce a Drawing

Jemryn et al. [7] proposed a technique called” Draw-a-
secret (DAS)”.In this scheme during registration user has
to draw something on a GRID of size Y X Y. The
coordinates (X,Y) of the grid were stored in the order of
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drawing. To log in, user has to redraw such that the
drawing touches the registered sequence of coordinates.
This technique lead to increased password space, reduced
traffic load, since images were not transferred over
network.
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Fig. 8 Jermyn et al. DAS Scheme

3.2 Blonder Scheme

G.E blonder [8] designed a scheme in which a image is
presented to user with tap regions, for authentication user
has to click within those tap regions and in a sequence.
The major drawbacks of this scheme was memorable
password space moreover, user cannot click where he
wants because of predetermined tap regions.

401

401
401

Fig. 10 Blonder Scheme

3.3 VisKey

SFR company [9] developed a scheme for mobile devices
user has to select an image from the images stored in the
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device and tap on the spots in sequence this sequence is
registered. To login user has to tap at same spots as and
should be in registered sequence. The Inputs are within a
certain tolerance area around it pre-defined by users, since
it is difficult to touch at same exact spots. If input precision
is large password will be easy to crack on the other hand if
it is small it will be difficult for the user to tap at exact
points. In visKey no of spots must be larger to prevent
against brute force attacks.

Fig. 9 visKey

3.4 v-Go

Passlogix [10] has proposed various schemes based on
repeating a sequence of actions. In their v-Go scheme user
has to select a background image e.g. kitchen, bathroom,
bedroom and user can perform various actions with items
present in image like clicking, dragging etc. Click on item is
detected with the help of invisible boundaries on them. For
example If kitchen is selected user can prepare meal by
clicking and dragging cooking ingredients. The
disadvantages of this technique included selecting weak
passwords by users. Secondly, password space is small.
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3.6 Cued Click Points

Unlike pass point rather than making multiple clicks on
single image use has to make single click on multiple
images. The images come in sequence one after the other.
An image appearing next in sequence is determined by the
click made in the previous image. The main advantage of
this technique is cued recall and making click on single
image results in larger password space and it is more
resistant to shoulder surfing attack.
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Wiedenbeck et al. [11, 12] proposed a scheme in which user = (A ﬁ -

has to select a background. User can click arbitrarily on the
image to register sequence of click points on image to be
taken as password. When logging in, the user has to click Fig. 13 Cued Click Points
on points as done during registration time. The click points
are acceptable if they are within the predefined level of
tolerance. This method has large password space. On
doing Comparative study it was found that pass points are
difficult to learn and it takes more time to input password
as compared to text-based password.

4. Usability

There are many critical usability problems that hinder in the
establishment of graphical authentication methods.
Security and usability play important role in authentication
process, but it is difficult to maintain balance between two
as they are in conflict with each other. These problems
need to be addressed. We have conducted a comparative
study of usability features in various Graphical password
schemes as shown in Tablel

4. Security
We analyze the various possible threats in authentication.

4.1 Shoulder surfing attack

Passwords can be stolen by making observation on the
user. Closed circuit hidden cameras can be placed for
tracking the entry made into the system. This attack is
Fig. 12 Pass Points Scheme possible on all available graphical schemes as well as on
text based passwords.
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4.2 Brute force attack Table 1: Usability features

Text based passwords have password space of 94”N.It is
difficult to do this attack on graphical passwords .We
believe it is harder for this attack to succeed for graphical
passwords. Recall based Password is more secure then
recognition based techniques when it comes to brute force
attack. Draw-A-Secret is resistant to this attack all other
authentication techniques are vulnerable to this attack.

4.3 Guessing

It is almost impossible to get graphical password by
phishing or using any other human interaction method.

4.4 Social Engineering

This attack practically impossible in graphical passwords
as keyboard input is not involved so words in dictionary
can’t be used to crack the password.

4.5 Spyware attack

So far this attack is not possible on graphical passwords.
Screen recording is possible. There are no such spywares
till date. Text based passwords can be stolen using key
loggers.

5. Conclusion

There has been growing interest in picture passwords;
recently one of Microsoft’s operating system windows 8
has used this for authentication .This paper throw light on
various graphical authentication methods. We believe that
main reason for using graphical password is they can be
easily recalled. Furthermore, graphical passwords are more
secure than text based passwords. During our analysis we
found that it is very difficult to perform attacks on
graphical passwords like brute force, Dictionary attack, and
spyware. In our findings we can see that authentication
process is slower in graphical password. Security and
usability of graphical passwords are two main challenges
for researchers.
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Technique Login Interface Drawhback
Jensen et al. Select images | Small  password
based on a space
theme
Passfaces Select face from of | Predictable
grid of faces
Sobrado and Birget | Select object from | Difficulty in
number of identifying
display objects  from
crowded
display of
objects
Honget al. login screen | Login Process time
divided in to consuming

grids each grid
containing a

icon
Dhamiga and | Identify  correct | Authentication
Perrig pass images process  time
consuming and
larger load on
server
Akula and | Identify  correct | Authentication
Devisetty’s. pass images process  time
consuming
Draw a Secret Redraw such that | Difficulty in
the drawing redrawing
touches the precisely

registered
sequence of
coordinates

Blonder Scheme

Click within those
tap regions and
in a sequence.

If input precision
is large
password  will
be easy to
crack, if small it
will be difficult
for the user to
tap at exact
points.

VisKey select an image | User cannot click
from the images where he wants
stored in the because of
device predetermined

tap regions.
v-Go Repeating a | Weak passwords,
sequence of password space
actions is small
Pass-Point Make sequence of | passpoints are

click points on
image

difficult to learn

Cued Click Point
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