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Abstract

The inference problem is the major problem in securing the
sensitive data in the secured database. In the inference problem
the user tries to access the sensitive data from the secured
database by giving series of queries with the non-sensitive fields.
Inference problems affect the securities in the database and
peculiarly in the Multilevel secure databases in which the data
and users are differentiated into different levels. Our approach
provides the control over the inference problems in the single as
well as multi level database. We are provided with a trust based
system which results in more efficiency when compare to the
other techniques.
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1. Introduction

From early 80s, the inference problem in the multilevel
database had been put forward for the research. It can be
described that if the information is secured with the higher
level security then user can retrieve the secured data with
the data with lower security level, this phenomenon which
we are calling as “inference problem”. For example,
consider an enterprise is maintaining the project details of
every staff in a higher level security, but the meeting held
and the persons who were attending the meeting is placed
in a lower security levels. Then a user can retrieve the
projects and the company associated by giving the query
with the persons attended the meetings.

The inferred result from the secured database may produce
some harmful results if the inferred user knowledge is not
authorized to use the secured database, later only the
database manager came to know that some inference
problem occur in the secured database.

The response taken for the inference problem can be made
easy by finding the computation between the accessing
feasibility and response time. But there are some
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complications that we have to identify. In the secured
databases there occurs a conflict while

granting a query result for a user, if multi users are
allowed to responds for a

particular query then we should made the security alerts
for the servers and the queries are analyzed before
responding to the queries. This phenomenon is called
collision resistance. This process identifies the inference
problem but it requires a scheme for inference detection
system among the users and their queries.

We are focusing only in the inference problem occurring
in the multilevel secured database. In such database the
data and users are differentiated with different security
levels. Our system authenticates every user before
accessing the database, if the users are not authorized
means they cannot access the database. This is the first
level of security in our approach.

The following approaches are needed to prevent the
inference problems, the first approach is to control the
unwanted authentications of the users in the secured
database, the second approach is to design the database so
that with the inference control. The third process is to
create a “Trust Model” which acts as the advisor for the
secured database. Since the inference problem is very
complex and a single layered control does not provide
more security effectively, hence we go for this integrated
approach to overcome the inference problem.

2. Related Works

The former works posted many researches related to the
Inference problems, one of the proposal were key based
schema [3]. In this process, the initial process was to
generate set of key pairs; the key generation process can
be done by using any of the key generation algorithms.
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Each key was associated with the objects. The number of
key pairs depended on the length of the inference
channels. The key pairs are denoted by the letter ‘Ks’, in
this approach two types of key sets are represented in
which the first approach is used by the database systems in
which the user did not need to hold the keys. In the other
approach, every user needs to have the secret key. In the
initial phase, all objects in the inference channel are linked
with the key or key sets.

If a key is accessed for an object by a query algorithm,
other queries have to use the same key to access the object,
this process can be achieved by rejecting the associations
between the objects and keys. To do so, this process
provides the easy access and fast query processing. But
different keys cannot be utilized to access the same
objects.

Another approach is proposed in the database security
technology [5]. A knowledge based inference control
machine had been proposed to detect the inference
strategies. Users can use this inference controller to
monitor  for the unauthorized inferences and
simultaneously secure the database from violations. To
make the inference controller more efficient, it should
have knowledge about the various inference strategies. A
controller should determine the sensitive data or objects.
Finally a controller should detect or prevent the security
violation of inference attacks.

A knowledge based inference violation detector is
proposed named XINCON (eXpert INference CONtroller)
which has the capability to detect unauthorized access of
the users. It uses some logical detection and analogical
reasoning concepts to find out the inference attacks. The
major advantage of XINCON is the user interface
components, knowledge management, and truth
maintenance system. XINCON uses security constraints to
find out the sensitive levels of the data and objects.
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Fig. 1 Represents the XINCON framework

Data and knowledge are distinguished into different
security levels. Security constrains plays vital role in
assigning the security levels for data and knowledge. We
describe the various constrains in the followings;

» Constrains that separate the database, relation or
attribute.

* Constrains that separate the part of the database based on
the value of some data. These processes are called as
content-based constraints.

* Constrains which splits any part of the database based on
the real world events. These processes are called as value-
based constraints.

* Constrains that classify based on the information based
on already processed. These are called aggregate
constraints.

In this paper [3] a system with a modern intrusion-tolerant
technique had been proposed in distributed database
system security model. In the former secured distributed
database systems lie on the precautions are limited to the
malicious attacks, but there is no action taken for the
intrusion tolerance mechanism, isolate access and recovery
from the intrusion in the secured database. Our proposed
approach maintains the integrity and availability of the
data even when the intrusion attacks may occur. In this
system a threshold secret share schema is used to ensure
the data from the servers with intrusion on it.

Distributed database are vastly used in many industrial
applications and research applications, but the security
concerns in the distributed database is longer milestones to
achieve it. More researches have been put forward for the
information security. DDBS have been integrated with
many attack overcome techniques like secure audit,
message tracing, firewalls and IDS systems. But some
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time the preventive actions fail to find the malicious
attacks in attack methods and frequently attack occurs. So
a new approach with Intrusion tolerance has been
proposed to find even a single rare intrusion attacks in the
database.

This system uses some triggers tolerance mechanism
which secures the intrusion and provides the normal
service to the users. The intrusion tolerance mechanism is
presented with the distributed database security model to
provide the distributed database applications with integrity
and data availability.

A distributed database is written of databases put in
physically  classified schemes, co-ordinated by
communicating networks, and dealt by disseminated
database management system. While conventional
database security techniques frequently go wrong to
conduct with vicious attacks or intrusions an intrusion-
tolerant database system can discover invasions, isolate
attacks, assess and repair the damage cause by attacks or
intrusions, and keep confidential data safe. The ITDDB
model is designed for these goals and has four main
subsystems:

* The Proxy Sever subsystem, which will receive and filter
users' requests and communicate with other sites in DDBS;

* The Intrusion Detection subsystem, which acts as an
intrusion tolerance trigger to the whole system;

* The Assessment and Repair subsystem, which will assess
and repair the damage caused by attacks or intrusions in a
timely manner;

* The Isolation subsystem, which will isolate suspicious
users (transactions) when the intrusion detection
subsystem gives an alert.

Knowledge management [4] improves the values by
finding the possessions and resources for the management
efficiency. But we are lacking in the security for the
knowledge management. Every management should
protect their important possessions. So authenticated
individuals only will be granted to perform operations in
the organizations. In this paper the security of the
knowledge management will be done based on the
confidentiality and trust. But mainly the access control
will be made based on the trust management and higher
level of privacy will be achieved.

Knowledge management is the combination of many
technologies like data mining, multimedia and www. So
the knowledge management’s manager cannot be thinking
about the security. The possessions they are having higher
security risks. Trade secrets are high confidential one, so
that the competitors should not access it. So we need an
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access control mechanism, credential mechanism to secure
the intellectual possessions. We have introduced a process
which is having higher secured operations. The security of
the knowledge management architecture will be build
around the intranet. Trust management is the key role in
the secure knowledge and it increases the additional
security features of the security.

This process states that the trust of the individual will be
taken into the account and based on the trust knowledge
sharing will be allotted. In our process we are focusing on
corporate, so every corporate needs to posses their trust
values and based on the trust values knowledge will be
shared otherwise negotiation process will be carrying on.
In our trust negotiation models enough knowledge
management tools will be used efficiently. Trust
management is a vital role in the secured technique for
knowledge management.

Many recent researches [5] in the multi secure database
management system focus on the centralized security
systems in the distributed database. Due to the demand of
the higher performance and higher availability, database
systems are migrated from the centralized approach to the
distributed approach. Since there occurs lot of problems in
the distributed architectures, like concurrency, security
causes major problems in the distributed architectures of
the database. So concurrency control has to be integrated
with the distributed architecture of the databases. In this
approach we propose several concurrency algorithms for
the centralized multilevel secure database management
systems. To make the distributed architecture more secure
we present a virtual model and we analyze the
performance of them with concurrency control in a
distributed database systems.

In this paper, we propose two security levels: high and
low. A main pertain in multilevel surety is information
leakage. Leakage can occur in two ways: directly through
intelligence such as interpretation an information item or
circuitously through a cover channel. Cover channels are
ways not normally meant for data flow. In multilevel
secure information low security level deal can be retarded
or discharged by a high security level deal due to partook
data access. Direct leakage can be controlled by the
required control schemes but for the covert channels is
requiring more modification in the former concurrency
technology with two phase locking and time stamp
ordering.

Experimental result shows that the result obtains from our
system shows the effective result when compare with the
former method.

The distributed database architecture [6] is having many
successful designs on it, the designs help to improve many
criteria like scalability, accessibility and flexibility for

1JCSI
www.lJCSl.org



IJCSI International Journal of Computer Science Issues, Vol. 10, Issue 1, No 2, January 2013

ISSN (Print): 1694-0784 | ISSN (Online): 1694-0814
www.lJCSl.org

many data. Developing such a efficient distributed
database requires security issues which is to be solved for
the integrity and access control of the systems. Distributed
database has some security issues, from the former
techniques have proposed many technologies but it is still
under research only. These databases are majorly affected
by the denial of service and information modifications,
etc., some important security requirements for the database
management system such as access control, reliability,
integrity and recovery should be achieved.

In our process, we provide a user interface has been built
for the user request which will be under the control of the
distributed Transaction Manager. A customized user
interface provides the entry for the user requests and gives
the query results to the users. The parameters that we have
mentioned as the issues for the security will be providing
solutions in the user interface for the query submissions.
The transaction manager structures the view of the data
before giving to the users and also it validates the output
of the query submitted.

We propose a method [7] which is based on the different
stages of security process and access control rights to the
users. In the process a stages of security for the database
have been proposed and different types of security tags
also proposed for the objects and data. The major concept
behind this is the creation of rules for the tags and tag
tables. Access control can be obtained by changing the
user’s query by the security tag table in distributed
database. Different stage security refers that the objects are
splited into different groups with the specified security
level, every groups has its own security levels and the
objects in the similar groups have the same security levels,
the data across the objects with multi security levels must
meet the security access control policies. In the concept we
have proposed Bell-LaPadula model shows the
considerable way for the information security system and
redefines the system requirements for the data security for
the data. This concept forms the basis for every different
stage of database security systems.
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Fig. 2 represents the framework for the multilevel database
security

Define Tag: In this module the complete security tag definition
and object definition for the database administration, in this
process additionally the integrity and consistency checks have
been processed.

Access Control: In this module, the security access of the query
statements given by the users has been achieved. The process of
this module is for confirming the security tags then according to
the system security policies it gives the privilege to the users
submitted queries from the local and global.

Output Validation: In this module, the query results for the user
submitted queries will be validated before giving the result to the
users.

3. Proposed System
3.1 ACUT Model

In this model we propose a Access Control Model named
ACUT (ACCESS CONTROL USING TRUST) which
grants the access for accessing the data using trust value
calculated from the user logs or history or behavior. In the
previous paper we have seen that how a user behavior can
be analyzed with additionally we state that based on the
behavior we are calculating the trust value. The trust value
is the one which decides whether the user will be given
access to use the database or their request will be declined
initially. The overall diagrammatic flow has been stated as
follow;
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Fig. 3 represents the working procedure of ACUT model

In this model we use ACUT model process, so that we use
shared network to update the behavior and trust value of
the users to share the knowledge with the trusted servers.
In the shared network we are having our ACUT model
framework; it is having three processes in it.

e  Trust Management
e Rule Creation
e  Share the ACUT Table.

3.1.1  Trust Management

In the Trust Management process, we are going to manage
the Trust based model with it. The trust based model is
having the back end data as the knowledge base data. In
the previous paper we have done based on IVDS which
has the working procedure based on the prior knowledge
threshold limitations.

In our Trust Management process we use the prior history
of the user’s behavior and previous query access and
results. These backlogs help us to manage the trust for
every user. The Trust Management block helps the ACUT
model to grant the access for every user in the access
control policy.

3.1.2 Rule Creation

In the Rule Creation process we have the query analysis
phase. The query submitted by the users will be analyzed
here. The rules for the data or objects which is to be posed
as the query result will be determined here.
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The sensitive data will not be posted for the user submitted
query but how we are going to achieve that, for that we
need to create rules. These rules are having the results as
binary values and if the sensitive data are requested from
the query means the rules result the ‘0’ value and the
query will be denied if the rule result will be ‘0’

3.1.3 Share the ACUT Table

In our process we maintain an ACUT table which acts as
the backlog for every user. In the ACUT table the user
details and their respective trust values. The trust values
will be given to the ACUT process for the access
provisions.

In the access provision based on the ACUT value of the
users, he will be given result for the query, so both the
knowledge base and the behavior based will be carrying
on in our process.

4.  Experimental Result

We made experiments with the number of users and their
queries submitted. Based on the query analysis we have
analyzed what type of data they try to access from their
queries. Based on the query they have submitted we will
be assigning the trust value for them.

Trusted Users

60
B Number of
40 User
20 M Trusted Users
0

Fig. 4 represents the graph between the number of users and
trusted users.

In the graph depicts that we are having the trust
management and the trust management analyzes every
user based on the prior knowledge and based on the
knowledge we come to a conclusion that the trusted users
from the whole users who had submitted the queries.

In the second experiment we have analyze the queries
submitted by the users. Our query analysis process
analyzes the query for inidiviudal users and based on the
data they have obtain from their queries we have calculate
the query analysis value and their result will be displayed.
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Fig. 5 represents the Trusted result for the queries given by
the queries.

The above graph shows how the trust query results are
depicted. In the graph we calucate number of queries have
been submitted to the query analysis phase and based on
the query analysis phase we have calculated the trust
values from the query analysis phase.

5. Conclusion

The inference problem is the major problem in securing
the sensitive data in the secured database. In the inference
problem the user tries to access the sensitive data from the
secured database by giving series of queries with the non-
sensitive fields. To overcome that we have introduced a
process namely ACUT model which analyses the query as
well as the user who is giving the queries. Based on the
trust values obtain from the backlogs as well as the
behaviors we can avoid the inference problems and also
the experimental results show that our approach works
well for knowledge base as well as behavior based using
trust values.
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