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Abstract— In this paper the objective is to present a review of
routing protocols in mobile ad hoc network (MANET) exclusively
from security viewpoint. In MANET, the mobile nodes often
move randomly for which reason the cumulative network
experiences rapid and much unpredictable topology alterations.
Due to presence of dynamic topology as well as limited range of
transmission, very often some nodes cannot communicate directly
with each other. Because of this phenomenon, all the QoS and
security issues surface. Till now there is abundant literature work
being formulated towards designing routing protocols. But
security features designed till now are not able to provide optimal
security towards secure routing. Routing protocols, data,
bandwidth and battery power are the common target of the
attackers. Therefore, in this paper the attempts are to throw
light on the work that were focused exclusively for maintaining
security in routing protocols in MANET
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I.

INTRODUCTION

A mobile ad hoc network (MANET) is a self-configuring
infrastructureless network of mobile devices connected
wirelessly [1]. People and vehicles can thus be internetworked
in areas without a preexisting communication infrastructure or
when the use of such infrastructure requires wireless extension
[2]. In the mobile ad hoc network, nodes can directly
communicate with all the other nodes within their radio
ranges; whereas nodes that are not in the direct
communication range use intermediate node(s) to
communicate with each other. In these two situations, all the
nodes that have participated in the communication
automatically form a wireless network. Therefore, this kind of
wireless network can be viewed as mobile ad hoc network.
The mobile ad hoc network has the following typical features
[3]:
 Unreliability of wireless links between nodes: Because of
the limited energy supply for the wireless nodes and the
mobility of the nodes, the wireless links between mobile
nodes in the ad hoc network are not consistent for the
communication participants.
 Constantly changing topology: Due to the continuous
motion of nodes, the topology of the mobile ad hoc
network changes constantly. The nodes can continuously
move into and out of the radio range of the other nodes in
the ad hoc network, and the routing information will be
changing all the time because of the movement of the
nodes.



Lack of incorporation of security features that exist in
statically configured wireless routing protocol and are not
meant for ad hoc environments. Because the topology of
the ad hoc networks is changing constantly, it is necessary
for each pair of adjacent nodes to incorporate security in
the routing issue so as to prevent some kind of potential
attacks that try to make use of vulnerabilities that exist in
the statically configured routing protocol.
Because of the features listed above, the mobile ad hoc
networks are more prone to suffer from the malicious
behaviors than the traditional wired networks. Therefore, we
need to pay more attention to the security issues in the mobile
ad hoc networks. In such an environment, there is no
guarantee that a path between two nodes would be free of
malicious nodes, which would not comply with the employed
protocol and attempt to harm the network operation. The
mechanisms currently incorporated in MANET routing
protocols cannot cope with disruptions due to malicious
behavior. For example, any node could claim that, it is one
hop away from the sought destination, which is causing all
routes to the destination to pass through itself. Alternatively, a
malicious node could corrupt any in-transit route request
(reply) packet and cause data to be misrouted. The presence of
even a small number of adversarial nodes could result in
repeatedly compromised routes, and, as a result, the network
nodes would have to rely on cycles of time-out and new route
discoveries to communicate. This would incur arbitrary delays
before the establishment of a non-corrupted path, while
successive broadcasts of route requests would impose
excessive transmission overhead. In particular, intentionally
falsified routing messages would result in a denial-of-service
(DoS) experienced by the end nodes. The proposed scheme
combats such types of misbehavior and safeguards the
acquisition of topological information. Section 2 discusses
about the preliminary study of the survey of literature on the
domain followed by security issues in Section 3. Related work
is discussed in Section 4, while MANET routing security is
examined in Section 5 and briefing on other routing protocols
in Section 6 and 7. Section 8 illustrates about scope of future
research, with concluding remarks in Section 9.
II. PRELIMINARY STUDY
In MANETs, some form of routing protocol is required in
order to dynamically detect the multi-hop paths through which
packets can be sent from one node to another. Active research
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work on MANETs is carried out mainly in the fields of
Medium Access Control (MAC), routing, resource
management, power control, and security. Because of the
importance of routing protocols in dynamic multi-hop
networks, a lot of MANET routing protocols have been
proposed in the last few years. Considering the special
properties of MANET, many routing protocol, generally the
following properties are expected, though all of these might
not be possible to be incorporated in a single solution.


A routing protocol for MANET should be distributed in a
manner in order to increase its reliability.



A routing protocol must be designed considering
unidirectional links, because wireless medium may cause
a wireless link to be opened in uni-direction only due to
physical factors.



The routing protocol should be power-efficient.



The routing protocol should consider its security.



A hybrid routing protocol should be much more reactive
than proactive to avoid overhead.



A routing protocol should be aware of Quality of Service
(QoS).

There are basically two categories of routing protocols for
MANETs:
1.

Table Driven (Proactive): DSDV, GSR, WRP

2.

Source Initiated On-Demand (Reactive): ABR, AODV,
DSR, LAR

Based on the method of delivery of data packets from the
source to destination, the classification of MANET routing
protocols could be done as follows:


Unicast Routing Protocols: The routing protocols that
consider sending information packets to a single
destination from a single source.



Multicast Routing Protocols: Multicast routing is the
delivery of information to a group of destinations
simultaneously, using the most efficient strategy to
deliver the messages over each link of the network only
once, creating copies only when the links to the
destinations split. Multicast routing protocols for MANET
use both multicast and unicast for data transmission.

Multicast routing protocols for MANET can be classified
again into two categories: Tree-based multicast protocol and
Mesh-based multicast protocol. Mesh-based routing protocols
use several routes to reach a destination, while the tree-based
protocols maintain only one path.
Much of the research has been done focusing only on the
efficiency of the MANETs. There are quite a number of
routing protocols that are excellent in terms of efficiency. But
the security requirement of these protocols has changed the
situation and a more detailed research is currently underway to
develop secure ad hoc routing protocols. MANETs are
extremely vulnerable to attacks due to their dynamically
changing topology, absence of conventional security
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infrastructures and open medium of communication, which,
unlike their wired counterparts, cannot be secured. To address
these concerns, several secure routing protocols have been
proposed: Secure Efficient Distance Vector Routing (SEAD),
Ariadne, Authenticated Routing for Ad hoc Networks
(ARAN), Secure Ad hoc On-Demand Distance Vector
Routing (SAODV), and Secure Routing Protocol (SRP).
Although researchers have proposed several secure routing
protocols, their resistance towards various types of security
attacks and efficiency have been primary points of concern in
implementing these protocols. Hence, there is a need for
review. In a MANET, attacks can be classified into Passive
Attacks and Active Attacks, which are discussed below.
A. Passive Attacks
In passive attacks, attackers don’t disrupt the operation of
routing protocol but only attempt to discover valuable
information by listening to the routing traffic. The attacker
only looks and watches the transmission and does not try to
modify or change the data packets. Two types of passive
attacks are possible:


Traffic analysis: In this attack, attacker monitors packet
transmission to infer important information such as a
source, destination and source-destination pair.



Eavesdropping: In Eavesdropping, attackers obtain some
confidential information e.g. private key, public key,
location or even password of the node that should be kept
secret during transmission.

B. Active Attacks
In the active attacks, the malicious nodes introduce false
information to confuse the network topology. They can either
attract traffic to them and then drop or compromise the
packets. They can also send false information and lead packets
to the wrong node and cause congestion in one area. The
attacks can either target at the routing procedure or try to flood
the networks. Various types of active attacks are:


Sinkhole Attack: A sinkhole node tries to attract the data
toward itself from all neighboring nodes. In this attack, a
malicious node generates fake routing information and
show itself as legal nodes for the route. Sinkhole node
attempts to regulate all network traffic according to itself,
modifies the data packets, decrease the network life time,
create complicated network topology and finally destroy
the network.



Flooding Attack: In this attack, a malicious node may also
inject false packets to consume the available resources
onto the network, so that valid user can not be able to use
the network resources for valid communication. The
flooding attack is possible in most of the on demand
routing protocols such as SRP, SAODV, ARAN etc.



Replay Attack: This attack usually targets the freshness
of routes. In this attack, an attacker firstly records the
message and then resend the old message to the other
nodes to update their routing table with stale routes.



Rushing Attack In rushing attack, attacker forwards
routing packets as quick as possible to gain access to
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multicast forwarding group before the legal node .By this
way, rushing attack can slow down the performance of
network .The rushing attack can act as an effective DoS
attack against all currently proposed on demand MANET
routing protocols.

disclosed to unauthorized users. Confidentiality can be
achieved by using different encryption techniques such as
only legitimate users can analyze and understand the
transmission.


Denial-of-service with modified source route: In the
denial-of-service, a malicious node in between can
successfully send an erroneous route message to the
source route to disrupt the service.

Integrity: The function of integrity control is to assure that
the data is received in verbatim as sent by authorized
party. The data received contains no modification,
insertion or deletion.



Tunneling Attack: The tunneling attack is where two or
more nodes may collaborate to encapsulate and exchange
messages between them along existing data routes.

Access Control: This service limits and controls the
access of such a resource, which can be a host system or
an application.



Availability: This involves making the network services
or resources available to the legitimate users. It ensures
the survivability of the network despite malicious
incidences.

C. Common attacks in MANETs
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Wormhole Attack: In wormhole attack, an attacker
records packet at one location in the network, tunnels
them to another location, and retransmits them back into
the network. This attack is possible even if the attacker
has not compromised any hosts and even if all
communication provides authenticity and confidentiality



Black hole Attack: In Black hole attack, a malicious node
uses the routing protocol to advertise itself as having the
shortest path to the node whose packets it wants to
intercept and in this way it can compromise the service.



Spoofing Attack: In Spoofing, a single malicious node in
the ad hoc network can spoof the nodes identity in order
to forward packets through it. Later the information can
be used to create DoS attacks.

D. Security Services
Security services include the functionality required to provide
a secure networking environment. The main security services
can be summarized as follows:


Authentication: This service verifies a user’s identity and
assures the recipient that the message is from the source
that it claims to be from. Firstly, at the time of
communication initiation, the service assures that the two
parties are authentic, that each is the entity it claims to be.
Secondly, it must assure that a third party does not
interfere by impersonating one of the two legitimate
parties for the purpose of authorized transmission and
reception. Authentication can be provided using
encryption along with cryptographic hash functions,
digital signatures and certificates. Details of the
construction and operation of digital signatures can be
found in RFC2560.



Confidentiality: This service ensures that the
data/information transmitted over the network is not

As the currently available wireless networking and mobile
computing hardware is now capable of fulfilling the promise
of this technology, it is the need of the hour to design and
develop routing protocols which should support the
performance with endurance. The correct execution of these
routing protocols is mandatory for smooth functioning of a
MANET A variety of protocols have been proposed targeted
at securing MANETs. The performance comparison of these
protocols needs to be analyzed. In the present work, we have
compared these protocols by highlighting their features,
differences and characteristics. It can be summed up that each
protocol has definite advantages and disadvantages, and can
be appropriate for a particular application environment. The
security in routing protocols addressed in the recent past
decade has been discussed in the following sections.
The provision of security services in the MANET
context faces a set of challenges specific to this new
technology. The insecurity of the wireless links, energy
constraints, relatively poor physical protection of nodes in a
hostile environment, and the vulnerability of statically
configured security schemes have been identified. Even if
such services were assumed, their availability would not be
guaranteed, either due to the dynamically changing topology
that could easily result in a partitioned network, or due to
congested links close to the node acting as a server. The
absence of infrastructure and the consequent absence of
authorization facilities impede the usual practice of
establishing a line of defense, separating nodes into trusted
and non-trusted. Such a distinction would have been based on
a security policy, the possession of the necessary credentials
and the ability for nodes to validate them.
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Table 1: Exploring Research gap
Performance

ARAIDNE

ARAN

SEAD

SRP

SAODV

SAR

SLSP

SANEDNA

Type

Reactive

Reactive

Proactive

Reactive

Reactive

Reactive

Proactive

Reactive

MANET

DSR

AODV/

DSDV

DSR/

AODV

AODV

ZHLS

DSR

Parameters

Protocol

DSR

ZRP

Encryption

Sym

Asym

Sym

Sym

Asym

Sym/Asym

Asym

Sym

Synchronization

Yes

No

Yes

No

No

No

No

Yes

Trust Authority

KDC

CA

CA

CA

CA

CA/KDC

CA/KDC

No

Authentication

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Confidentiality

No

Yes

No

No

No

Yes

No

Yes

Integrity

Yes

Yes

No

Yes

Yes

Yes

No

Yes

NonRepudiation

No

Yes

No

No

Yes

Yes

Yes

Yes

Anti-Spoofing

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

DoS Attacks

Yes

No

Yes

Yes

No

No

Yes

Yes

Source: Tarun Dalal, Gopal Singh [4]

III.

SECURITY ISSUES

The buildup of an ad hoc network can be envisaged where
support of wireless access or wired backbone is not feasible.
Ad hoc wireless network does not have any predefined
infrastructure and all network services are configured and
created on the fly. Thus, it is obvious that with lack of
infrastructure support and susceptible wireless link attacks,
security in ad hoc network becomes inherently weak.
Achieving security within a MANET is challenging due to
following reasons.


Dynamic Topologies and Membership: A network
topology of ad hoc network is very dynamic as mobility
of nodes or membership of nodes is very random and
rapid. This stipulates the need for secure solutions to be
dynamic.



Vulnerable wireless link: Passive/Active link attacks like
eavesdropping, spoofing denial of service, masquerading,
impersonation are possible.



Roaming in dangerous environment: Any malicious node
or misbehaving node can create hostile attack or deprive
all other nodes from providing any service.

The main issues for providing security in MANET are briefly
discussed below.


Identification issue: Nodes having access to common
radio link can easily participate to set up ad hoc
infrastructure. But the secure communication among
nodes requires the secure communication link to
communicate.



Before establishing secure communication link, the node
should be capable enough to identify another node. As a
result, node needs to provide his/her identity as well as
associated credentials to another node.



The delivered identity and credentials need to be
authenticated and protected so that authenticity and
integrity of delivered identity and credentials cannot be
questioned by receiver node. Every node wants to be sure
that delivered identity and credentials to recipient nodes
are not compromised.



Privacy Issue: The identification issue simultaneously
leads to privacy issue for MANET Mobile node uses
various types of identities and that varies form link level
to user/application level. Also in mobile environment very
frequent mobile node is not ready to reveal his/her
identity or credentials to another mobile node from
privacy point of view. Any compromised identity leads
attacker to create privacy threat to user device.
Unfortunately the current mobile standards do not provide
any location privacy and in many cases revealing identity
is inevitable to generate communication link. Hence a
seamless privacy protection is required to harness the
usage of ad hoc networking.

Therefore, due to the issues discussed above, it is essential to
provide security architecture to secure ad hoc networking. In
the literature, there are many works that address the security
issues in MANETs.
IV.

RELATED WORK

Panagiotis Papadimitratos et al. [5] have presented a route
discovery protocol that is considered one of the standard
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works on secure routing in mobile ad hoc networks. John
Marshall et al. [6] have proposed the SRP algorithm for
routing in ad hoc networks. Oscar F. Gonzalez et al. [7]
presented a mechanism that enables the detection of nodes that
exhibit packet forwarding misbehavior. Stephan Eichler et al.
[8] have introduced a novel secure routing protocol based on
AODV for vehicular ad hoc networks. M. Rajesh Babu et al.
[9] have proposed to develop an energy efficient secure
authenticated routing protocol (EESARP). Steffen Reidt et al.
[10] have introduced a trust metric in the cluster head selection
process to securely determine constituting nodes in a
distributed Trust Authority (TA) for MANETs. Muhammad
Nawaz Khan et al. [11] have proposed distributed-ID, a smart
agent in each mobile node analyzes the routing packets. Lu Jin
et al. [12] introduced the secure the delivery of routing packets
and the strategy to determine the most secure routes.
Panagiotis Papadimitratos et al. [13] have proposed the
securing the delivery of routing packets and the strategy of
determine the most secure routes. Shivasharanappa Allur et al.
[14] have proposed a cross-layer design to achieve an
unswerving data transmission in ADHOC networks. Venkat
Balakrishnan et al. [15] introduced Trust Enhanced security
Architecture for MANET (TEAM), in which a trust model is
overlaid on the following security models key management
mechanism, secure routing protocol, and cooperation model.
Kimaya Sanzgiri et al. [16] have introduced solution to one,
the managed-open scenario where no network infrastructure is
pre-deployed, but a small amount of prior security
coordination is expected. Poonam Yadav et al. [17] have
introduced the on-demand routing protocols AODV, DSR and
DYMO based on IEEE 802.11 and the characteristic summary
of these routing protocols are presented. Parma Nand et al.
[18] have introduced the on demand routing protocols AODV,
DSR and DYMO. David B. Johnson et al. [19] have presented
a protocol for routing in ad hoc networks that uses dynamic
source routing. Xiaodong Lin et al. [20] have presented a
novel anonymous secure routing protocol for mobile ad hoc
networks (MANETs). Xu Su et al. [21] have proposed
mechanisms to complement the existing secure routing
protocols to resist the creation of in-band tunnels. Mohd Anuar
Jaafar et al. [22] introduced some evaluation and performance
comparisons of AODV, SAODV and A-SAODV routing
protocols in MANETs. Umang Singh et al. [23] have
introduced various existing routing protocols that were
reviewed. Julien Francq et al. [24] have proposed
countermeasure that provides a high level of fault detection.
Karim El Defrawy et al. [25] have presented the PRISM
protocol which supports anonymous reactive routing in
MANETs. Satoshi Kurosawa et al. [26] have proposed an
anomaly detection scheme using dynamic training method.
Amit N. Thakare et al. [27] made an attempt to compare the
performance of two prominent on demand reactive routing
protocols for MANETs. Kimaya Sanzgiri et al. [28] have
proposed a solution to one, the managed-open scenario where
no network infrastructure is pre-deployed.
Claude Crrepeau et al. [29] have presented secure Robust
Source Routing (RSR). Liana Khamis Qabajeh et al. [30] have
proposed a new model of routing protocol called ARANz,
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which is an extension of the original Authenticated Routing
for Ad-Hoc Networks .
Feng He et al. [31] have proposed a novel secure routing
protocol S-MAODV which is based on MAODV. Arun
Kumar Mondal et al. [32] have presented the analytical results
for the probability of success of data transmission over the
networks taking the probability of success or failure of
individual paths. Pietro Michiardi et al. [33] have carried out a
simulation study that identifies security issues which are
specific to MANET R. Kalpana et al. [34] have addressed
anonymity and trust issues for a wireless network containing
selfish and malicious nodes. Mike Burmester et al. [35] have
analyzed provable secure route discovery algorithm which is
vulnerable to a hidden channel attack. Himani Yadav et al.
[36] have carried out survey on different existing techniques
for detection of black hole attacks in MANETs with their
defects. Jiajia Liu et al. [37] have explored the capability of
these networks to support multicast traffic. Stefaan Seys et al.
[38] have studied anonymous routing protocol for mobile ad
hoc networks (MANETs). Subash Chandra Mandhata et al.
[39] have analyzed the black hole attack in MANET using
AODV as its routing protocol. Saikat Chakrabarti et al. [40]
have proposed an efficient, single round multi signature
scheme, CLFSR-M, constructed using cubic (third-order)
linear feedback shift register (LFSR) sequences. K.Seshadri
Ramana et al. [41] have proposed a routing protocol that is
based on securing the routing information from unauthorized
users. Sridhar Subramanian et al. [42] have examined a trust
based reliable protocol TBRAODV.
V.

MANET ROUTING SECURITY

In an ad hoc network, all the nodes may not be within the
transmission range of each other; hence, nodes are often
required to forward network traffic on behalf of other nodes.
Consider for example the scenario in Fig.1. If node S sends
data to node D, which is three hops away, the data traffic will
reach its destination only of A and B forward it. The process
of forwarding network traffic from source to destination is
termed routing.

D

S
A
B

Figure 1 Multihop scenario
There are two general categories of MANET routing
protocols: topology-based and position-based routing
protocols. The list of some desirable qualitative properties of
MANET routing protocols as adopted from an Internet
Engineering Task Force (IETF) MANET Working Group
memo [43] is as following:
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Loop-free: It is desirable that routing protocols prevent
packets from circling around in a network for arbitrary
time periods.
Demand-based operation: In order to utilize network
energy and bandwidth more efficiently, it is desirable that
MANET routing algorithms adapt to the network traffic
pattern on a demand or need basis rather than maintaining
routing between all nodes at all time.
Proactive operation: This is the IP-side of demand-based
operation. In cases where the additional latency, which
demand-based operations incur, may be unacceptable, if
there are adequate bandwidth and energy resources,
proactive operations may be desirable in these situations.
“Sleep" period operation: It may be necessary, for reasons
such as the need for energy conservation, for nodes to
stop transmitting or receiving signals for arbitrary time
periods. Routing protocols should be able to
accommodate
sleep
periods
without
adverse
consequences.
Security: It is desirable that routing protocols provide
security mechanisms to prohibit disruption or
modification of the protocol operations.
VI.

OTHER ROUTING PROTOCOLS

In addition to the above mentioned routing protocols for
MANET, there are some other routing protocols that do not
rely on any traditional routing mechanisms, instead rely on the
location awareness of the participating nodes in the network.
Generally, in traditional MANETs, the nodes are addressed
only with their IP addresses. But, in case of location-aware
routing mechanisms, the nodes are often aware of their exact
physical locations in the three-dimensional world. This
capability might be introduced in the nodes using Global
Positioning System (GPS) or with any other geometric
methods. Based on these concepts, several geo-cast and
location-aware routing protocols have already been proposed.
The major feature of these routing protocols is that, when a
node knows about the location of a particular destination, it
can direct the packets toward that particular direction from its
current position, without using any route discovery
mechanism. Recently, some of the researchers proposed some
location-aware protocols that are based on such ideas. Some
examples of these protocols are Geographic Distance Routing
(GEDIR)[44], Location-Aided Routing (LAR)[45], Greedy
Perimeter Stateless Routing (GPSR)[46], Geo-GRID[47],
Geographical Routing Algorithm (GRA)[48], etc. Other than
these, there are a number of multicast routing protocols for
MANET Some examples of the multicast routing protocols
are: Location-Based Multicast Protocol (LBM)[49], Multicast
Core Extraction Distributed Ad hoc Routing (MCEDAR)[50],
Ad hoc Multicast Routing protocol utilizing Increasing idnumbers (AMRIS)[51], Associativity- Based Ad hoc Multicast
(ABAM)[52], Multicast Ad hoc On- Demand Distance-Vector
(MAODV) routing [53],Differential Destination Multicast
(DDM)[54],On-Demand
Multicast
Routing
Protocol
(ODMRP)[55], Adaptive Demand-driven Multicast Routing
(ADMR) protocol [56], Ad hoc Multicast Routing protocol
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(AMRoute)[57], Dynamic Core-based Multicast routing
Protocol (DCMP)[58], Preferred Link-Based
Multicast protocol (PLBM)[59],etc. Some of these multi cast
protocols use location information and some are based on
other routing protocols or developed just as the extension of
another unicast routing protocol. For example, MAODV is the
multicast-supporting version of AODV.
VII. OTHER RECENT WORKS ON MANET ROUTING
In this section, the recent works on routing in MANET that
could be used as a reference by the practitioners, are
considered. Some of these works have taken the major routing
protocols as their bases and some of them have enhanced
performances of the various previous routing protocols. Some
recent works are: node-density-based routing [60], loadbalanced routing [61], optimized priority based energyefficient routing [62], reliable on-demand routing with
mobility prediction [63], QoS routing [64], secure distributed
anonymous routing protocol [65], robust position based
routing [66], routing with group motion support [67], dense
cluster gateway based routing protocol [68], dynamic backup
routes routing protocol [69], gathering-based routing protocol
[70], QoS-aware multicast routing protocol [71], recycled path
routing [72], QoS multicast routing protocol for clustering in
MANET [73], secure anonymous routing protocol with
authenticated key exchange [74], self-healing on-demand
geographic path routing protocol [75], stable weight-based on
demand routing protocol [76], fisheye zone routing protocol
[77], on-demand utility-based power control routing [78],
secure position-based routing protocol [79], scalable multipath on-demand routing [80], virtual coordinate-based routing
[81], etc.
VIII. SCOPE FOR FUTURE RESEARCH
Many more efficient routing protocols for MANET might be
developed in the coming future, which might take security and
QoS (Quality of Service) as the major concerns. So far, the
routing protocols mainly focused on the methods of routing,
but in future a secured but QoS-aware routing protocol could
be worked on. Ensuring both of these parameters at the same
time might be difficult. A very secure routing protocol surely
incurs more overhead for routing, which might degrade the
QoS level. So an optimal trade-off between these two
parameters could be searched. In the recent years some
multicast routing protocols have been proposed. The reason
for the growing importance of multicast is that this strategy
could be used as a means to reduce bandwidth utilization for
mass distribution of data. As there is a pressing need to
conserve scarce bandwidth over wireless media, it is natural
that multicast routing should receive some attention for ad hoc
networks. So it is, in most of the cases, advantageous to use
multicast rather than multiple unicast, especially in ad hoc
environment where bandwidth comes at a premium. Ad hoc
wireless networks find applications in civilian operations
(collaborative and distributed computing) emergency searchand-rescue, law enforcement, and warfare situations, where
setting up and maintaining a communication infrastructure is
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very difficult. In all these applications, communication and
coordination among a given set of nodes are necessary. Thus,
in future, the routing protocols might especially emphasize the
support for multicasting in the network.
IX.

CONCLUSION

This paper presents a number of routing protocols for
MANET, which are broadly categorized as proactive and
reactive. Proactive routing protocols tend to provide lower
latency than that of the on-demand protocols, because they try
to maintain routes to all the nodes in the network all the time.
But the drawback for such protocols is the excessive routing
overhead transmitted, which is periodic in nature without
much consideration for the network mobility or load. On the
other hand, though reactive protocols discover routes only
when they are needed, they may still generate a huge amount
of traffic when the network changes frequently. Depending on
the amount of network traffic and number of flows, the routing
protocols could be chosen. When there is congestion in the
network due to heavy traffic, in general case, a reactive
protocol is preferable. Sometimes the size of the network
might be a major considerable point. For example, AODV,
DSR, OLSR are some of the protocols suitable for relatively
smaller networks, while the routing protocols like TORA,
LANMAR, ZRP are suitable for larger networks. Network
mobility is another factor that can degrade the performance of
certain protocols. When the network is relatively static,
proactive routing protocols can be used, as storing the
topology information in such case is more efficient. On the
other hand, as the mobility of nodes in the network increases,
reactive protocols perform better. Overall, the answer to the
debating point might be that the mobility and traffic pattern of
the network must play the key role for choosing an appropriate
routing strategy for a particular network. It is quite natural that
one particular solution cannot be applied for all sorts of
situations and, even if applied, might not be optimal in all
cases. Often it is more appropriate to apply a hybrid protocol
rather than a strictly proactive or reactive protocol as hybrid
protocols often possess the advantages of both types of
protocols.
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